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CopyrightNotice
© AVCOMMAIlrightsreserved.
About ThisManual
This user manual is intended to guide a professional installer to install and to configure the 600 seriesliswitch.
includes procedures to assist you in avoiding unforeseen problems.

Notice:
Onlyqualified and trained personnel should be involved with installation, inspection, and repairs sivituk.

Disclaimer

Avcomm reserves the right to make changes to this Manual or to the product hardware at any time without notice.
Information provided here is intended to be accurate and reliable. However, it might not cover all detaNs@aations in

the equipment and does not claim to provide for every possible contingency met in the prodessatiition, operation,

or maintenance. Shodl further information be required, or should particular problem ariséich are not covered
adzZFFAOASYGte F2N GKS dzaSNDa LIzN1L2 aSas (i KabareYHatiupdaths addk 2 dzt
amendments will be made from time to tinte add new information and/or correctpossibleunintentional technicalor
typographicamistakeslt isthe dza SrbsPaisibilityto determine

whether there have been any such updates or amendments of the Manual. Avcomm assumes no responsibility
for its use bythe third parties.
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AvcommOnlineTechnicaBervices

At Avcomm, you can use the online service forms to request the support. The submitted forms are stored in
serverfor Avcommteam member to assigntasks and monitor the status of your service. Pleasefeel free

to writeto www.avcomm.usf you encounterany problems.
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Preface

Target reader

Thismanual is applicable to installers and system administrators responsible for installing, configuring, or maintaining the
network. This manual assumes that you know all the transport and management protocols used by the network. This manual
also assumes thiayou are familiar with the professional terminology, theoretical principles, practical skills and specialized
knowledge of network device, protocols and interfaces related to networking. At the same time, you must have the work
experience of graphical useterface, command line interface, simple network management protocol and Web browser.

Agreement of the instructions
This manualadoptshefollowing modeof agreement.

GUI agreement | Description

% The necessary complements a&xglanations made to the descriptio
of operating contents.
Explanation
Matters needing attention in operation. Improper operation may re
Att&)ns in loss of data or damage to device.
AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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1. Summary
Thelnstructionsmainlydescribe thesimple configuratiorfor WEBpageoperationof the switch, and users can manage the

switch through the WEB page of the switch. The main features of WEB access are:
w Easyto accessuserscaneasilyaccesshe switchanywherefrom the network.

w Users caraccess WEB pages of the switch with their familiar browsers such as Microsoft Internet Explorer, etc.,
and WEB pages are presented to users in graphical and tabular forms.

w The switch provides rich WEB pages through which users can configure and managéthmstitch's functions.

w The classification and integration of the WEB page functions is convenient for users to find the relevant pages for
configuration and management.

% Explanation

w Pleasaisethe Internet Explorebrowseraboveversion8.0
w Whenyou log in the switch and set or changethe Web page,you should pay attention to saveand click the

"save configuration" under the "system maintenance". Otherwise, your setup or change will not be saved after
the switchis restarted.

2. Login theweb Page
2.1 Login the Web network management client

Byopeningthe Webbrowser,userscanenterthe defaultaddresf the switchinthe address barhttp://192.168.1.254,
and press the Enter key, as shown in the following figure:

(€ ISR |ED http://192. 168. 1. 254/ >

The login window is popped at this time, as shown in the following figure. Enter the default management username: admin
andpassword admin, clickhe <login> buttonyou will seehe switch's system informatian

O\ AvCcOoMM

User

Passwd

AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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@ Explanation

1.
2.

Whenyoulogin a switch, thelPsegment othe PCshouldbe consistentwith the switchnetwork segment.

When you log in a switch fahne first time, set the IP address of PC to be 192.168.1.x (X represents lex@teht

254),the subnet mask to b&55.255.255.0but the IPof PC can't behe same as that of thewitch, that is, it
cannot be 192.168.1.25.

The Webserver of thewitch provides 5 times to enter username and password. If you enter incorrectly for 5

times, the browser will display "Bad passwords, too many failures, wait ten minutes" error informBiieruser

need to wait ten minutes, and enter the correct usernaared password; after logging in the Webserver, it is

recommended to mod

ify the username and password.

2.2 Client interface composition

The client oftheWebnetwork management systesnasshown in the following figure, which contains the setting
areas.

navigatian and operation

QO AvCOMM .
Port pannel Save
System
Device infomation & 4 Usage C
© User Account
O Backup/Restore D8TX ‘
- 220531
O Access Settings
witct 6% 36%
O SNMP F 1 .
0.0 build 85!
Ethernet Port
22 15:00:52
Networking
Network Config o
S8 Secol
Security v uTe
Advance v 2020-1-1 0:00:51
Maintenance b . . i
Setting navigation

Operation area

Exit operation

Area

Explanation

Portpanel

Portstatus

Settingnavigation

The correspondingnavigation can be selectedfor all operating
functions

Exit operation

Click theiconto returnto thelogin interface

Operatiorarea

Specificsettingsandoperationdor all functionalmodules

AVCOMMechnologiednc.

www.avcomm.us
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2.3 Web interface navigation tree

The menu of Web network management mainly provides 6 menu items such as system manage, interface manage,
Networking Network config Security and system maintenance. There are submenus under each menu option, as
shown in the following table.

Menu item Submenus Explanation
System Information Displayproductinformation & runninginformation
Management Saveconfiguration, restore factory Settingsand download
file anduploadconfigurationfiles
User Account Configusemame password]imitation
Access Settings Enable/disabl&ELNET service, configuration of
HTTP/HTTR®rvice
SNMP Provideconfigurationfor SNMP
Ethernet Port Port Settings Configuratiorfor port rate, flow control
Storm Control Support the storm control of the broadcast, unknown multicas
and unknown single broadcasprevent the broadcaststorm of
thesethree typesof messages
Rate Control Provideconfigurationfor port rate
Port Mirror Provideconfigurationfor port mirror
LinkAggregation Provideconfigurationfor LACP
Port Forwarding Provideconfigurationfor layer2 port isolation
Port Statistics Providequeryport profilesand detailedstatistics
Networking VLAN Provide the functions of configuring and querying

VLAN|nterfaceinformation

MAC Settings Providethe functions of configuringand queryingthe

MAC addresstable information, MAC agingtime, MAC learning
and static MAC

STP Provide the functions of configuring and querying the device
globalconfiguration, instanceonfiguration, instanceconfiguration
managementand configuration

management.
A-ring ring config
Multicast Providethe functions of configuringand querying the

IGMPSnoopingsonfigurationandstaticmulticast

MLDSnooping
IPvémulticastaddresdisteningis provided
QOSs Providethe functionsof configuringand queryingQOS
globalconfigurationand configurationmanagement
AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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LLDP Provide the functions of configuring and querying QOS global
configuration, configuration management and
LLDmeighbors
uUDLD Singlepasslink detectionfunction
LinkHap Linkoscillationdetectionfunction
DHCP Providesconfigurationfor DHCFServer,addresspool,
clientlist, staticclientconfiguration,andport binding
Network-config Interface.config Configport IP
Gateway Settings Providethe functionsof staticroute configuration
ARP Settings Providethe functionsof ARRoute configuration
Security Acces<onfig Provide filter
configuration
Attack Protection Provideattackprotection configurationfunction
ACL ProvideAClconfigfunction
Trafficmonitor Monitor dataof eachinterfaceentry
Warning Configuratiorfor power,port alarm
802.1X Provide configuration and query functions of global 802.1x
authentication configuration and Radiusserver
configuration
Advance Time Range Timeperiodsetting
Devices Log Connectedleviceinformationdisplay
Maintenance System Log Provideconfiguration& NTPservercheckingunction
Logconfig Displaythe log of the device
Diagnositcs ProvidePing,Traceroute port circuitfunction
Rebootdevice Rebootthe switch
Firmware Upgrade | Upgradethe softwareversionof the switch
3. System

3.1Systeminformation

1. Interface description

The panel display area of Web network management can display the product information of the switch very intuitively,
according to the switch connected to it. Its display contentiaclude portsquantity, ports condition, system
information, version information and running status. The interface is shown as the following figure:

333WestLoopN, St460,Houston, TX77024
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O\ AVCOMM

System

©Q User Account

0O Backup/Restore

Advance v

Maintenance =

@ Explanation

Device infomation c @ Usage

SUI/D

36%

Click one of the ports, it shows the partimber,type, transmission rate and statusou cammodify "Device name",

"Device time", and click "Submit" to complete the configuration.

2. Explanations

Configurationitem Meaning

Devicemodel Modelnumber

Devicename Network identification used by devicesto facilitate the judgment by
integratedmanagementools

Hardware Displaythe hardware version of the device, pls pay attention on the

version hardwarelimitation from the softwareversion

Software ) . )

version Displaythe versionandreleasetime of the currentsoftware

Runningime Currentdevicerunningtime

CPWsage CPUunninginformation

Memoryusage Memoryrunninginformation

CPWAC MACaddressof the device

3.0peration steps

Stepl

Clickthe "System" menuin the navigationbar to enter the "System
configuration"interface.Click'Information’.

AVCOMMechnologiednc.

www.avcomm.us
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Step2 Youcancarryout Device namejme relatedmodification settingsClick'Submit"
to completesettingsafter modification.

Step3 If you need to make it as a startup configuration, you need to enter "System
maintenance'andsaveit under"Savesettings".

3.2User Account

1. Interface description
The user can view the current usernameand permissionsof the switch, and modify the username, password and
permissions. The interface is shownths following figure

. Up
Q\ AvCOMM 07000 . .
M Shutdown Save
00000
Systern
t Positi t User Account
O Infomation
c Add User
User name Password Privilege Operation
O Backup/Restore "
admin LTS administrator W @&

O Access Settings

© SNMP
Ethernet Port 4
Networking v
Network Config v
Security v
Advance 4
Maintenance 4

AddUser X

User name

Comfirm F

“»

Return
2. Explanations
Configurationtem Meaning
Usename Displaythe usernameof the accesssystem.The usernameO | yb@ i
empty or containcharacters.

AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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Password ¢CKS LIl aag2NR (G2 YIylFr3aS GKS dzaSN¥» ¢KS

contain characters.

Permission It divided into the administrator permissianAdministrator, and the

ordinary user permissiog Viewer .

3. Operationsteps

Stepl Click the "System " menu in the navigation bar to enter the "Systemfiguration" interface. Clickthe
"User Accounit tab, and you can seethe
defaultusernameadmin,  passwordadmin,permissionsi5

Step2 If a userneedsto submita new user,click"Add user". If a userneedsto delete a
usernameclick"Delete".

Step3 If you need to make it as a startup configuration,you needto entera { @ 4G SY
YI Ay iSghdsaeiQuadera { a8 G Ay 3a¢ @

3.3Backup/Restore
3.3.1Backup/Restore

The user can view the current running configuration. Click"®ystem” menu in the navigation bar to enter the
"System" interface. The interface is shown as tfidlowing figure

O AvcoMM 07000 .
00000 -~
System v

Backup/Restore

O Infomation

Running Config Start Config Config Upload
O User Account
C‘ (Save the current configuration to the startup file)
O Access Settings
version 5. 0.0 build 855
O SNMP ip http-server http
ip telnet-server
|
Ethernet Port v username admin password LUBzCOSQ9SmP6
]
. interface fel/l
Networking v |
interface fel/2
) |
Network Config h interface fel/3
|
Security v interface fel/4
|
interface fel/5
Advance v f
interface fel/6
|

Maintenance 4 interface fel/7
|
interface fel/8
|

interface gel/9
ne autoneg
|

interface gel/10
no autoneg
|

interface vlanifl
ip address 192. 168. 1. 254/24 e

admir | Logout

If you needto make itasa startup configuration,you needto saveit under"Savesettings"

3.3.2 The start config

If you need to make it as a startup configuration, click the "System" menu in the navigation bar to enter the "System
AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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YIyF3sdh AydsSN

S NF
Q Avcomm 09000 .. _
B Shutdown Save
Ny 00000 i
ystem v —

nt Position:  System / Backup/Restore

O Infomation
Running Config Start Config Config Upload
O User Account

2 By (&4 ESGIEMN (System will retart automatically)  &Download

O Access Settings
ip http-server http

o SNMP ip telnet-server

]
username adnin password LUBZCOSQIGIP6

Ethernet Port 7 I
|

X interface vlanifl

Networking v ip address 192.168. 1. 254/24
|

Network Config v

Security v

Advance v

Maintenance ~

admin Logout

FOST FyR &1 &S Al dzyRSNJ a{ | #S &SiGiAyIaéo ¢

If you need to make the factogefault as a startup configuration, you need to click restore, and then reboot the device. User

Ffaz2 OFry R2gyf2FR GKS &0 NlidzLd O2y FA3dzNI GA2y FAES o8
3.3.3Backup/Restore

The user can view the current runningnfiguration. Click the "Management file" menu the navigation bar to enter
the interface. The interface is shown as the following figure

O AvcomMm 07000 .

M Shutdown Save
090000

System
T Backup/Restore

O Infomation

Running Config ~ Start Config ~ Config Uploac
O User Account

O Backup/Restore File path o Xh
O Access Settings System will retart automatically
O SNMP
Ethernet Port v
Networking v
Network Config v
Security v
Advance v
Maintenance 4
admin Logout
AVCOMMechnologiednc. www.avcomm.us 333WestLoopN, St460,Houston, TX77024
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If you needto makeit asa startup configuration,you needto click"choosefile" anduploadit.

3.4 Access Settings
3.4.1 Telnetconfig

1. Interface description
After enable TELNET service, TELNET terminal can connect with the switch by VELINE Tthe interface is shown

as the following figure:

2. Operation steps

Step 1

/I £ A01 0 KAceés{SéttingsSYSHdz A
set the port number, default port number

A4 GHoOéS OfAO|] al LILJX &%

Yy GKS yI@A3alrGAzy GNBS

(]

i

Step 2

L¥ Al aKltf o06S dzaASR & &dGFNIL O2yFAIAdzNI A2y X

O 2 y F A 3 dzNshving tReyséttings.2 NJ

@ Explanation

TheterminaluseTELNE connectwith the switchviaPCshouldcontainbelowcondition:

1. Enablehe TELNEServiceof the switch

2. Shouldto know the IP addressof the switch, and can be obtained by modifying (canuse IP command)

3. If the port of the terminal PCwhich connectswith the switch is under the sameLAN,THEIP address should
be set in the same network segmer@ncefulfill abovecondition, it canuse TELNET0 login this switch,then
configthe switch.

3.E.G.

I . ST2NB 23 Ay (KS &a6AG0K @Al ¢9[b9¢x &2dz KI @S G2

process(1)
= teinet 192.168.5.33
See more results
telnet 192.168.5,33 power off »
AVCOMMechnologiednc. www.avcomm.us
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3.4.2 HTTPE&onfig

1. Interface description

HTTPSHypertextTransferProtocolover SecureSocket Lay@ris a HTTRhannelthat basedon safety, it is the safety

version of HTTP. HTTPS provides data encryption service. It prevents the transmitted message between web browser
FYR 6S0aA0GS &aSNBSNI FNRY Fiddl O1 SNna OF GO0OKs &2passwordi2 IS
User can modify the port number, and user also can close HTTP and HTTPS service.

2. Explanations

HTTP-config

Configurationtem Meaning

HTTP Visitingformat: e.g. HTTP://192.168.1.254 port number
HTTPS Visitingformat: e.g HTTPS://192.168.1.254
Portnumber Defaultis 80

3. Operation steps

Step1  /tAOl GKS a{eadSYy Blect O2yFAIE YSydz Ay (KS
interface, user cacheck the system default config.

Step 2 User can modify the default port number
Step 3 LT AG akKlFftf 0SS dzaSR ISgstedeuiniNgi O2y FAIAdzNF GA2Yy X
O2Yy FAAdzNI GA2y ¢ F2NJ al gAy3a (GKS aSiday3aao

4. E.G.
#Visit the IP address 192.168.1.70 frport number 8000, the IP setting in browser is as below:

(€ ISR 192.168.1.70
% Explanations

When modify the port as 8000, if need to log in again, please add port number while input the IP address. E.g.:

AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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http://192.168.1.254:8000

3.5 SNMP

SNMP (Simple NetwolManagement Protocol) is a network management standard protocol used for the TCP/IP network. It
provides SNMP a method to manage the equipment through operating the central computer (i.e., network management
workstation) of the network management software.

SNMP featurés

Simplé SNMP adopts pollindriven, it provides the basic functions, which is suitable for small, fast and low price environment.
And SNMP adopts UDP message, this is supported by most of the devices.

Strong: The target of SNMP is to makeesthe managed information to be transmitted at any two different nodes, this is
convenient for the administrator to check the information at any nodes of the network, so as to modify it or check thengroble
There are 3 versions are widely used: SNMPVANMPv2c and SNMP¥8 SNMP system includes NMS Network
Management System , Agent, Management object & M{B/Aanagement Information BaSe.

As the core of the network management, NMS manage the devices. Each managed devices include Agent, MIB & Managemer
objects. NMS communicates with the running managed device Agent, and then Agent operate it via MIB of the device, so as to

NMS demand.

MiB

Y
Management
object

Device

SNMHAmanagemenimode

NMS

A NMS acts as administrator in the network, which is a system managiogitoring the network equipment using
SNMP and works on the NMS server. It can send a request to Agent on the equipment and inquire or modify one
or more specific parameter value(s). It can receive the Trap information proactively sent by Agent on the
equipment to know the current state of the managed equipment

AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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Agent

w Agentis an agent in the managed equipment, which is used for maintaining the information data of the managed
equipment, responding to the request of NMS and reporting itienagement data to NMS. After receiving the
request information from NMS and completing the corresponding command through MIB, Agent responds to the
operation result to NMS. When the equipment has a fault or other events, it will proactively send thaaritom
to NMS through Agent to report the change in its current state.

Management object

w Each set of equipment may contain several management objects. The management object may be a set of
hardware (e.g. an interface board) in the equipment, or a set ofllvare, software (e.g. routing protocol) and
other configuration parameters.

MIB

w As a database, MIB defines the variable (i.e. information which can be inquired and set by Agent) maintained by
the managed equipment. MIB defines a series of attributediefrhanaged equipment in the database, including
object name, object state, object access permission and object data type. With MIB, the following functions can
be served: By inquiring MIB, Agent can get the current state information of the equipment. d@fyimg MIB, it
can set the equipment state parameter.

Operation steps

1./ t AOBysen§S{ bat ¢ Y

O AVCOMM

System
O Infomation
O User Account
O Backup/Restore

O Access Settings

Ethernet Port
Networking

Network Config

000006
SN
val Config Trap Con
c
Enable
Version v1v2cv3

Device name  switch

Description cns-5.0.0

Sydz Ay GKS yIFI@A3alraraz2y GNBS G2 SyaSNI (K
07000 .

 Shutdown Save
Alarm

P

fig View Config Community Config V3 User Config

Location Jinao International, 19 Madian East Road, (1-127 Chars)

Contact veww.n—tron.com.cn 1-127 Chars)

Security Engine no. 1 1 Hex
Advance
Maintenance
dm
Explanations
Configuration item Sub item Meaning
AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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SNMP Mode Enable odisable

Version Supports SNMP¥LSNMPv2c SNMPv3

Read/write area | No optional" the default is supported. It is used for authenticati
between Agent & NMS, character string, user can define it. The ¢
YIYS AyOfdzZRSa aNBIRIFIotSe g€ @l
Get Next Request A G F R2LJia aLJdzof A Oé bptsy
GLINR @ 6S¢ o

If NMS needs to get the sysContact value of MIB node from the d
6S YIyYylI3ISRZ Al dzasS NBIRIFIofS 3N
If NMS needs to get the sysContact value of next MIB node fron
RSGAOS 6S YIylF3aISRY AG dzaS NBI H
If NMS needs to set the sysName value of MIB node from the devi
YEYyF3ISR & aw!bs5! ¢! £33 Ad dzaAS
NBIFIRF6ofS IANRBdAzLI yIYS at NAGIF (GSé g

Trap config Mode Optional, enable or disable. Trap is the managed device send me
to NMS actively withoutequest. It is used for reporting emerge
event. Please note that you

should config SNMP basic function before Trap config.

Trapvl Necessary fibet the address of Trap dest host
received
Trapv2 Necessaryill settheaddres®f Trapdesthost
received
User config Read user Set read user, the security level is authentication and encryption

specified authentication protocol is MD5 & SHA, the spec
encryption protocol is AES

& DES

Write user Set write user, the security level @&ithentication and encryption, th
specified authentication protocol is MD5 & SHA, the spec
encryption protocol is AES

& DES

H® CAff Ay (GKS O2NNBaLRYRAY3I O2yFAIdzNI A2y AGSY FyR Of A
E.G.: managed workstation (NMS) connects \Bitiitch(SNMP Agent), the IP address of workstation 1S 10.10.10.1. Config
Switch as below: Set the group name, access permission, administrator mark, contact & switch location information, enable
the switch to send Trap message. It enables NMS to get thesagermission of the switch, and receive sent Trap message.

AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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@gel/l

NMS
10.10.10.1/16

Operation steps
M® 9yIFofS {bat ! 3Syli ASNBAOS:I &aSit {bat ©OmI @HI 3 @Go YIY
to enter the interface, choose enable mode, the interfacehisven as the following figure:

&
SNMP © Enable Disable
Version vlv2ev3

Description cns—-5.0.0 27 Char
Location India
Contact X@x 127 Chars

Engine no. (10-64 Hex Char

H® 9yl ofS GKS agAliOK (2 aSyR ¢N¥ L) YSaal3sS G2 GKS YIyl 3Si
YIE@GAILGA2Y GNBS (2 SyYyGSNIGKS G¢NI LI O2yFAIE AYIWDENKRASE QAK
the interface is shown as the following figure:

Add Trap X

P

Port [162 |

“»

context engine ID

3. SNMP vZonfiguration:safety level is authenticationand privacy,the authenticationis MD5, password is 12345.
/ tA0] ! Ll eéd a o0Stz2gY

4 Ethernet Port

AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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4.1 Port Settings

1. Interface description
Port Settingpage includes Medium(coper or fiber) information, apply rate, flow control function. It works only the
port enables these functions. It supports auto negotiation. The interface is shown as the following figure:

O AVCOMM 07000 . 2
B Shutdown Save
000006
System v Position:  Ethemst Port

rent Port Settings
Ethernet Port ~
(& Apply
B Port Name Status Medium Auto Nego Speed Conf Duplex Speed Flow Ctrl Max Frame Enable
© Storm Control . K = ) = — ) = ) . =
© Fate Control tel/1 Down Copper . : 0 disable & 5
© R el fe1/2 Down Copper s s 0 disable & 5
O Link Aggregation fe1/3 Down Copper $ s 0 disable & 3
O Port Forwarding fel/a Down Copper $ s 0 e 5
O Port Statistics fel/5 Down Copper $ s 0 disable & 5
fe1/6 Down Copper = = 0 disable & 5
Networking v
fel/7 Up Copper = = 100M (Full) disable & 5
Network Config v
fe1/8 Down Copper $ s 0 disable & 5
Security Y ge1/9 Down Fiber - - 0 disable # 5
Advance v 461/10 B Eber s s 0 disable & 5
Maintenance v
admin Logout
2. Explanations
Configuration iteni Meaning
Port name Relative port names, it is matched with the number on the switch panel.
Status The port is connecting or not
Medium Copper port or fiber port. 1000BaseSFP fiber port adopts Gigabit
mini-GBIC fotransmission.
Auto Auto negotiation, supports OMbits#s 100Mbits/sa 1000Mbit/s
negotiation
Apply rate Port transmission rate
AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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Flow control When this terminal and the opposite terminal device enable the flow control, if th
block in thisterminal device, it will send message to the opposite terminal device, if
the opposite terminal device stops to send message to it; The opposite device will
send message to this terminal device once receive the message. This preven
messa@e loss.

Disablé Disable PAUSE frame receive & transm{iRx PAUSE® Enable PAUSE fra
receive

botih Rx/Tx PAUSE Enable PAUSE frame receive & transmit

tx (Tx PAUSE' Enable PAUSE frame transmit

Max. frame Display the max. frame of poitansmission. Scope: 6463567
Enable Display theporF 2 NB F NRAYy 3 RFE Gl &adl Gddzax AF GKS
forward.

3. Operation steps

Step 1 / £ A O EtheinktPortdPort Settings YSydz Ay GKS yIF@AIlLGAZ2Y

enter theinterface, the interface is shown as the following figure:

Step 2 Configured the ports

Step 3 Save the setting

Step 4 LF Ad &aKltft 06S dzaSR | Qystemiiuniy O2y FA I dzNI G A
O2Yy FTAIAzNI GA2y ¢ F2NJ Al gAy3a GKS aSidiay3aao

4.2 Storm Control
1. Interface description

Storm Controldopts below way to prevent broadcast, unknown multicast & unknown unicast from broadcast storm. The
device supports portorm Controuinder these 3 types by packet rate. During a detect time interval, coenfrer average

rate between these 3 type message and the max value, when the message rate over the max value, the device will start the
Storm Controto the port.

When the layer 2 Ethernet port of the device receives broadcast, multicast or unknown uniessage, if the MAC address
RSOAOS OFyQi dzyRSNEGFYR (KS YS8aal3s LRNIA | O02NRAy3 (2
Ethernet ports which in the same VLAN. This may cause broadcast storm, lower the forwarding perfarfrtarogevice.
AdoptsStorm Controfunction, these 3 types message flow can be controlled. The interface is shown as below figure:
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a AVCOMM' ] s: tdown B save
o o o ° ° am’ N
System N7 N

Storm Control

Ethernet Port 2

(& Apply
O Port Settings
. Port Name Type Rate
O Rate Control fe1/1 ; disabled ;
O Port Mirror fel/2 s disabled s
O Link Aggregation fe1/3 3 disabled $
O Port Forwarding fel/a = disabled +
O Port Statistics fe1/5 * disabled s
fel/6 $ disabled s
Networking v
fel/7 3 disabled $
Network Config v )
fel/8 * disabled :
Security - ge1/9 2 disabled *
Advance h ge1/10 s disabled s
Maintenance v
admir Logout
2. Explanations
Configuration item Meaning
Broadcast Frame of FHFFFFFFFRFF
Unknown multicast Frame ofXXXXXXXXXX%XX THE 2ND X is odd number
DLF The MAC address of this frame is not in the device internal index table.

3. Operation steps

Stepl / f A O Ethdin&tPortorm Contrdd  YSydz Ay GKS yIF @Al GA
the interface.

Step 2 Choose the port to be configured, set the value of broadcast, unknown multicast, &
DLF.

Step 3 /[ ftA0] Gl LI eé

Step4d LF Al aKFftf 0SS dzaSR I Systemiundic O2y ¥ A 3 dzNJ
O2y FAIdzNI GA2y ¢ F2N Al GAy3a GKS aSOidAy3;

4.3 Rate Control

1. Interface description

Rate Controis to limit the rate of port data receiving. User can control the communication flow of each port and fix the rate
under certain value. The range is Okbps~ 1000Mbps, the interface is shown as the following figure:
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O\ AVCOMM

System

Ethernet Port ~

o

o

o}

Port Settings

Storm Control

O Port Mirror

O Link Aggregation

O Port Forwarding

O Port Statistics
Networking v
Network Config v
Security v
Advance e
Maintenance v

admin Logout

Cc Apply
Port Name
o
fe1/1
fe1/2
fel/3
fel/4
fe1/5
fe1/6
fel/7
fe1/8
gel/9

gel/10

07000 .
B Down
M Shutdown
Alarm

Rate Control
Input Rate

disabled 5

disabled =

Counting modeDescribe
Layer1: preamble (88) + DA(BB) + SRC(6B) + type/length(2B) + data(46~1500B) + CRC(4B) + vian tag(if tagged,4B);
Layer2: DA(6B) + SRC(6B) + type/length(2B) + data(46~1500B) + CRC(4B) + vian tag(if tagged,4B)

Layer3: Layer3 head + Layer3 data;

@ Explanations

Input Counting mode

layer2 s
layer2 s
layer2 s
layer2 s
layer2 s
layer2 s
ayer2 s
ayer2 s
layer2 s

ayer2 *

Output Rate Output Counting mode

1. Set the output rate before the flow sending from the port
2. Setthe input rate before the flow receiving from the port.
2. Explanations

3. Operationsteps

Configuration item

Meaning

Input Input rate Input rate range @.00000GA
Burst Burst ranged-100000GA
Output Output rate Output rate range @.00000GA

Configuration item

Meaning

Burst

Burst range @.00000GA

Stepl / t A OFEthdinktPortdRate Contrdl  YSy dz Ay
the interface.

GKS yF@ATE GA S

Step 2 Choose the port to be configured, set the value of the rate.

Step3 /£t A01 a!

LILX &€ @

AVCOMMechnologiednc.
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Stepd LF Al akKlFff 0S8 dzASR | Systemiunting O2y FA 3 dzNI
O2y FAIdzNI GA2yé FT2N) al @Ay3d GKS aSiaAay3aa3

A Attentions

Burst need to be set too if thmput rate or output rate is set. The burst value should be less than the input rate &

output rate

4.4Port Mirror

1. Interface description

Port mirroring is to copy the message of the specified port of the switch to the destination port, where the coptiéxl p

called the source port, and the copying port is called the destination port. The destination port will be connected to the
data detection device, and the user uses these devices to analyze the message received by the destination port to monitor
andtroubleshoot the network, as shown in the following figure:

Network

mirroring destination port

mirroring source port
data detection equipment

PC

The device interface is shown as follows:
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Addmirror

SessionlD 1 &

Ofe1/1 Ofe1/2 Ofe1/3 Ofe1/4 Ofe1/5 Ofe1/6 Ofe1/7 Ofel1/8

Source Port

Oge1/9 Oge1/10 Select All

Destination port  fe1/1 &

Direction  both s

2. Explanations

Configuration item Meaning

Source port This group defines the monitor ports. The device will collect data this

port. Mirror port can be 1 or more.

This group defines a port for monitoring. The device will output the data

Destination port | with specified direction.

User can choose "ingress™egress; "both" direction.

ingress import data the received message of the port will be mirrored to the
destination port.

Direction egress Export data, the sent message of the port will be mirrored to the
destination port.

Both: Both data. Sent &eceived message will be mirrored

3. Operation steps

Step 1 Click the Ethernet Port Port Mirror* menu in the navigation bar to enter the

"mirror" interface, and select the corresponding ID.

Step 2 Check the source port and destination port adicection, click "Add"
Step 3 LT AG akKkfft 06S dzaSR | Systamiiunia O2y FA 3 dzNI

O2y FAIdzNI GA2yé F2N al@Ay3d G(GKS aSdaAiay3aa
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4. E.G.
# Configuration requirements: the user wants to monitor the message sent by PC2 wittothitoring device PC1.

# The configuration diagram is as follows: PC1 accesses to Switch A through the interface fel/1. PC2 is directly connected to

the fel/2 interface of Switch A.
fel/1 fel/2
= L

PC1 SwitchA PC2

# Settings: enable the mirroring function on the webpage, and checlsdliece port fel/2, choose the destination port
fel/1, choose the exit and entrance directions, click Submit. The page is shown as follows:

4.5 LinkAggregation
c

SessioniD SourcePort Destination port Direction handle

1 fel1/1 fel/2 both T}

4.5.1 Introduction

1. Interfacedescription

Link Aggregation is a way ind a group of physical interfaces together as a logical interface to increase bandwidth and

reliability.

w LAG (Link Aggregation Group) refers to a logical link that is formed by binding a number of Ethernet links together,
abbreviated as EHTrunk.

w  With the continuous expansion of the network scale, the user demands more and more bandwidth and reliability
of the link. In traditional technology, the way of replacing for kégieed interface boards or devices that support
high-speed interface boards is commiy used to increase bandwidth, but this scheme needs to pay a high price
and is not flexible enough.

w Link aggregation technology can be used to increase link bandwidth by binding multiple physical interfaces into a
logical interface without upgrading hangre. The backup mechanism of link aggregation can effectively improve
the reliability. At the same time, the load sharing of traffic on different physical links can be realized.

As shown below, between Switch A and Switch B is connected by Htineenet physical links, and binding the three

links together will make an Effirunk logical link, which bandwidth equals to the sum of the bandwidth of original three

Ethernet physical links, so as to increase the link bandwidth; at the same time, deeEkinernet physical links back up

each other, which effectively improves the reliability of the link.

Eth-Trunk
at
<P = =
SwitchA SwitchB

Link aggregation schematic diagram
The following requirements can be realized by configuring link aggregation:
®w  When two switches areonnected by one link, the bandwidth is not enough.
w When two switches are connected by one link, the reliability does not meet requirements.
AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
28


http://www.avcomm.us/
http://www.avcomm.us/
http://www.avcomm.us/

Link aggregation is divided into manual load sharing mode and LACP mode based on whether link aggregatiorotocaiol p
LACP is enabled.

Under the manual load sharing mode, the establishment of Etink and the joining of member interface are manually
configured without the participation of the link aggregation control protocol. Under this mode, all active lirtisgzde in

the forwarding of data and the average sharing of traffic, so it is called the load sharing mode. If an active link fails, th
aggregation group will automatically share the traffic among the remaining active links. Manual load shadimgande

used when a large link bandwidth is required between two direct connected devices while the device does not support the
LACP protocol.

4.5.2 Statidink-aggr

1. Interface description

Static link aggregation is manually configured by usernibisllowed system automatically add or delete the ports in

link aggregation group. It should be contain at least one port in the group. When there is only one port in the group,
you only can delete the port by the way of deleting the group. The inteiaskown as the following figure:

5 Up

O\ AvcoMM 09000 i N

M Shutdown Save

00000 ~
System
Link Aggregation
Ethernet Port &
Static Link ag Port Config LACP LACP Status LACPstatistics
O Port Settings
c I

O Storm Control
Group ID Type Status Load balance mode Port member Operation
O Rate Control

O Port Mirror

O Port Forwarding

O Port Statistics
Networking v
Network Config v
Security v
Advance <7

Maintenance 4

admi Logout

2. Explanations

Configuration Meaning
item

Group ID Linkaggr ID 1~ 16 total is 16

Load balance according to the source MAC address of the message. When the
Src Mac MAC address is the same, theessage go through the same port,
otherwise, the message will go through the different ports.

Load balance according to the destination MAC address of the message. Whe

Dst Mac N .
destination MAC address is the same, the message go through themaime
otherwise, the message will go through the different ports.
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Load balance according to the source & destination MAC address of the mess:

When the source & destination MAC address is the same, the message go

Src&Dst Mac

through the same portotherwise, the message will go through the different portg

3. Operation steps

Step 1 / t A O Etheinkt $ortdtink Aggregation Static linkk 33INE  YSydz Ay GK
navigation tree to enter the interface

Step 2 Choose group ID{16) load balance mode: Src Mac,Dst Mac , Src& Dst Mac, choose
LI2NI s Of A01 al RRE

Step 3 LF Al &aKlFItf 0S8 dzaSR | Systemiunmiy O2y FA 3 dzNJ
O2y FAIdzNI GA2y ¢ F2N a4l gAy3a GKS aSdidiy3aa

4. E.G.

w # Requirement 1: The Switch A & SwitctoBnect with VLAN10 & VLAN20, and there are big data flow between
Switch A & Switch B

#Requirement 2: User want it can be provided with big link bandwidth between Switch A & Switch B, so as to make the
same VLAN to communicate each other. At the same time, user wants certain redundanqgyraviged with, to

make sire the reliability of tle data transmission.

#the interfaceis shownasthefollowing figure:

Eth-Trunk
fel/al  fe1p1 ~ fe1/1 fe1/4
SwitchA tel/2 { } fel/2, SwitchB
N’
fel/s fel/3 fel/3 a1/5

1~ Create EtHTrunk port of the switch, add in the port list(Switch B is the same as Switch A).t2A O |EtheinétS &
Port-Portchannel config >Static lifk 3 3 NE W& $dzy APA Il GA2Yy GNBS (G2 SyadSN GKS
oFfFryOS Y2RS G{ND 9540 alPEMKEMI YRSOKR2ASTFEMB0oERZ R A O]l 4l
the following figure:

#Operation steps

c B

Group ID Type Status Load balance mode Port member handle
1 Static Up SRC&DST MAC fe1/1 fe1/2 fe1/3 @
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2" Configure fel/4 port enable VLAN10 go throuftgl/5 port enable VLAN20 go through(Switch B is the same as Switch
IO0® / ENet@Grking>KIANeGd YSydz Ay GKS yIF@A3ardAazy GNBS (G2 SyadSN (K
GFSmknés Ot AO1l al RRET AyLWZII CGf[AD] L& RIRuENE = GOKKSS Q\y (LS2NGEIF G S

ifig

c A

VID Description Port list handle

Untag:
1 Tag: ]
Pvian: fe1/1 fe1/2 fe1/3 fe1/4 fe1/5 fe1/6 fe1/7 fe1/8

Untag:
10 Tag: fel/4 (I
Pvian:

Untag:
20 Teg: fel/5 Tl
Pvian:

3" Configure port fel/1, fel/2 & fel/3 enable VLAN10 & VLAN20 go through (Switch B is the same as Switch A). Click

i K Setworking>VLAN  YSydz Ay GKS yI gAigntia ey alcNSS il phedK pod/hst AiINK S1 D
GFSMkmME FSmMkHE FSmkoésI OftA0O] GFRRET AyLdzi +#[!b L5 daunéz
shown as the following figure:

4.5.3 Adddynamiclink aggregation

1. Interfacedescription

LAC (Link Aggregation Control Protdcois a protocol to realize dynamic link aggregation, and it is based on
IEEE802.3ad standard. LACP communicate with the opposite terminal via LAGRDADgregation Control Protocol

Data Unit .

After enable LACP protocol for one of the port, this port will send LACPDU to the opposite terminal to tell its system
priority, system MAC, port priority, port number, & operation key. When the opposite terminal receives this
information, it will compare it wh the saved information from the other ports, so as to choose the port can be
aggregated. These entire make both ports reach an agreement to join or quip on certain dynamic link aggregation
group.

Dynamic LACP is an aggregation created or deleted byytem automatically. Dynamic LACP group port added and
deleted is automatically done by the protocol. Ports will be dynamic aggregated together under below condition: same
rate and duplex, connect with the same device, with the same basic configuratieninerface is shown as the
following figure:
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Q AvcomM
System v
Ethernet Port &R

M Shutdown
Alarm

07000 .
M Down

Link Aggregation

Static Link aggr Port Config LACP LACP Status LACPstatistics
O Port Settings
(&
O Storm Control
Port Name: Type Group ID Mode Key timeout Port Priority
O Rate Control .
O Port Mirror fel /1 Nor . s s
fel/2 Nor : s s
O Port Forwarding fe1/3 Nor : s s
O Port Statistics fe1/4 Nor C C C
fel/5 Nor : s s
Networking v els
fel/6 Nor : s s
Network Config v
fel/7 Nor : 3 s
Security v
fel/8 Nor : s s
Advance v ge1/9 None # s s s
Maintenance g ge1/10 None = s - -
admi Logout
2. Explanations
Configuration item Meaning

Type

Static & dynamic LACP

Static mode: when need to increase the bandwidth or reliability between the
devices, and one of the device is maipported LACP, we can create static L
aggregation, and add member ports to increase the bandwidth and relia
between the devices.

Dynamic LACP mode: Under dynamic LACP mode, there is redundant backu
between the link of the two devices. \Wh part of the link is breakdown, it adop
backup link to replace the breakdown link, keep the

data transmission continued.

Mode

Passive: The port will not send LACP message automatically, it only responsg
LACP message sent from thigposite terminal.

Active: The port send LACP message automatically.

One or two active LACP port link support dynamic LACP. If the two ports conr
each other are passive LACP ports, the LACP of these two ports will not wi
they are waiting thd. ACP message from the opposite

terminal.

Port priority

When the LACP confirm the dynamic aggregation group members, it uses the
port ID priority to confirm. The device ID is made of two bytes system priority
bytes system MAC. Devitie=System priority

+system MAC address. When compare the ID, it compare the system priority
they are the same, it compare the system MAC address, the

AVCOMMechnologiednc.
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value smaller will be treated as priority. Scopég8535, default: 32768

3. Operation steps

Stepl / f A O EthdinktPortdink Aggregatiofy LI2 NI O2y FA I dzNI GA2Y

menu in the navigation tree to enter the interface.

Step 2 Choose the ports to be configured, choose type (LACP), mode(Active or Passive),
port priority (range: 6553 = RSFlL dzf GY owTcyo0X Of A0
Step3 LF¥ Al &aKIFtf 0SS dzaSR | Systemiiundily O2y ¥ A 3 dzNJ
O2y FAIAzNI GA2yé F2N) Al GAy3a GKS aSGdAy3s

@ Explanation

1. Pleasemake surethereis no other memberportsin before changeEth-Trunk working mode, otherwise

EthTrunk working mode can6t be changed.

2. Theworking modein bothsideshouldbethe same.

4. E.G.

Configure LACP on two switches, so as to improve the bandwidth and reliability between these two devices, the
requirements are as below:

w Both active links with load share ability

w One of the link between two devices are redundant backup link

SwitchA Eth-Trunk SwitchB
i = >
Active link
Backup link

#Configuration steps

1~/ 2y FA3dz2NBE [!/t Y2RS 2y {6A00K ! ORBhérietiROmlink Agdrégationk S al Y S
t2NI O2yFA3IE YSydz Ay (GKS yF@A3ardAazy GNBS (2 SyadSN GKS
interface is shown as the following figure:
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Current Position :  Interface Manage / Port channel Config

Static link-aggr Port Config LACP LACPStatus LACPstatistics
c Apply
PortName  Type Group ID Mode Key timeout PortPriority
fe1/1 LACP & 1 % Active # Fast &
fe1/2 LACP I Active & ( Fast & 2
fel/3 LACP & s Active & 0 Fast &

2/ 2y FAIdzNB L2 NI LINK 2BwEriePorLink Aggrégdtidhk t 12T/ tORQNF AlBKS YSy dz Ay
tree to enter the interface, set the port priority of fel/1 & fel/2 to 100, the interface is shown as the following figure:

Current Position :  Interface Manage / Port channel Config

Static link—aggr Port Config LACP LACPStatus LACPstatistics
c
PortName  Type Group ID Mode Key timeout PortPriority
fe1/1 LACP & i $ Active $ 0 Fast &
fe1/2 LACP ¢ s Active $ ( Fast & 0
fel/3 Lace & 1 os Active & 0 Fast ¢

4.6 Port Fowarding

The ports in the same isolatqubrt group can be isolated each other; the ports in the different isolgied group

OFlyQi o6S8S A&az2tl GSR SIOK 23GKSNW

Operation steps

1./ t A O EthainktPortilsolateLI2 NIi O2y FAIdzNI A2y ¢é YSydz Ay GKS yIF@A3alrdr
Aaz2flFrdSR INRdzL) 608 GAO1AYy3d (GKS LERNIax Of A0l &l RREX GKS A

AddPort Forwarding

Input port  fel/1 2

Ofe1/1 Ofe1/2  Ofe1/3 Ofe1/4 Ofe1/5 Ofe1/6 Ofel/7 Ofe1/8

Output port
Oge1/9 Oge1/10 Select Al

The packets from in port cann't forward to selected out-ports

Add

#E.g.: Itis shown as the following figure, PC1, PC2 & PG®jliel®’LAN10, user want
t/m 3 t/H OFlyQi F00Saa Ayi2z SIOK 2GKSNJAY *[!bmMnz t/m 9
AVCOMMechnologiednc. www.avcomm.us 333WestLoopN, St460,Houston, TX77024
34


http://www.avcomm.us/
http://www.avcomm.us/
http://www.avcomm.us/

each other.

SwitchA

|
|
:
|
: PC1 PC2 PC3

: 10.10.10.1/24 10.10.10.2/24 10.10.10.3/24
|

|

|

|

|

VLAN10

Operation steps

M® / NBIGS [ ! bX O2yTFTANY (KS dNptwokinghf O t /Hx{NBD da$ttfy 3z K
YIE@AILGA2y GNBS (2 SyadSNI 6KS AyGaSNFIFIOSE FRR #[!bmnz GAO
following figure:

f

c i

VID Description Port list handle
Untag:

1 Tag: ]
Pvian: fe1/1 fe1/2 fe1/3 fe1/4 fe1/5 fe1/6 fel/7 fe1/8
Untag: fel/1 fe1/2 fe1/3

10 Tag: T

Pvian:

2. Configure the Ethernet ports join the VLAN in the right way, $o @sable VLAN packet message get through. Click
i K Retworkingh = [ ! b Bt 2Nl O2y FAIdzZNI GA2y ¢ YSydz Ay GKS yI@AIlGA?2
FSmMkoX OKIFy3aS (GKS @l tdzS 2F t L5 Ayiolwingfignre:Of A O1 dal LILI &8¢ =
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3. Configure fel/1, fel/2 isolateJ2 NIi  F dzy O (i N&wbking@E&MPGhoopin§GVP &noopiig YSy dz Ay GKS
YE@AALGA2y GNBS (2 SyiGdSNI GKS AyGaSNFIFOSs OKSOl LERNI 3Swmk
is shown as the following figure:

solate-por

o B3

Input port Output port handle

fe1/1 fe1/2 T

fe1/2 fel/1 W

4. Check the configuration result

Il t/m 9 t/nuw OFyQli oS LAy3a (42 SIOK 2G64KSNJ I t/m g9 t/ o OFYy

4.7 Port Statistics

4.7.1 portstate

Introduce all thePort Statisticsuser can refresh or clear the statistics.

A Attentions' LG OFy Qi 6S NBO2OSNBR TSN adlraraidada Aa Of SI
Operation steps

Mm® / f EtBefnetiPéttBort@Gtatisticht 2 NI adl G&ad¢ YSydz Ay GKS yIF@AIFGAZ2Y (N
interface is shown as the followingjtire:
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c Clear

PortName ReceivePacket num SendPacket num ReceiveByte num SendByte num ReceiveDropPacket num SendDropPacket num

fel/1 2063074 132287482 0 0

fe1/2 131929102 0 0

fe1/3 131927630 0 0

fe1l/4 131927758 0 0

fe1/5 ( 0 0 0 0

fe1/6 0 0 0 0 0

fe1/7 2061361 2061363 131927630 131938351 0 0

fe1/8 2067856 2067952 132927896 134751335 0 0
& Explanation
/] £t A01 aCNBakKé OFry 380G GKS tFrGSad adldaradrdao
/] tA01 a/ftSFNE OFry OfSIFENIFfEf GKS adrdiraaardaos
4.7.2 Detailport stats
Introduce one of the ports statistics, user can refresh or clear the statistics.
1. Clicki K Etheénet PortPort StatisticH 5 SUlF Af t 2NU adudl daé¢ YSydz Ay
interface is shown as the following figure:

Rat P
Port s c
ReceiveTotal SendTotal
cket num S
Re eByte num

347
<eceiveA g“m'u‘\t errors
Message size classification statistics
& Explanation
/| fA01 aCNBaKeé¢ Oly 3ISG GKS frdSad adlriradadaos
/| tA01 &/ tSIENE OFy OfSINIIff GKS adrdradardao
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4.7.3 Ratestats
Introduce one of the ports rate statistics, user can refresh rate the statistics.
Mo /[ f EtdefnetiPdtBortStatisticsh NI G S adl da¢ YSydz Ay GKS yIF@Aaaridrzy

shown as the following figure:

ed from input queue; OQD: pkts dropped from output queue

PortName  IQD(pkts/sec) OQD(pkts/sec) RX(bits/sec) RX(pkts/sec) TX(bits/sec) TX(pkts/sec)
fel/1 0 0 A0 0 640 0

fe1/2 0 0 0 0

fe1/3 0 0 0 0 0 0

fel/4 0 0 0 0 0 0

fe1/5 0 0 0 0 0 0

fe1/6 0 0 0 0 0 0

fe1/7 0 0 0 0 0 0

fel/8 (0] 0 2.05K 1 2.95K 1

& Explanation

/] £t A01 aCNBakKé OFry 380G GKS trGSad adldradrdao

5. Networking
5.1VLAN

VLAN (Virtual Local Area Network) is #ieual LAN. VLAN is a kind of data exchange technology that divides the LAN
device logically (attention, not physically) into multiple network segments (or, smaller LANS), so as to realize the virtual
workgroup.As shown in the following figur&LAN dides a physical LAN into multiple logical LANs, each of which is a
broadcast domain. Message interaction between hosts in VLAN can be carried out by traditional Ethernet
communication mode. If communication is heeded between hosts in diffekpANs,it mug be realized through
network layer devicessuch as routers or three-layer switches and so on.

Router

Switch Switch

VLAN A VLAN B

AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
38

G NJ


http://www.avcomm.us/
http://www.avcomm.us/
http://www.avcomm.us/

Compared with traditional Ethernet, VLAN has the following advantages:

w Scope of the broadcast domain controlled: the broadcast messages in the LAMi¢ed to a VLAN, saving the
bandwidth, and improving the network processing capability.

w The security of LAN is enhanced: because the message is isolated by the broadcast domain divided by VLAN at the dat
link layer, the hosts in each VLAN cannot comrrate directly. It needs routers or three layer switches and other
network layer devices for threlyer forwarding of the message.

w Flexible creation of virtual workgroup: you can create a virtual workgroup across physical network scope using VLAN.
Whenuser's physical location is moved within the scope of virtual workgroup, there is no need to change network
configuration to access the network normally.

In other words, those in the same VLAN can communicate with each other, and those in the differ&htcathAot
communicate with each other. A VLAN is identified by a VLAN ID, and those with the same VLAN ID belong to the same VLAI

5.1.1 VLANapply

a. Create new VLAN operation steps
M® [/ f NedforkidgtVEANG [ ! b | LILIX & ¢ Y Sy dm dntgr thé ikt&rfacs 1thd htarfadels2 y G NB S
shown as the following figure:

Q\ AvCOMM 07000 . _
B Shutdown Save
00000 "
Systemn
VLAN
Ethernet Port 4
Vian Apply Port Config
Networking ~
c A
VID  Description Port list Operation
O MAC Settings
Untag:
1 Teg: jm)
© =P Pvian: fe1/1 fe1/2 fe1/3 fe1/4 fel/5 fe1/6 fe1/7 fe1/8 ge1/9 ge1/10
O A-Ring
O IGMP Snooping
O QoS
O LLDP
O UDLD
O Link Flap
© DHCP
Network Config v
=il - Jump Total 1 Page, 20 entrys per page
Advance g
admi Logout
Explanations
Configuration item Meaning
VLANID Have to check specified added VLAN IDscope:14094. E.§.

1-3 5 7 9. Defaultis VLAN 1, when create new will not use VLAN

Untag Untag
tag Tag
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802.1Q introduction

Trunk config: Trunk type ports are used for connecting with other switches. It is mainly connecting with the main line link.
Trunk port enable frame from multiple VLAN to go through. The packing protogoliok link is IEEE 802.1q. IEEE 802.1q is
a formal standard of virtual bridged LAN. It makes some update on Ethernet frame format, which add 4 bytes 802.1q Tag
between source MAD address field and protocol type field.

802.1 q frame format

6bytes 6bytes  4bytes 2bytes 46-1500bytes 4bytes

Destination| Source [8024Q | Length/ Data ECS
address | address ; Type

| TPID | PRI | CFI |VID|

2bytes 3bits 1bit 12bits

802.1 Q Tag @anations
Field | Length Item Meaning

TPID | 2bytes Tag Protocol Identifier When the value is 0x8100, it means 802.1q
frame. If the device not supported 802
receive the frame, it

will discarded

PRI 3bits Priority Scope::07° the value is bigger, the priority
higher. When it is used as the block of
switch, it sends the higher

priority frame first.

CFI 1bit Canonical Format Indicator | ¢ né [/ CL YSFya @eéLRhd
untypical format. It is compatible with Etimet
& token ring network. In

9GKSNySias G4KS /CL &

VID 12bits VLAN ID VLAN ID scoped095. 0 & 4095 are ti
retention value, the valid VLAN ID
scope is : 4094

The sending data of each switch supports 802.1g contains VLAN ID, sodisdte that the switch belongs to which
VLAN. There are two styles for Ethernet frame in a VLAN network:

w Tagged frameAdded 4 bytes 802.1q Tag frame

w Untagged frameOriginal, without adding 4 bytes 802.1q Tag frame

Trunk port is used for connecting othgwitches; it connects with the main link. Trunk port allows frame from different
VLAN to go through.

2. Fill corresponding configuration items.

od /tAO01 aFrRRéX GKS AYUSNFIFIOS A& akKz2gy a GKS F2tt2g¢Ay3
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Port

Conf

fig A

VID Description Port list handle

(&

Untag:
1 Tag: O]

Pvian: fe1/1 fe1/2 fe1/3 fe1/4 fe1/5 fe1/6 fe1/7 fe1/8
Untag:

10 Tag: fel/4
Pvian:

Untag:
20 Tag: fel/5 @
Pvian:

5.1.2 Portconfig

1./ £ A O NetviofkiBg>\LANGt 2 NI O2y F¥A 3¢ YSydz Ay GKS yI@Aa3ariazy GNBS
shown as the following figure:

QO AvcoMM 09000 .. _
M Shutdown Save
00000
System 7 m

VLAN
Ethernet Port v
Vlan Apply Port Config
Networking ~
) ¢
C Port Pvlan Input Drop
O MAC Settings N .
® = fe1/1 None
O A-Ring fel/2 None &
O IGMP Snooping fe1/3 None %
O Qos fe1/4 None &
o LLDP fel/5 None &
fe1/6 None %
O UDLD
fe1/7 None &
O Link Flap
fe1/8 None 2
® el gel/9 None &
Network Config v ge1/10 None &
Security v
Advance 4
admin Logout
Explanations
Configuration Meaning
item
PVID Each port only can get one VLAN ID(PVID). Wheuntsgged
Ethernet message packet were sent to the port, it will be marked with
PVID VID tag. The default PVID of each port is 1.
Input drop Mode: none(not drop” ~ untag (drop without tag message)tag
(drop all the tag messageall drop all themessagé
AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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Filter Mode: egress ingress both, none

2. Fill corresponding configuration items.
od /tAO0]l daFRRéxX GKS AYyUSNFIFIOS Aa akKz2gy a GKS F2tft2gAy3

Vian Apply Port Config

C
Port Pvlan Input Drop
* -
fel/1 None 2
fel/2 None =
fel/3 None #
fel/4 None #
fel/5 None #
fel/6 None 2
fel/7 None 2
fel/8 None 2
gel/9 None 2
gel/10 None #

#E.G.

To make the link between Switch A & Switch B not only supportsdhemunication for the users in VLANZ2, but also
supports the users in VLANS, it needs to config the ports join these two VLAN at the same time: set the Ethernet port
fel/3 of Switch A and the port fel/3 of Switch B join VLAN & VLANS3 at the same time.

fel/3 fel/3
SwitchB
fel/1 fe1/2 ifel/1 fe1/2
PC1 PC3 PC2 PC4
VLAN2 VLAN3 VLAN2 VLAN3

Opeation steps:

1. Create VLANZ2 & VLAN3 on Switch A, and join the connecting ports into VLAN, set gel1/3 into Trunk mode. Click the

Networking>VLANpt 2 NI O2y ¥A 3¢ YSydz Ay (GKS yI@A3alrGAzy GNBS G2 Sy
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isshown as the following figure:

VLAN
Vlan Apply Port Config

c

Port Pvlan Input Drop

fel1/1 None &

fel/2 None &

fe1/3 None #

fel/4 None ¢

fel/5 one &

fel/6 None 2

fel/7 None #

fe1/8 None #

gel/9 None 2

gel/10 one 2
2/ 2y FA3 {BAGOK ! 9 {6A00OK .Ne@akhgSIAMHA ynie nl2nsiigation trelefted b @
SYGdSNI 6KS AYyGSNFI OS: FAatt (GKS O2yFA3I AGSYAZ na@thawxq 4t
add VLAN2:

VLAN
Vian Apply Port Config
c i
VID  Description Port list Operation
Untag:
1 Tag: IEI

Jump

3.Result

Pvian: fe1/1 fe1/2 fe1/3 fel/4 fe1/5 fel1/6 fe1/7 fe1/8 ge1/9 gel/10

n

Total 1 Page, 20 entrys per page

Config Userl & User2 in the same network segment, e.g.: 192.168.100.@@4fig User3 & User4 in the same
AVCOMMechnologiednc. www.avcomm.us
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network segment, e.g.: 192.168.200.0/24
Userl & User2 can be ping each othebut not for User3 & User4Jser3 & User4 can be pin each other, but not for
Userl & User2.

5.2MAC Settings

The main function of an Ethernet switch is to forward the message in the data link layer, that is, according to the
destination MAC address of the message to output the messathe appropriate port. The MAC addrdsswarding

list is a layer 2 forwarding list that contains

the correspondence between the MAC address and the forwarding port. It is the basis of Ethernet switch to realize fast
forwarding of layer 2Znessage.

The list of MAC address contains the following information:

Destination MAC address

VLAN ID which the port belongs to

The forwarding port number of the device

When forwarding the message, Ethernet switch will adopt the following two forwardingesiadcording to the item
information in the MAC address list:

Unicast mode: when MAC address forwarding list contains corresponding items to the destination MAC address

of the message, the switch sends the message directly from the forward port in tleedatsy.

w Broadcast mode: when the switch receives a message whose destination address is all F, or when the MAC address
forwarding list is without an item of corresponding MAC address of the message, the switch will use broadcast
mode to forward the messagto all ports except the receiving port.

5.2.1MAC Settings
In this page, you can set the MAC address aging time and view MAC address table information.

To accommodate network changes, the MAC address table needs to be updated constanthutdmmatically
generated table items in the MAC address table are not always valid. Each table item has a life cycle, and the table
items that do not get refreshed after reaching the life cycle will be deleted. This life cycle is called aging time. If the
record is refreshed before reaching the lifetime, the aging time of the table item is recalculated.

The MAC address aging function can be effectively implemented by setting the appropriate aging time. If the aging
time set by the user is too short, it magicse the switch to broadcast a large number of data packets that cannot find
the destination MAC address, and affect the performance of the switch.

If the aging time set by the user is too long, the switch may save many outdated MAC address tabletbogies,
exhausting the MAC address forwarding resources, resulting in the switch being unable to update the MAC address
forwarding as the network changes.

If the aging time set by the user is too short, the switch may remove a valid MAC address table ezhicjng
forwarding efficiency.

In general, the recommended default of the aging time is 300 seconds Operation steps:

1. Click the Networking>MAC Setting§ menu in the navigation tree to enter thé/AC Settingsinterface.

egegeee

€

S v (= = = = =
MAC Settings
Ethernet Port 4
Mac List Static Mac
Networking ~
C
O VLAN
MAC address aging time scope:15-3825 Default:330 unit: Seconds Increment:15
O STP
AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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Explanations

Configuration Meaning
item
MAC aging time | Input MAC aging time, default is 300s, scope1000000s
2. Fill corresponding configuration items.

o® /fA01 &l RR¢

5.2.2 StatiaVIAC

Static table items are manually configured by the user and sent to the interface hahteljtems do not age.
Operation steps

1. Click the Networking>MAC Settings static MAC" menu in the navigation tree to enter the "static MAC" interface
as shown below.

AddMAC bind

scope:1-4094

Port fel1 &

m Return

Explanations

Configuration Meaning

item

MAC Necessary option, input neareate MAC address, such astHHH

VLAN ID Necessary option, specified VLAN ID

Port Necessary option, choose the port name, such ge1/3A
Remarks The ports should be the member ports of the VLAN

2.Fill corresponding configuration items.
3.Clicki  RR¢ @

5.2.3MAC Table
The MAC table is used to store the MAC address, VLAN number, and output interface information of other devices

learned by the switch. When forwarding the data, the MAC table is queried according to the destination MAC address
and VLA number in the Ethernet frame to quickly locate the outgoing interface of the device.
AVCOMMechnologiednc. www.avcomm.us 333WestLoopN, St460,Houston, TX77024
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Operation steps
1./ £ A O NetvibkiBg>MAC SettingsMAC Tablé Y Sy dz Ay GKS yIF@Aa3alridAaz2y GNBS (2
is shown as the followinfigure:

. Up
QO AvcoMM 07000 .. :
H Shutdown Save
000006
System
MAC Settings
Ethernet Port 4
MAC Tab Static Mac Mac Config
Networking ~
© VLAN C ey Dynamic Mac Clear Static Mac Port: ]
Number MAC Vid Interface Type
~ 5 / amic
o sTP 1 d8:c4:97:d3:75:d7 1 fel/7 dynamic
O A-Ring

O IGMP Snooping
O QoS

© LLDP

© UDLD

© Link Flap

O DHCP

Network Config v
e : T e, BT
Advence v

acm Logout
Explanations

Item Meaning

Serial Number

num

MAC Destination MAC address

Vid VLAN ID

Interfac Interface number

e

Type Dynamic MAC address refers to the MAC address list item that can be age
according to the aging timeonfigured by the user. Switch can add dynamic
MAC address list item through MAC address learning mechanism or
manually established by the user.

5.3STP

A switched network is divided into several regions through MSTP and several spanning trgeseasted in each
region, which are mutually independent. Each spanning tree is called an MSTI (Multiple Spanning Tree Instance) and
each region is called an MST region (Multiple Spanning Tree Region).
MSTP is compatible with STP and RSTP and can mahkeingefects. It can converge quickly and make different VLAN
traffics be forwarded along their respective paths, providing a better load sharing mechanism for the redundant links.
The comparison is shown in Figure below:

Protocol Feature ‘ Application
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STP Form a tree without loop, solve Without differentiating user or
broadcast storm and realize redundant business flow, all VLANS share a
backup.Slow convergence. tree.

RSTP Form a tree without loop, solve
broadcast storm and realize redundant
backup.Fast convergence.

MSTP Form a tree without loopsolve Have to distinguish user or
broadcast storm and realize redundant business flow, and implement

backup. Fast convergence. Multiple spanr| load sharing. Different VLANS
trees realize load balancing among VLAN] forward flow through different
andflow of different VLANS is forwarded
according to different paths.

trees, and each tree is
independent from each other.

After deploying the spanning tree protocol in tlghernet switching network, if a loop appears in the network, the

spanning tree protocol can be implemented through topology calculation:

w Eliminate the loop: eliminate network communication loop by blocking redundant link

w Link backup: when theurrent active path failure occurs, it activates the redundancy backup link, so as to restore
network connectivity.

5.3.1 Globatonfig

Provides the ability to configure STP global parameters, and in some specific network environments, the STP pafameters o
some devices need to be adjusted for best results.

Operation steps

1./ £ A O NetvibkiBg>3TH Df 261t O2yFAIAEé YSydz Ay (G(KS yI@AaAardArzy GNB
shown as the following figure:

5 up
O\ AvCOMM 07000 .. N
B Shutdown Save
00000
System -
Ethernet Port ¥
Confi Port Config Instance Config NST PORT CONFIG Loop Dsetect
Networking ~
c
O VLAN
Enable
MAC Settings
© Sz Mode stp * rstp @ mstp
Priority
O A-Ring Max age
O IGMP Snooping Hello time
o Qo Forward delay 1
Max hop
O LLDP
Revision
©O UDLD
Name
O Link Flap
CIST Status
O DHCP
D 32768.90-00-00-23-55-11 Designated_root 32768.90-00-00-23-556-11
Network Gonfig v Regional root 32768.90-00-00-23-55-11 Max hop 20
Security v
Advance v
admi Logout
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Explanations

Configuration Meaning
item
Enable Default is check, means the switch enable spaniieg

Spanningree

Mode Support STP, RSTP, MSTP mode

Priority Scope 861440 step is 4098

Max age Means the max age of the message, rangd08, default is 20s

Hello time Represents th@eriod of message sending. The bridge sends hello messa

the surrounding bridge at regular intervals to confirm

whether there is a fault in the link. This interval is hello

Forward Delay Represents the delay of port state migration, with a range tf 80 seconds
and a default of 15 seconds.

Max Hops Select the maximum jump number. This value ranges from 1 to 40, w
default value of 20. The maximal jump number of trees in MST domain is
to limit the network size of trees in MST domain. Stagtfrom the root bridge|
of the generation tree in the MST domain, the jump number is reduced

for each configuration message in the domain forwarded by a switch.
switch will discard the configuration message with the jump number o
making the witch outside the maximum jump number unable to participate
the calculation of the generation tree, thus limiting the size of the M&main.

Revision MSTP revision level.

The revision level of the MSTP is used in conjunction with the domain 1
and MLAN mapping table to determine the MST domain to which the sw
belongs.

Name MST domain name.
The default value is the MAC address of the main control board of the sw

The domain name of the switch device is used together with the \ih#hbing
table of the MST domain and the revision level of the MSTP
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to determine which domain the switch device can belong to.

2. Fill corresponding configuration items.
od® /fAO01 al RRé®
5.3.2 Instanceconfig

Through MSTP, a switched networldigided into multiple regions, and multiple spanning trees are formed in each
region, and the spanning trees are independent of each other. Each Spanning Tree Instance is called a Multiple
Spanning Tree Instance, and each domain is called an MST Region.

| Explanation

An instance is a collection of multiple VLANS. By binding multiple VLANS to one instance, you can save communication
overhead and resource occupancy. The calculation of each instance topology of MSTP is independent of each other,
and load lalancing can be achieved on these instances. Multiple VLANS of the same topology can be mapped to an
instance, and the forwarding state of these VLANS on the port depends on the state of the port in the corresponding
MSTP instance.

It is mapping of one amore VLANS to the specified MST instance. One or more VLANS can be assigned to one instance
of the spanning tree at a time.

Operation steps
1. Click the Networking>STP> instance config" menu in the navigation tree, the interface is shown as below.

c =

Instance Priority Vlan Mapped

0 32768 1-4094

Explanations

Configurationitem Meaning

MSTI ID Scope: £63

Priority Sets the priority of the specified instance, which must be a multiple of 4
Scope: 0 to 65535, default value: 32768.

VLAN Mapped Input VLAN to be mapped

2. Fillcorresponding configuration items.
od® /fA01 al RRé®
5.3.3 Instport config

1. Click the Networking>STP> instport config" menu in the navigation tree, the interface is shown as below.
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MSTID $

Port Role Status Priority AdminCost Cost Edge P2P UpTime
fel N No N
el/2 ( N N Never
fel N No N
fel/4 N No Neve
21 N No N
fel/ N No N
fel/7 N No N
fe1/8 DesignatedPort F 200000 Yes Yes 0d 00:05:40
Explanations
Configurationitem Meaning
MSTID Select the configured instance from the drdpwn menu
Port Fixed value, displayed according to uselection, do not support multiple
selections.
Enable Fixed value, displayed according to user selection, do not support multip
selections.
Instance Up to 63 instances can be created
Priority Select port priority. The smaller the value, thigher the priority.
Interface priority can affect the role of the interface on the specified MST
Users can configure different priorities for the same interface on
different MSTI, so that flow from different VLAN can be forwarded a
different physcal links, completing the function of sharing load by VLAN.
Note: when interface priorities change, the MSTP recalculates the role o
the interface and performs a state migration.
Admi cost Enter the path overhead value of the interface. The rangeabies under
IEEE 802.1t standard is 1 ~ 200000000
Cost The range of value under IEEE 802.1t standard is 1~200000000
Role Designated alternated Disabled
Status Discarding or forwarding

2. Fill corresponding configuration items.
od /ftAO0]l dal RRé®

5.3.4 Portconfig

In some specific network environments, the STP parameters of some switch device interfaces need to be adjusted for best

results.

M® / f NédorkigkSTB a LI2 NI O2y FA 3¢ YSydz Ay (KS v in@riacliséHodnyas theNB S

following figure:
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Port Enable AdminEdge AutoEdge restrictedRole restrictedTecn BPDU Guard  Point-to—Point Loop detect

“»

a a a a a a a
s > s s s s -

fel/1 v v =

Explanations

Configurationitem Meaning
Port No option. Port list
Enable Select enable opening port configuration or not. There are two choi

of to check and notd check. The default is not to check.

BPDU Guard Select whether to turn on the protection function of BPDU. There are
choices of to check and not to check. The default is not to check. V
the BPDU protection function is enabled on the device, if duge
interface receives the BPDU, the device will close these interface
notify the network management system. The closed interfaces can
be restored manually by networkdministrators.

Edge Edge ports should be directly connected to the useminal, not another
switch or network segment. Edge ports can quickly transit to a fory
state, because on edge ports, changes in network topology do not ¢
loops. By setting a port to an edge port, the spanning tree protocol al
it to transit quickly to the forward state. It is recommended that Ether
ports connected directly to the user terminal be configured as edge
so that they can quickly transit to the forward stat@hoose Force Tru
Force False & automation

Chooe Force True, Force False & automation

Pointto-Point Indicates the state that automatically detectiavhich the port is set to
default if connected to a poirtio-point link

Forcetrue

Indicates that a particular port is connected to a petiotpoint link.
Forcefalse

Indicates that a particular port is not connected to a peimvpoint link.

2. Fill corresponding configuration items.
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od /ftA01 dal RRé¢O
#E.G.
Switch A, Switch B, Switch C, and Switch D all run MSTP.MSTP introduces multiple instafideNdT6rand VLAN20 flow

load sharing. MSTP can set the VLAN mapping table to associate the VLAN with the generated tree instance, instance 1
mapping to VLAN10, and instance 2 mapping to VLANZ20.

Switch A Switch B
gel/1 gel/l @
gel/2 gel/2

gel/2 gel/2

gel/l gelﬁ@

Switch C Switch D

PC1 PC2
MSTI1: MSTI2:
vlan10 vlan20
(O Root Switch:SwitchA O Root Switch:SwitchB
X Blocked port X Blocked port

Operation steps

1. Add the ports which connectinthe MN A y (i 2 + [ ! Nethorking>¥LAONH +i{ K D & LILI &@¢é¢ YSydz Ay
GNBS (2 SYydSNI GKS AYyUiSNFIOS: Ift2¢6 aTSbwméds QTAOHNGIBRRE
shown as the following figure:

P

c 2

VID Description Port list handle

Untag:
1 Tag: Ty
Pvian: fe1/1 fe1/2 fe1/3 fel/4 fe1/5 fe1/6 fe1/7 fe1/8

Untag:
10 Tag: fel/4d
Pvian:

Untag:
20 Teg: fel/5 |
Pvian:

2. Configure SwitchA, Switch B, Switch C & Switch D into the domain name RUNDATA. Click the
Networking>STPH Dt 206t O2y FA 3¢ YSydz Ay GKS yI@A3alraAzy GNBS (2
following figure:
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Hello time

Forward

delay
delay
Max hop
Revison

Name

o® / NBIGS a{ ¢Lwm NetwokipgbSTREL y/&fAFGNOSH KR yaF A 3¢ YSydz Ay (GKS ylI
AYUSNFI OST AyLldzi NBtFGSR RIFEGFET Ot A0l alFlRRéEZT GKS AYGSNFI

c A
Instance Priority Vlan Mapped

32768 1-9,11-19,21-4094

10 W &
2 32768 20 W @

4. In RUNDATA, configure MSTI1 & MSTIZ2 root bridge & backup root lméddigure switch A as the root bridge of

a{e¢LmI {6AGOK ! a GKS 0MNe@priirigbSOTFIA RaAG| gDSa D2y a®I£t XOY dzii K
tree to enter the interface, the interface is shown as the following figure

Spanning-trse Config

al

c i

Instance Priority Vian Mapped

0 32768 1-9,11-19,21-4094

1 0 10 w
2 32768 20

w &

A Attentions

Whenconfiguring Switch A, change the priority of MSTI1 to 0 and the priority of MSTI2 to 4096.

When configuring Switch B, change the priority of MSTI1 to 4096 and the priority of MSTI2 to 0. The configuration
method is the same as Switch A and will not besagpd.

The priority must be a multiple of 4096

5. In the domain RUNDATA, configure the root bridge and backup root bridge of MSTI1 and MSTI2. Configure Switch B
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as the root bridge of MSTI2, and the backup root bridge of MSTI1.
6. After aboveconfiguration, the network is pruned into tree, so as to eliminate the loop.

5.4 ERP8onfig

ERPS (Ethernet Ring Protection Switching) is a protocol for Ethernet link layer loop breaking. It takes the ERPS ring as
the basic unit and contains severaides. By blocking the RPL Owner port and controlling other normal ports, the port
state can be switched between Forwarding and STP ding to eliminate the loop. At the same time, we use control VLAN,
data VLAN and protection instance mechanism to bettelizeahe function of ERPS.

As shown in the figure below, CE is connected 4Ridg network composed of LSW1~LSW4.Such access mode can
make the network have certain reliability, but in order to eliminate the loop in the network and effectively ensure the
link connectivity, it needs to start a loop breaking mechanism.

@® Blocked Port
Port role

There are three types of port roles in ERPS protocol: RPL owner port, RPL neighbor port and general port. RPL Neighbor
is a port type supported by ERPSv2, but not by V1.

w RPL owner po

An ERPS ring has only one RPL Owner, as determined by user configuration. The RPL Owner port is blocked to prevent
the creation of a loop in the ERPS ring.

When the device where the RPL owner is located receives a fault message and learns that atkesrriodks on the

ERPS ring fail, it will automatically open the RPL owner port, and this port will resume the receiving and sending of
traffic to ensure that the traffic will not be interrupted.

The Link where the RPL Owner is located is known as tigePRitection Link.

w RPL neighbor port

A RPL neighbor is a port directly connected to the RPL owner port.

Normally, both the RPL Owner port and the RPL Neighbor port are blocked to prevent the creation of a loop.

When the ERPS ring fails, both the RPL Owordrand the RPL Neighbor port are released.

The RPL neighbor port role is introduced to reduce the number of FDB entries flushed by the device that hosts the RPL
neighbor port.

w Common Port

In the ERPS ring, all ports other than RPL Owner and RPL Neighbormal

ports.

Common ports are responsible for monitoring the link state of their directly connected
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ERPS protocol and notifying other ports of changes in link state.
Control the VLAN
In the ERPS ring, the control VLAN is used to deliverEBi8&ol messages.

Each ERPS ring must be configured to control the VLAN. When a port joins the ERPS ring that has been configured to

control the VLAN, the port will automatically join the control VLAN.
Different ERPS rings cannot use the same ID to clotiedv/LAN.
In contrast to a control VLAN, a data VLAN is used to transmit data packets.

5.4.1 ERP&onfigurationinformation displayed
Operation steps

Mo / f Néorking®S 9dvt { O2y FA3I¢ YSydz Ay (GKS
the following figure:

c

Ring-Id Ring statu Port 0 Port 1 Role RPL port

Explanations

y | igtérface is shdwh adi NB S

Configurationitem | Meaning

Ring Id ERPS ring ID

Ring state ERPS Ring stafgorotected, idle, PENDING

5.4.2 AddERPS
Operation steps

md /[ f NéworkinggS 9dvt { O2y FA3IE YSydz Ay GKS
the following figure:

AVCOMMechnologiednc. www.avcomm.us

55

VI GAILGAZY

i NB

333WestLoopN, St460,Houston, TX77024

S

i 2

i 2


http://www.avcomm.us/
http://www.avcomm.us/
http://www.avcomm.us/

Add ERPS-Ring Config X

Ring-Id s
Port 0 1 $ RPL No 3
Port 1 gel/t $ RPL s
Control Vian
Wir Timeout
Guard Timeout 5
Hold Timeout [
Version s
7 Return
Explanations
Configuration item Meaning
Ring Id ERPS ring ID
Port role RPLNeighbokOwnehnone
Control VLAN Control VLAN
Wtr Timeout When the RPL Owner port is released due to the fault of other

devices or links, if the fault is restored, and some ports may not
be changed from Down state to Up state, in order to prevent

blocking the RPL Owner port immediately and causing blocking
point shock, when the RPL Owner port receives the NR RAPS
message of a certain port, Start the WTR Timer, and close the
WTR Timer if it receives a SF RAPS message from another po
before the Tiner timeouts. If no SF RAPS message is received on
any other port before the WTR Timer timeouts, the RPL Owner
port is blocked and the NRRB RAPS message is sent after th
WTR Timer timeouts. Other ports will set the Forwarding state

of their ports to Forwading state after receiving the article.

Guard Timeout The device involved in a link or node failure sends NR RAPS
packets to other devices after recovery or cleanup operation
and starts Guard Timer at the same time. The purpose is to
prevent the receipt bexpired NR RAPS packets before the Timer
timeout. If the NR message sent by other ports can be received
after the timer timeout, the Forwarding state of this port will
change to

Forwarding state.
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Hold Timeout For the twelayer network running ERPBe order of protection

reversal may have different requirements. For example, in the
application of multilayer service, after the server failure, the use
may want to recover the server failure for a period of time, but t
client can not perceive the fdt, that is, the protection reversal
will not be carried out immediately. The appropriate Holdoff Tim|
can be set so that when a malfunction occurs, the malfunction i

not immediately reported to the ERPS, and only if the malfuncti

fails to recover attr the Holdoff Timer has timed out.

5.5A-Ring

5.5.1 Overview

5.5.1.1 Noddype

A-Ring ring physically corresponds to an Ethernet topology connectedingdmanner. The role of theRAing ring is

decided by the user through configuration.

Master

Master is a main decision and control node on thRiAg ring. There must be a Master on eadRiAg onlyEach switch

on the Ethernet ring is called a node and there must be one Master on e&hgiring only. Master is an initiator of

the Polling mechasm (automatic detection mechanism of the ring network state) and decider of operation execution
after the network topology is changed.

Master periodically sends the HELLO message from its main port, which is spread on the ring through all Transfers. If
the standby port can receive the HELLO message sent by the Master, it means that the ring network link is complete;
if it does not receive the HELLO message within the specified time, the ring network link is deemed to be faulty. Master
has the following twcstates:

w Complete State

When all links on the ring network are in an UP state, Master can receive the HELLO message sent by itself from the
standby port, it means that Master is in a Complete state. The state of Master reflects the state oRing Ang
Therefore, the ARing ring is also in a Complete state. At this moment, Master will block the standby port to prevent
the data message from forming a broadcast loop on the ring topology.

w Failed State

When the link on the ring network is in a Down staégster will be in a Failed state. At this moment, Master will open
the standby port to ensure that the communication of all nodes on the ring network will not be interrupted

Transfer

Except Master, all other nodes on the ring can be called transmissidsa. gdere may be several Transfers or no
Transfer (in fact, such networking is meaningless) orRangy ring.

Each ARing ring physically corresponds to an Ethernet topology connectedRimghform and the #&Ring ring is
identified with an ID expressed an integer.

Except Master, all other nodes on theRdng ring are Transfers, which are responsible for monitoring the state of their
directly connected ARing link and notifying the Master change in the link. Master will decide how to handle it. The
Trarsfer has 3 states as follows:

w LinkUpState
When Master and standby port of the Transfer are in an UP state, it means that the Transfer is ibp &iate.
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w LinkDown State
When Master or standby port of the Transfer is in a Down state, it meanghbakransfer is in a LiFRown state.

w Reforwarding State
When Master or standby port of the Transfer is in a Reforwarding state, it means that the Transfer is in a Reforwarding

state.

When the Transfer in a Lidlp state detects that the main port or stalg port has link Down, it will move from a Link

Up state to an Lirdoown state and send an Lilown message to notify Master.

The Transfer will not directly move from the LiDkwn state to the LinkJp state. When some port of the Transfer in

the LinkDown state has link Up and the main port and standby port recover to the Up accordingly, the Transfer will
move to the Reforwarding state and block the recovered port.

At the moment when the main and standby ports of the Transfer, Master cannot be informédnomediately.
Therefore, the standby port is still in an Up state. If the Transfer immediately moves to tHdpstlate immediately,

it will necessarily cause the data message to form a broadcast loop on the ring network. Therefore, the Transfer first
moves from the LidlDown state to the Reforwarding state.

When the Transfer in a Reforwarding state receives the COMPLEBHFDB message sent by Master, it will move

to the LinkUp state. If the COMPLEFEUSHFDB message will not be lost durimgrtsmission, the &Ring protocol

also provides a backup mechanism to recover the temporarily blocked port and trigger state switching, i.e. if the
Transfer cannot receive the COMPLETBHSH-DB message within the specified time, it will move to the-Upktate
automatically and open the temporarily blocked port.

5.5.1.2 Portrole

Main port and standby port

Master and Transfer have access to the Ethernet ring through a main port and standby port and the port role is decided
08 (KS dzaSNNa O2yFAIdzNI A2y o

Themain port and standby port of Master have different functions. Master sends the loop state detection message
from its main port. If this message can be received by the standby port, it means thatRimeggAing network of this

node is complete. Thereforet is necessary to block the stand by port to prevent the data loop; on contrary, if the
detection message cannot be received within the specified time, it means that the ring network is out of order. It is
necessary to open the standby port to ensurermal communication of all nodes on the ring. The main port and
a0l yRoOo® LIE2NI 2F GKS ¢NIXya¥FSNI KIFI@S GKS &l YS FdzyOiArzyo
5.5.1.3 Topologyype Single ring

Each ARing ring physically corresponds to ahetnet topology connected in-Ring form, in which there is a main
switch only. This main switch is an initiator of the Polling mechanism (automatic detection mechanism of the ring
network state) and decider of operation execution after the network topgglds changed.

The typical topology diagram is shown below:
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main switch

Single Ring

Tangentring

Tangent ring means that two or moreRings share a common switch, without public ports. ARirgs in the tangent
ring follow the single ring mechanism, which widit affect each other. Its configuration is basically consistent with
that of the single ring, but severatRings shall be configured for the public switch.

The typical topology diagram is shown below:

main switch main switch

TangentRingwith Tangencyat Master
5.5.2 Portconfiguration
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1. Panel description
Set the basic parameters of the ring. The interface configuration is shown in Figure below:

O AVCOMM

System

Ethernet Port hd

Networking ~

o

o

[}

o

o

VLAN

MAC Settings

STP

IGMP Snooping
QoS

LLDP

UDLD

Link Flap

DHCP

Network Config v

Security v

Advance &

admin Logout

09000 ..

H Shutdown Save

00000
g 0 Ring
Ring Type Static S Apply
c i
Ring Id Enable Status  Port Member1 Port Member2 Node Role Ring Type Operation

Add Ring

Ringld 1
Node Role  Transfer &
Port Member1 fel/1 & Role —

L1

Port Member2 fel/1 & Role

2. Explanations of keywords

Configuration item Meaning
Ring Type Dynamic and static ring networks. Dynamic loop network indicates thal
master switch is uncertain and changes with the change of topology
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main characteristic is that no convergence time is needed when the |
restored. The main characteristid static ring network is that no matte
how the topology changes, the main switch is fixed, but the converg
time is needed for link recovery.

ring ID The number of the ring network can be distinguished according to
the ring ID, which ranges from 1 1%

The first port The first port member of the ring network. Each member of the ring m

member contain at most two ports. Each switch may have more than one
ring.

The second port The second port member of the ring network

member

System types include Transfer (transmission node) and Master
system type (Master node).

The node role The type of a port member changes according to the system type.
When the system is Master, the type of the member is Master and
Subsidiary; When the system is Trasfts member is of type None;

3. Operation steps

Step 1 / £ A O NetvibfkiBg> BT Ring configuration in the
YIE@AIALGA2Yy GNBS G2 SyiSNI GKS 4! ¢

Step 2 Fill in the corresponding configuration item and click dzo Y A ( ¢ ®

Step 3 LT Ad akKlrftt 0SS dzaSR Fa aidl NI O2yF¥
FYR {1+ @S aStiaay3aaé¢ F2N al @S (KS

5.6 IGMP Snooping

The IGMP Snooping is Multicast constraint mechanism that deployed on the Layer 2 switclsed i® manage &

control the multicast group.

The layer 2 device which running IGMP detection will analyze the received IGMP messages, and establish the mapping
relationship for the port & MAC multicast address; at the same time , it will forward the casttdata according to

this mapping relationship.

As shown the following figure, when the IGMP detection is not running by layer 2 device, the multicast data is
broadcasted on layer 2; when the IGMP detection is running by the layer 2 device, multicastvilahot be
broadcasted in layer 2, but broadcasted to specified one; unknown multicast data still will be broadcasted in layer 2.
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Multicast packet transmission
without IGMP Snooping

Multicast packet transmission
when IGMP Snooping runs

Multicast router Multicast router

Source Source

Layer 2 switch

e

Host A Host C
Receiver Receiver

Host B

Layer 2 switch

Host A Host C
Receiver Receiver

Host B

—» Multicast packets

5.6.1IGMP Snooping

The IGMP Snooping is deployed on IPv4 network, to be more specific, on the Layer 2 switch betwkieast nouter

and a user host, acting as a listener for IGMP/MLD messages transmitted between the router and the host and creating
the forwarding table of multicast packet on Layer 2 switch to manage and control the forwarding of multicast packets
on Lagr 2 network.

By default, IGMP snooping on the switch is disabled. Therefore, you need to enable the global IGMP Snooping on the
switch,

Operation steps

1./ £ A O NetwiokiSg>IGMP SnoopingIGMP Snooping YSy dz Ay (G KS yI @Aiddrfdck zhy G NB S
interface is shown as the following figure:

Q Avcomm 09000 .. _
M Shutdown Save
00000 ~
Systemn v —

g IGMP Snooping

Ethernet Port v
GMP snooping

c
Enable

Send query

Group List Vlan Config Static IP multicast Router port
Networking ~

O VLAN
O MAC Settings
o sk Host age time 260 sc0pe:200-1000, Default:260 Seconds
O A-Ring
O IGMP Sn
O QoS
O LLDP
O UDLD
O Link Flap
O DHCP
Network Config v
Security v
Advance 4

admin Logout
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Explanations

Configuration item Description

Enable

IGMRsnooping Single check, enable or disable

Hostage time When one port add in certain multicast group, the switch launch

a timer for this port, the overtime is the hosige time. When
overtime, the switch will delete the port in the multicast group
forwarding table. The scope is 20000s, default is 260s

2. Fill corresponding configuration items.

od /A0l a4l RRé®

5.6.2 Statianulticast

Based on the old multicast mode, when the users in the different VLAN ask for the same multicast, the data on the
multicast router will copy and forward the VLAN for every recipient. This mode wastes lots of bandwidth. While enable
IGMPSnooping function, the switch ports are added in the multicast VLAN through multicast group VLAN configuration
mode. This makes the users in different VLAN share the same multicast VLAN to receive the multicast data; the
multicast flow only be transmittedh the same multicast VLAN, this save the bandwidth. And the multicast VLAN is
isolated with users VLAN, this ensure the safety and bandwidth stable.

Operation steps

Mm® / f NédorkingglSMPoSnooping { G GAO Lt Ydzf GAOI & foentebtifednteffage, theK Sy I JA
interface is shown as the following figure

c Addstatic IP multicast

SerialNum Vian ID Multicast source Multicast addr Port list handle
Explanations
Configurationitem Meaning
VLAN Id Fixed, it is fixed by the user options.
Remarks: ensure the VLAN is created. Input a created VLAN

Source multicast Input sourcemulticast address
Multicast address Input multicast address
Port list Add multicast member

2. Fill corresponding configuration items.
od /tAO0]l daFrRRéxX GKS AYUSNFIFIOS A& akKz2gy a GKS F2tt2g¢Ay3
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IGMP-snooping

IGMP-snooping Config Group List Vlan —config Static IP multicast Static Mac multicast
AddStatic IP multicast
SerialNum Vian ID Multicast source Multicast addr Port list handle
1 1 00.00 225123 fel/1fel/2 Ty

5.6.3 GROUPonfig

Mm® / f NédorkidgklSMPiSnoopingGMPaA y 2 2 LIAY 3 f A & (¢ Y S yviaententhedtdtsce, y | @A 3 G A
the interface is shown as the following figure:

IGMP-snooping

GMP-snooping Config Group List Vlan —config Static IP multicast Static Mac multicas
:
SerialNumVian ID :L:::zﬂ Multicast addr Port Expire(s)
1 1 0000 225123 ::1?12 -

H® [/ K22aS NBfFGAGS LIRNIZ Ot A0l &/ tSENE®
5.6.4VLAN
Operation steps
M® / f A @ntastiokfi§ 3GMP SnoopingVLAN  YSydz Ay GKS yI @A3lLGA2y GNBS G2 S

interface is shown as the following figure:

IGMP-sncoping

iGMP— g Groupli 2 Static IP multicast  Static Mac multicast
c
VianID  Multicast Enable  Fast-leave :'r:m Query-Version Queryinterval  handle
1 Flood-unknown Yes No 10 3 125 w &
Explanations
Configurationitem Meaning
VLAN Id Fixed
Remarks: Ensure VLAN is created , input a created VLAN
Fastleave 9yl of SkRA&aLFO6E ST SylroftS Aa amésxz
Query interval Scope: 21800s

2. Fill corresponding configuration items.
oo /f,Aél GFrRRé¢X GKS AYyUSNFIFIOS Aa akKzegy a GKS F2tft2gAy3

IGMP-snooping

IGMP— Group List an—config  StaticIPmulticast  Static Mac multicast
[
VianID  Multicast Enable  Fast-leave :'r:m Query-Version Queryinterval  handle
1 Flood-unknown Yes No 10 3 125 w &
10 Flood-unknown Yes Yes 10 3 60 W @
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5.7 MLDSnooping

MLD Snooping (Multicast ListenBiscovery Snooping), It is an IPv6 multicast constraint mechanism that runs on Layer 2
devices and is used to manage and control IPv6 multicast groups.

5.7.1 MLDSnoopingPrinciple

A Layer 2 device running MLD Snooping establishes a mapping for port abdnMificast addresses by analyzing incoming

MLD messages and forwards IPv6 multicast data based on such a mapping.

As shown in the figure below, when the Layer 2 device is not running MLD Snooping, IPv6 multicast data messages are
broadcast at Layer 2yhen the Layer 2 device is running MLD Snooping, multicast data messages of known IPv6 multicast
groups are not broadcast at Layer 2 but are multicast to the specified receiver at Layer 2.

IPv6 multicast packet transmission
without MLD Snooping

‘—@' Multicast router

Source

IPv6 multicast packet transmission
when MLD Snooping runs

‘% Multicast router

|
|
|
|
|
|
|
| source
1
|
|
|
|
|
1
|
|
|
|
|
I
|
1
|

Layer 2 switch Layer 2 switch

s

Host A Host C
Receiver Receiver

Host B

=L
Host A Host C
Receiver Receiver

———— |Pv6 multicast packets
Comparisorof Layer2 devicesbefore and after running MLDSnooping
MLD Snooping forwards information via Layer 2 multicast to only those receivers who need it, providing the following
benefits.

w Reduce broadcast messages in Layer 2 networks, saving network bandwidth.
w Enhance security of IPv6 multicast packet
w Brings convenience to independent billing of each host.

5.7.2 MLDSnoopingBasicConcept

1. MLD Snooping Related port

As shown in the figure below, Router A connects to the multicast source and/MubsSnooping on Switch A and Switch B.
Host A and Host &re the recipient hosts (i.e. IPv6 multicast group members).
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Switch A Receiver

GE1/0/1 GE1/0/2

69

Router A

Host B

GE1/0/1 v Receiver
GE1/0/2

Source

Switch B

@) Router port
O Member port
——» |Pv6 multicast packets

Host D

In conjunction with the above diagram, introduce the port concepts associated with MLD Snooping.

Router Port: The port on the switch that faces the side of the Layer 3 multicast device (IR guktier, such as the
Gigabit Ethernet 1/0/1 port on each of Switch A and Switch B. The switch records all router ports on this device in the
Routing Port list. The switch records all router ports on this device in the routing port list.

Member Port: Ale known as IPv6 multicast group member port, it is the port on the switch facing the IPv6 multicast
group member side.For example, GigabitEthernetl/0/2 and GigabitEthernetl/0/3 ports of Switch A, and
GigabitEthernet1/0/2 port of Switch B. The switch retomll member ports on this device in the MLD Snooping
forwarding table.

5.7.3 MLDSnoopingWorkingmechanism
A switch running MLD Snooping handles the different MLD actions in the following manner:

1. Generabuery
The MLD querier periodically sentlid.D universal group query messages to all hosts and routers (FF02::1) in the local

network segment to query which IPv6 multicast groups are members of the segment.
w When an MLD universal group query message is received, the switch forwards it out thiquayttisah the VLAN
except the receiving port and does the following actions for the receiving port of the message:

w If the dynamic router port is already included in the routing port list, reset its aging timer.

w If the dynamic router port is not included the routing port list, add it to the routing port list and start its aging timer.
2. ReportMember Relations

The host sends an MLD member relationship report message to the MLD querier in the following cases:

w When a member host of an IPv6 multicast graepeives an MLD query message, it replies with an MLD member
relationship report message.

w If a host wants to join an IPv6 multicast group, it proactively sends an MLD membership report message to the MLD
querier to declare its membership in the IPv6 mudst group.
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When an MLD membership report message is received, the switch forwards it out through all router ports in the VLAN,
resolves the IPv6 multicast group address that the host wants to join from the message, and does the following for the
receivingport of the message:

w If no forwarding table entry exists for this IPv6 multicast group, create a forwarding table entry, add the port as a
dynamic member port to the outgoing port list, and start its aging timer.

w If the forwarding table entry correspondirto this IPv6 multicast group already exists, but the port is not included in its
outgoing port list, add the port to the outgoing port list as a dynamic member port and start its aging timer.

w If there is already a forwarding table entry for this IPr@lticast group and its outgoing port list already contains this
dynamic member port, then reset its aging timer.
3. Leave multicast group

When a host leaves an IPv6 multicast group, it notifies the multicast router that it has left amiiRiggst group by sending

an MLD leave group message. When the switch receives an MLD leave group message from a dynamic member port, it firs
determines whether the forwarding table entry corresponding to the IPv6 multicast group to be left exists atitewthe

receiving port is included in the list of outgoing ports of the forwarding table entry corresponding to the IPv6 multc@st gr

w If no forwarding table entry exists for the IPv6 multicast group, or if the outgoing port list for the corresponding
forwarding table entry for the IPv6 multicast group does not contain the port, the switch does not forward the message
to any port, but discards it directly.

w If there is a forwarding table for the IPv6 multicast group and the outgoing port list of thespmamding forwarding
table for the IPv6 multicast group contains this port, the switch forwards the message through all router ports in the
VLAN. At the same time, since it is not known whether there are other members of the IPv6 multicast group under the
receiving port, the switch does not immediately remove the port from the outgoing port list of the corresponding
forwarding table for the IPv6 multicast group, but resets its aging timer.

When the MLD querier receives an MLD leave group message, itessbky address of the IPv6 multicast group that the

host wants to leave and sends an MLD specific group query message to that IPv6 multicast group through the receive port.
After receiving the MLD grougpecific query message, the switch forwards it oubtigh all router ports in the VLAN and all
member ports of the IPv6 multicast group. For the receiving port of an MLD leave group message (assumed to be a dynamic
member port), the switch, during its aging time:

w If an MLD membership relationship report nsage is received from that port from a host in response to a query for
that particular group, it indicates that there are still members of that IPv6 multicast group under that port and resets its
aging timer.

w If no MLD membership relationship report messdg received from this port from a host in response to this group
specific query, it means that there are no more members of this IPv6 multicast group under this port, and then it is
removed from the outgoing port list of the forwarding table entry copesding to this IPv6 multicast group after its
aging time has expired.

5.7.4 MLBSnoopingConfiguration

Operation step
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1. Click "Service Management" in the navigation bar>§Ip2 2 LIA y 3/ 2 Y FA BnteNheMLRy ¢ a Sy dz

MLD-snooping Config

Grouplist Vian—config Static IP multicast

C

Enable
Send guery

Host age—time 5 scope:200-1000, Default:260

Snooping Configuration” interfacas shown in the following figure.

The meaning of the interface information is shown in the following table

Configurationitem Description

Enable If MLDSnoopingis globally disabled, it is not possible to configure
MLDSnooping MLD-Snooping under VLAN.

Configuration Single option, divided into two states(enableand disable), the

defaultis disable.

Hostagingtime When a port joins a multicagfroup, theswitch starts a timer fothe port
with a timeout that is the host port aging timéfter the timeout, the
switch removes the port from the forwarding table of tineulticast group.
The value rangesfrom 200 ~ 1000 seconds,

andthe defaultvalueis 260seconds.

2. Fill in the appropriate configuration items.
3. Click "Setting" tcomplete the configuration.

5.7.5 StatiaViulticast

Based on the previous multicast-eiemand approach, when users in different VLANs demand the same multicast group, the
data is replicated and forwarded on the multicast router for each VinBMNding the recipient. Such a multicast-demand
approach wastes a lot of bandwidth. After the MBBooping function is activated, the switch ports are added to the multicast
VLAN by configuring the multicast VLAN, so that users in different VLAN®BRareilticast VLAN to receive multicast data,

and multicast streams are transmitted only in one multicast VLAN, thus saving bandwidth. And because multicast VLANS are
completely isolated from users, both security and bandwidth are guaranteed.

Operation sep
1. Click "Service Management" in the navigation > MinDoping > Static IP Multicast" menu, enter the "Static IP Multicast"
interface as shown in the following figure.
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MLD-snooping Config

g GroupList

SerialNumVlan ID Muilticast source Multicast addr Port list handle

c'

The meaning of the interface information is shown in the table below.

Configurationitem Description

VLAN Id Fixed according to the data selected by user
Description: Enter a VLAN that has been created

Multicast Source Enter the multicast source address
Multicast address Enter the multicast address
Port list Add multicastmember, you can select more than one

The meaning of the interface information is shown in the table below.

2. Click "Add" to fill in the appropriate configuration items.

3. Click "Setting" to complete the configuration, as shown below.
MLD-snooping Config

GroupList Vian—config Static |P multicast

c A

SerialNumVian ID Multicast source Multicast addr Port list handle
1 1 “ 2000:2 fel/1 zf

5.7.6Grouplist

Operation step
1. Click "Service Management" in the navigation > MhDoping Configuration > Group List" menu, enter the "Group
List" interface as shown in the figure below.

MLD-snooping Config

SerialNumVian ID Multicast source Multicast addr Port list(Expire)

1 1 o 2000::2 fe1/1(-)
2. Select the appropriate interface and click "Clear".
5.7.7VLANSetting
Operation step
1. Click "Service Management" in the navigation >NILp2 2 LAy 3 / 2y T A 3 dzNI (A 2nferthe "¥LAN b &
ASG0AYy3¢e¢ AYOGSNFIFOS a aK2gy Ay GKS FAIAdINE o6St260
P MLD-snooping Config

GroupList an—config Static IP multicast

Vian ID Enable Fast—leave Max—response-time  Query interval Query source handle
1 Yes No 10 60 = w @

The meaning of the interface information is shown in the table below.
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Configurationitem Description

VLANd Fixedaccordingo the dataselectedby user
DescriptionEnteraVLANhat hasbeencreated

Fastleave Enable/disablefast leave multicast. Enableto show 1, Disableto

multicast showO

Querymessage Range2-1800seconds

interval

2. Click "Add" to fill in the appropriate configuration items.
3. Click "Setting" tecomplete the configuration, as shown below.

MLD-snooping Corifig

Fast-leave Max-—response-time  Query interval Query source handle

1 Yes Yes 10 60 2000:2 W

5.8Q0S

In network services, the Quality of Service (QoS) includes the transmission bandwidth, transmission delay and packet loss
rate. In the network, the QoS can be improved by ensuringrdm@smission bandwidth, reducing the transmission delay,
minimizing the data packet loss rate and delay jitter.

QoS can be used to regulate network traffic, avoid and manage network congestion, and reduce packet loss rate, which also
supports provision ofledicated bandwidth to users, different service quality for different services, improve the network
service capabilities.

Different packets are assigned different QoS precedence. For example, VLAN packets are assigned the 802.1p or Class of
Service (CoSiefd and IP packets are assigned the DSCP. When packets are transmitted through different networks, in
order to maintain the precedence of the packets, you need to configure the mappings between these precedence fields at
the gateways connecting differemetworks.

802.1p precedence in VLAN header

The VLAN frames are usually transmitted between Layer 2 devices. According to the definition of IEEE 802.1Q, the PRI
(802.1p precedence) field or the CoS (Class of Service) field in the VLAN header identii&S thquirement.

802.1p precedence in VLAN frames

Destination Source 802.1Q Length

address address [Type Data FCS

&

TPID -CFI[ VLAN ID

The 802.1Q header contains @& long PRI field, which defines eight types of business precedence CoS, i.e. 7,6, ..., 1and 0
in descending order of precedence.

IP Precedence/DSCP field
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According to the definition of RFC791, the (loPe of Service field of an IP packet header is composed of 8 bits, of which
the 3-bit Precedence field identifies the precedence of the IP packet. The location of the Precedence in the packet is shown
in thefigure below.

IP Precedence/DSCP field

Version FTOS S
Length |1 Bjte

Flags/

Len ID offset

TTL Proto | FCS IP-SA | IP-DA | Data

0 1 2 3 4 5 6 7

Precedence | D | T | R | C

S—

IP Precedence
L : ]
DSCP

The bits from 0 to 2are the Precedence field, which represents the eight precedence levels of packet transmissioh, 7,6, ...
and 0 in descending order of precedence. 7 or 6 represents the highest precedende jswiften reserved for routing or
updating network control traffic. The uségvel applications can only take the precedence from 0 to 5.
In addition to the Precedence field, the ToS field also includes three bits, i.e. D, T and R, of which Indickiey th
requirement (0 stands for normal delay and 1 stands for low delay). T represents throughput (0 stands for normal
throughput and 1 stands for high throughput). R indicates reliability (O stands for normal reliability and 1 stands for high
reliability). The 6th and 7th bits in the ToS field are reserved.
As specified in DiffServ system, each message will be classified into different categories in the network. The classified
information is contained in the IP packet header. The DiffServ system usfistiebits of Type of Service (TOS) in the IP
packet header to carry the packet classification information. This definition is valid only for the lower 6bits and issa numb
less than 63. This definition supports both IPv4 (ToS fields) and IPv6 (la$Bdields). There are 64 DSCP precedence
values (863).

5.8.1 QO%lobalconfig

In the case of network congestion, it is necessary to solve the problem of multiple messages competing for resources at the
same time. Congestion management usualippts queue scheduling technology to avoid intermittent congestion in

network. Queue scheduling technologies include: SP (Strict Priority), WRR (Weighted Round Robin), DRR scheduling (DRR
(Deficit Round Robin) scheduling is also an extension of RR).

Operdion steps

Mo / f NéWorkingg@OSHDt 2061t O2y FAIE YSydz Ay GKS yI@AIlLGA2Yy GNB!
the following figure:

Explanations

Configuration item Meaning
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SP

SP queue scheduling algorithm is designed fortkesiness applications. A k¢
feature of critical business is the requirement that services be given prior
the event of congestion to reduce latency in response. Taking 4 output qu
of ports as an example, the priority queue divides 4 output queafasorts
into 4 classes, which are successively 3, 2, 1 and 0 queues.

Their priorities are lowered in turn.

WRR

WRR queue scheduling algorithm takes turns among the queues to €
that each queue gets a certain service time. For example, if éier@ output
gueues on the port, WRR can configure a weighting value for each queu
w2, wl, w0 are the corresponding weighted

values in order).

DRR

DRR (Defict Round Robin) scheduling is also an extension of RR. Co
with WRR, WRR only cares abauessages, and the actual bandwig
obtained by big size messages is greater than that obtained by smal
messages under the same scheduling opportunity. The packet length fa
taken into account in the scheduling process, so

as to achieve the $eduling rate equity.

DSCP

Range &3

New DSCP

Range &3

Cos

Range &/

Queue

Range &4

Weight

Weighted value, range:32 used in WRR & DRR

5.8.2 QO%ort config
Operation steps

the following figure:

Explanations

Mo [/ f Nédorkiigk@OSmit 2 NIi O2y FA3Ié YSydz Ay (GKS yI@A3alGAazy GN
QOS Config
Port Default COS
fe1/1 s
fel/2 s
fe1/3 :
fel/4 U
fel/s s
fel/6 s
fel/7 s
WwWw.avcomm.us 333WestLoopN, St460,Houston, TX77024
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Configuration item Meaning

Port With optional multiple ports
Default cos Scope:67
5.9LLDP

5.9.1 WorkingMode of LLDP

LLDP has the following four working modes:

w TxRx: Send and receive LLDP packet.

w Tx: Send but not receive LLDP packet.

w Rx: Receive but not sent LLDP packet.

w Disable: Neither send nor receive LLDP packet.

When LLDP working mode of the port changes, the pdttinitialize the protocol state machine. In order to avoid frequent
changes in the working mode of a port and cause the port to constantly perform an initialization operation, the port
initialization delay time can be configured. When the working modéeport changes, the initialization operation is delayed

for a period of time.

5.9.2 Sending Mechanism of LLDP Message
When a port works in TxRx or Tx mode, the device periodically sends LLDP packet to its neighbors. If the local

configuration of a devie changes, a LLDP packet is sent immediately to notify the neighboring devices of the local
information changes as soon as possible. However, in order to prevent a large number of LLDP packets from being sent
due to frequent local changes, every LLDP piaskat must be delayed for a period of time before sending the next
packet.

When the working mode of the device is changed from Disable/Rx to TXRx/Tx orreeigdvor device is found (that

is, a new LLDP packet will be received and information aboutethiisg device of the packet is not saved locally), the
device will automatically enable the fast sending mechanism, to reduce the sending cycle of LLDP packet to 1 second,
and will continuously send specified number of LLDP packet before resume normiaigsepcie.

5.9.3 Receiving Mechanism of LLDP Message

When a port works in TXRx or Rx mode, the device will check the validity of received LLDP packets and carried TLVs.
After passing the check, the device will save the neighbor information to the logalaard set the aging time of
neighbor information on the local device based on the Time To Live (TTL) value in TLV. If the value is zero, the neighbor
information is aged immediately.

5.9.4 LLDP global config

Operation steps
1./ £ A O NetvibkiBg>LdDFF Df 26+t O2y FA3IE YSydz Ay GKS yI@A3aladAz2y (GNB:
shown as the following figure:
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O AVCOMM

B Shutdown Save
System v
LLDP
Ethernet Port 4
al Confit Port Config LLDP Neighbors
Networking A
(&
O VLAN
Enable
O MAC Settings
Send cycle 30
O STP
Hold Time 120
® ReRliE Send interval 2
O IGMP Snooping Reinit delay 2
O QoS TLV Opticnal to send B Management address B4 Port description &8 System property B4 System description &4 System name

O UDLD

O Link Flap

O DHCP
Network Config v
Security v
Advance 4

admin Logout

Explanations

Configuration item Description

LLDP Single option, enable or disable LLDP
Send cycle Default is 30s scopé 5-65535s

Hold time Default is 120s scopé 5-65535s
Send interval Default is Zs scopé 2-5s

Reinet delay Default is 2Zs scopé 2-5s

TLV option to send Management address, port description, system property, system
description, system name

Ethernetmessages that encapsulate LLDP Data Unit are called LLDP messages. TLV is the unit that constitutes LLDPDU,
and each TLV represents a message.

2. Fill corresponding configuration items.
od® /fA01 al RRé®
5.9.5 Port config

Operation steps

M® / f NeédorkigklEDAGt 2 NIi O2y FA 3¢ YSydz Ay GKS yIF@A3ardAazy GNBS
as the following figure:
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Port Send Receive Management address
fel/1
fe1/2
fe1/3
fel/4
fel/5
fe1/6
fel/7
Explanations
Configuration Meaning
item
Port Supports to configure ports
Send Send LLDP message
Receive Receive LLDP message
Managed address Input this terminal switch IP address, e.g. 192.168.1.254

There are 2 working mode of LLDP. TxRx: Transmit and receive LLDP message. Disable: neither transmit nor receive
LLDP message.

LLDP Config

o

Port Send Receive Management address

*

“
“

fel ,"1 ._/ .:"_' 1921
2. Configuresend &1IBOSA GBS [ [ 5t LI ONptworkbgBLDA § 2 ND €
G2 SYGSNI GKS AydSNFIFOSs GAO] aSyR 3 NB
the interface is shown as the foling figure:

©
N
(&)}
[i4]
-t
N
o1
)

fe1/2
DAY ThAS &Sydz Ay (K
OSA@S Ay 3ISmMKkmM I ]

5.9.6 LLDP neighbors

LLDP neighbors display operation steps
/ £ A ONetviokiBg>ldDFH[ [ 5t YSAIK0o2NE YSydz Ay GKS yIF@gAa3alridArzy GNBS
shown as the following figure:
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LLDP Config

Capability Codes:
(R)Router,(B)Bridge,(C)DOCSIS Cable Device,(T)Telephone
(W)WLAN Access Point,(P)Repeater,(S)Station,(0)Other

c

SerialNumDevice ID Chassis-ID management Local interface Vian Hold Time Port ID Capability

Explanations

Configuration item Meaning
DevicelD Equipment Model Name
Chassi$D Equipment mac address
Mgm-IP Device Management IP
Localintf Local port number
Hldtme The amount of time that device information is held in a neighbor
device
Port-ID Neighbor port number
5.10UDLD

UDLD (Unidirectional Link Detection ):Layer 2 protocol for monitoring the physical management of Ethernet links using
fiber optic or twistedpair connections. When a ongay link (which can only be transmitted in one direction) occurs,

the UDLD can detethe condition, close the corresponding interface and send a warning message

UDLD supports two working modes; Normal (default) and Aggressive (defenaes

Click the Networking>UDLD Management" menu in the navigation tree to enter the "UDLD Management" interface,
as shown in the figure below
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Q AvCoMM 00000 i

B Shutdown Save
00000
System
UDLD
Ethernet Port 4
ort Confi UDLD Neighbors
Networking A
o c
© MAC Settings When the port UniDirectional the port is configure with an error down and logged
Port Mode Probe Time ( Seconds)
O STP
O A-Ring .
fel/1 s
O IGMP Snooping fel/2 s
O QoS fel/3 3
O LLDP fel/4 s
fe1/5
O LinkFlap e ¢
fel/7 s
O DHCP
fe1/8 3
Network Config i
gel/9 3
Security v
gel/10 s
Advance 4
admir Logout
Explanations
Configurationitem Meaning
normal UDLD cauletect unidirectionallinksand mark portsasundetermined

to producesystemlogs

aggressive UDLD can detect by unidirectional links. An attempt to rebuild thek is
made to send a UDLD message probe packet every 7 secddttiusre are no
UDLDechoreplies,the portis placed in theErr Disable

state

Probe Detectiontime

5.11Link Flap

Link oscillation is to close the interface whose physical state frequently changes Up/Down and make it in the state of
Down, so that the network topology will stop changing frequently back and forth. When the numberesfthe link

has wobbled over the polling interval exceeds the set threshold, alarm logs are generated and the port is set to Err
Disable staté

Click the Networking> LinkFlap" menu in the navigation tree to enter the "LiRlap Management" interfaces
shown in the figure below.
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. Up
Q AvcomM 09000 ..
W Shutdown
00000 ~
System
Link Flap
Ethernet Port i
Port Config
Networking ~
c
O VLAN
Id, figut
ORM I Sohines Polling interval
o STP Flap threshold
O A-Ring Recovery time

O IGMP Snooping
O QoS
O LLDP

O UDLD

O DHCP
Network Config v
Security ¥
Advance §7

admi Logout

Explanations

Configurationitem

Meaning

pollinginterval

The systemneedsto count the number of link oscillationsin unit time,
which is recorded as the link oscillation time interval

Instabilitythreshold

The Up/Down switch of interface state is recorded as one link

oscillation

recoverytime

Interfacedown after the setrecoverytime canbe UP,0 isdisabled

5.12DHCP

DHCP (Dynamic Host Configuration Protocol) is usually applied in large local area eetviratkments. Its main role

is to centrally manage and assign IP addresses, so that hosts in the network environment can dynamically obtain IP
addresses, Gateway addresses, DNS server addresses and other information, and improve the utilization rate of

addresses.
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DHCP client DHCP client
DHCP server

-

’N»

DHCP client DHCP client
5.12.1 DHCP IP address allocation

5.12.1.1 IRaddressallocation strategies
According to different demands of clients, DHCP provides three IP address allocation strategies:

Manually assigned addresses: static bound fixed IP addresses gt Agiministrator for a few specific clients (such

as the WWW server).Send the configured fixed IP address to the client via DHCP.

Automatic allocation of addresses: DHCP assigns clients an IP address with an unlimited lease period.

Dynamic allocation addss: DHCP assigns the IP address with a certain validity period to the clients. After reaching the
validity period, the client needs to +a&pply for the address. Most clients get this dynamically assigned address.

5.12.1.2 IRaddressdynamicacquisition
DHCP client DHCP server

<

N

(1) DHCP-DISCOVER

(2) DHCP-OFFER

(3) DHCP-REQUEST

(4) DHCP-ACK

IP address Dynamic acquisition process
As shown in the figure above, the DHCP client dynamically obtains the IP address from the DHCP server, mainly through
four stages:
(1) Discovery stage is where the DHCP client looks for the DHCP serveiefitreeads the DHGPISCOVER message
by broadcasting.
(2) Provide stage, that is, the stage where DHCP server provides IP address. After receiving tid SBGDAER
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message from the client, the DHCP server selects an IP address according to the priorityl digsilga IP address

and sends it to the client with other parameters through the DHBEFFFER message. The way of sending the DHCP
OFFER message is determined by the flag field in the DHSITFOVER message.

®3)

Selection stage, that is, the stage where the D&t selects the IP address. If multiple DHIFFFER messages

are sent to this client by DHCP server, the client only accepts the first received@HREIR message, and then
sends the DHGREQUEST message through broadcasting, which contains the IBsadsseggned by the DHCP

server in the DHCPFFER message.
(4)

confirmation stage, that is, the stage where DHCP server confirms the IP address. AfteREGICPST message

sent by the DHCP client is received by the DHCP server, only the server selecte@BLelient will perform

the following operations: if the address is confirmed to be assigned to the client, the-REKessage will be

returned; Otherwise, return the DHENPAK message this indicates that the address cannot be assigned to client.

5.12.2DHCP pool config
Enable DHGBnooping Operation steps

YIE@AILGAZ2Y

Save

Operation

1./ £ A O NetvioRKiSg>BHCAH 51 / t Ll22f O2y FA3I¢ YSydz Ay GKS
is shown as the following figure:
Q AvcomM 00000 ..
00000 ~
System
DHCP
Ethernet Port ¥
DHCP Pool Config Leases List Static Lez Config Port Bind Config
Networking ~
O VLAN DHCP Service Enable
O MAC Settings c m
O STP p
Pool name Status Subnet mask Lease time Ezf::tg:gww/ zz::gsggr:s:r
O A-Ring
O IGMP Snoaping
O QoS
O LLDP
O UDLD
O Link Flap
Network Config v
Security v
Advance v
adm Logout
Explanations
Configurationitem Meaning
Poolname Lengthof the DHCFServempool nameis 1~48
Subnetmask DHCRIlientcanautomaticallyobtainthe IP
DHCP client can automatically obtain the lease time of the address, |
Lease time scope is 099 days

Default gateway

DHCP client can automatically obtain the gateway

AVCOMMechnologiednc.

Www.avcomm.us 333WestLoopN, St460,Houston, TX77024

80


http://www.avcomm.us/
http://www.avcomm.us/
http://www.avcomm.us/

DNS address DHCP client can automatically obtain th8lS address

Domain service DHCP client can automatically obtain the domain

NetBIOS server DHCP client can automatically obtain NetBIOS server address

2. Fill corresponding configuration items.

0d /tAO] Gl RRé®

O\ AVCOMM' 00000 ..
00000 ~

System
DHCP
Ethernet Port v
DHCP Pool Config Leases List Static Leases Config Port Bind Config b
Networking ~

O VLAN DHCP Service Enable
O MAC Settings c m

© STP Default gateway/ Domain server/

Name server NetBIOS Server Operation

Pool name Status Subnet mask Lease time
O A-Ring

O IGMP Snoaping

© QoS

© LLDP

O UDLD

O Link Flap

O
Network Config v
Security 4
Advance 4

admin Logout

AddDHCP Pool Config X

Pool name |

Subnat mask | ‘

Leass time =
s+ Minutes

Default gateway ‘ ‘

Name server
Domain server

NetBIOS Server

Return

5.12.3 Port bind
Operation steps
1./ £ A O NetviokiSg>BHCHt 2 NIi 0AYR O2yFTA3I¢ YSydz Ay GKS yIF@Aa3alridazy
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shown as the following figure:

AddPort Bind Config

DHCP Pool

Port felf1 %

Explanations

Configurationitem Meaning

DHCPRPool Fixedvalue,createdaddresspool
IPaddress StaticlPaddressof the user

Port Matchingswitchport

2. Fill corresponding configuration items.
od® /fA01 al RRé®

: Businass Manags DHCP Sarver Config

DHCP Pool Config Leases List Static Leases Config Port Bind Config
c i
DHCP Pool Port IP address
aa fel/1 192.168.0.10 zf

5.12.4 Static client config

In the DHCP network, users who obtain IP addresses staticallyDlH@® users) may have various attagkshe

network, such as imitating DHCP Server and constructing false DHCP Request messages. This will bring some security
risks for legitimate DHCP users to use the network normally.

In order to effectively prevent ne®HCP user attacks, the device can bebégthto generate static MAC table entry
functions based on the DHCP Snooping binding table. After that, the device will automatically execute commands to
generate static MAC table entries for all the DHCP user's corresponding DHCP Snooping bound w&bledigertine
interface, and at the same time shut down the interface's ability to learn dynamic MAC table items. At this point, only
the source MAC and static MAC table item matching message can pass through the interface, otherwise the message
will be disarded. Therefore, for noilDHCP users under this interface, only if the administrator manually configures the
static MAC table items of such users, their messages can pass, otherwise the messages will be discarded.

Static client configuration can hesed to satisfy specific devices (such as servers) that require a fixed IP address.
Operation steps:
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MO |/ t NEMorkidgkDHCRE { (G GA O t S 484 O2yTAIE Y S yinderfdce/ thdlikeSace’ | A I+ {

Add Static DHCP Config

DHCPPool  aa

P address |
e
2l -

is shown as the following figure:

Explanations

Configurationitem Meaning

DHCRPool Fixedvalue,createdaddresspool
IPaddress Inputthe IPaddresseedsto be banded
MACaddress Inputthe MACaddresseedsto be banded

5.12.5 Leases list
Operation steps

M® / f NédforkidgDBHCRy [ 9! { 9{ fA&0G¢ YSydz Ay GKS yIlI @Aaalrarzy GNBS
the following figure:
Current Position :  Business Manags / DHCP Server Config

DHCP Pool Config Leases List Static Leases Config Port Bind Config

[

SerialNum MAC address IP address Expire

6. Networkconfig
6.1 Interfaceconfig

1. Interface description
L3 interface is mainly for device IP address settingM@b of this device, it only supports manual IPV4 setting.
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O AvcoMM 07000 .

B Shutdown Save
00000
System v
Interface Config
Ethernet Port 4
Networking v c
Network Config ~ Interface Enable Status Mode IP address Description Operation
vianif1 Up static 192.168.1.254/24 W &
O Gateway Settings
O ARP Settings
Security v
Advance v
Maintenance 4
Jump TotallPage, 20 entrys per page
admi Logout
2. Explanations
Configuration item Meaning
IPV4 IP address adopts Dotted Decimal Notation, e.g. 10.110.50.101

3. Operation steps

Stepl Clickthe éNetwork config>L3A y (i S Nidferu @ $hé navigationtree to enter the
interface,the defaultiPV4addresss: 192.168.1.254/24

Step2 If user needs tehangethe IP,OK 2 2 & S ¢fill 2lRike ARIressand gateway,
clickd ! RR¢ @

Step3 If it shall be used as start configuration, enter the ¢Systenrrunning

O 2 y Tohsavingthe settings.

% Explanation

After change IP, you need to login with the new IP address to enter the Web interface.

6.2 Gateway Settings

Static route is manually set by the netwa#ministrator. In a network with a relatively simple network structure, the

network administrator only needs to manually configure the static route to achieve network interoperation. Static

route is typically configured in a small network with a fixed tiogg. Using appropriate static route in the network can

reduce route selection problems and overload of route selection data flow, and improve the forwarding speed of

packets. When the network changed, the network administrator needs to modify the coafignmparameters again

to ensure normal network communication.

Operation steps

1./ £ A O Netviok Sonfig> Gateway Settings YSydz Ay GKS yIlI @A3IlIGA2y GNBS G2
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shown as the following figure:

5 up
QO AVCOMM 09000 .. ,
H Shutdown B save
090000
Systern
Gateway Settings
Ethernet Port 7
Networking v c m
Network Config ~ Number  Destination prefix Mask Gateway Distance Operation

O Interface Config

O ARP Settings
Security v
Advance 4

Maintenance 7

Jump Total1Page, 20 entrys per page
admi Logout
Explanations
Configurationitem Meaning
Destination Setdestnetwork of the route
prefix
Gateway SetlPaddressf destnetworkroute path previousandnextnodes
Distance Specifiedroute manageddistance. The distance shorter, the priority highel

2. Fillcorresponding configuration items.

od® /fA01 aFlRRézZ GKS AYOGSNFIOS Aa akKz2gy la GKS F2tf26Ay3

c X
SerialNum Destination prefix Mask Gateway Distance handle
1 10.1.1.0 24 20113 1 Ty

6.3 ARP Settings

ARP (Address Resolution Protocol) is the Protocol for resolving IP addresses to Ethernet MAC addresses (or physical
addresses).

In a LANwhen a host or other network device has data to send to another host or deviceisit know the other's network

layer address ( IP address). But having an IP address is not enough, because IP datagram must be encapsulated in frames |
be sent over theghysical network, so the sending station must also have the physical address of the receiving station, a
mapping from the IP address to the physical address is required. ARP is the protocol for implementing this functionality.
After the device parses to éhdestination MAC address through ARP, it will add an IP address to MAC address mapping

entry in its ARP table for subsequent forwarding of messages to the same destination.
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ARP table items are divided into dynamic ARP table items and static ARP takle item

w Dynamic ARP table items
Dynamic ARP table items are automatically generated and maintained by ARP protocol through ARP messages, which

can be aged, updated by new ARP messages, and covered by static ARP table items. When reach the aging time or
interface down, corresponding dynamic ARP table entries will be deleted.

w Static ARP table items
Static ARP table entries are manually configured and maintained without aging or being covered by dynamic ARP table

entries.

Configuring static ARP table entrieereases communication security. The static ARP table entry can only use the
specified MAC address when communicating with the device with specified IP address. The attack message cannot
change the mapping relation between the IP address and MAC addr#ss table entry, thus protecting the normal
communication between this device and the specified device.

Static ARP table entries are divided into long static ARP table entries, short static ARP table entries guuat rAREP

table entries.

When configiring a long static ARP table entry, in addition to the IP address and MAC address entries, you must
configure the VLAN and outgoing interface for the ARP table entry. Long static ARP table entries can be used directly
for message forwarding.

When configuing a short static ARP table entry, you only need to configure the IP address and MAC address entries. If
the outgoing interface is a layer 3 Ethernet port, the short static ARP table item can be directly used for message
forwarding. If the outgoing intedce is a VLAN interface, short static ARP table entries cannot be directly used for
message forwarding. When needs to send the IP packets, it needs to send ARP request packet first, if the received
response message in the source IP address and source Wik€sa is the same as configured IP address and MAC
address, it will add the interface of received ARP response message into the static ARP table entries, after this, it can
be used for forwarding IP packets.

The multiport ARP table entry is formed by da@uring the short static ARP table entry and the multicast MAC address
table entry. If the MAC address in the short static ARP table entry is the same as the MAC address in the multicast MAC
address table entry, the mulport ARP table entry will be gersged. If the device is sending IP packets, the rpdti

ARPable entry guides IP packets to be sent from multiple outgoing ports.

6.3.1 ShowARP

Operation steps
1./ £ A O Netvibfk Sonfig> ARP Settings YSydz Ay GKS yI @AIlF w2 yé NWNWBSNEROSY G ER
shown as the following figure:
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O AvCOoMM

[B Save
System v
Ethernet Port v
showARP  Static ARP  ARP Settings
Networking v
IP address MAC Qutput port Type Expire QOperation
O Interface Config
192.168.1.2 d8:¢c4:97:d3:75:d7 vianif1 Dyn 139 T
O Gateway Settings
Security v
Advance ~
Maintenance v
| R —
6.3.2 Static ARP
Operation steps
/ £ A O Netviofk Bonfi> ARP Settings Y8y dz Ay GKS yI @Aaalrdazy GNBS (2 SyidsSN

shown as the followinfjgure:

ARP Config
show ARP Static ARP ARP Config
c Ea
SerialNum IP address MAC handle
|P address
MAC
Return
Explanations
Configurationitem Meaning
IPaddress AddedstaticlP
Mac Macaddressvhichmatchedwith IPaddresswhich

6.3.3 ARP Settings

Operation steps:
1./ £ A O Netviofk Bonfig> ARP Settings YSydz Ay GKS yI @A ARPBatthgs A YNBSNFIG 0SSy it KN
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interface is shown as the following figure:

ARF Settings

show ARP Static ARP ARP Settings

C
Interface ARP Age Time( Seconds) Arp Proxy
vianif1 180 |

timeout: Min is 30, max is 28800, default is 20%60 senconds.

Explanations

Configurationitem Meaning
AGETIME Rangel-2147483647s defaultis600s
7. Security

7.1 Access Control

As the network size and flow data enlarge, control 8exurityand distribute the bandwidth become very important.

It can prevent illegal user to access the network by data packets filtering. At the same time, it can save the data flow.

ACL adopts matchemdessages rules to filter the data packets.

Operation steps

1./ t A O BecurigeBccess Contrél YSydz Ay GKS ylF@A3aladAzy GNBS (G2 SyGiSNJ G
the following figure:
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Q AvcomM

System

Ethernet Port

0 .
B Down

B Shutdown
m

Save

Total1Page, 20 entrys per page

Networking v Configure access policy, default is disabled, If specify all host which not matched rule list will be forbidden. Please add rule list first.
Network Config ~ © Disable
IP listed below, access this device.
Security -~ IP listed below, access this device.
O Attack Protection
c i
O ACL
Number IP address Service Operation
© Warning
© 802.1x
Advance v
Maintenance ~
admir Logout
Explanations
Configurationitem Submenu meaning
Setthe filter rules Disable Defaultis disable

Meet the rules, allowed access
this
device

Meet the rules, forbiddenaccess
this
device

Setthe accessule

IPaddress

InputIPaddress

Service

Allincludeboth: HTTRelnet

A Attentions

Defaultisd RA & I 0 f S éAkbwed, BlhastwBich hdimatEhed ruldist will be forbidden, please add rule list first.

2. Pleasadd the device access rifeA NE& (i ® Séchrifp@ccesdiGorah@ 2 v ¥ A 3 dz

navigation tree to enter the interfacej pH dmMcy ®n PMMK H N X
I.

00Saa

KA &

RSOAO0S¢és Of A0
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Access Control

Configure access policy , default is disabled. If specify = =, all host which not matched rule list will be forbidden. Please add rule list first.
Disable

© IP listed below, access this device.
IP listed below, access this device.

c i
SerialNum IP address Service handle

1 192.168.0.1/24 ALL o]

7.2 Attack Protection
To enhance the security of the switch, it is enable to open attack protection.

Operation steps

1./ £ A OlSecirigB! @i O1 LINRGSOGA2Y € YSydz Ay (GKS yIF@A3ardAazy a1
RSOAOS tLbDé 9 a¢/t {,b ! ¢c¢! /Y LINRGISOGA2YyEésT aSi GKS @I
shown as the following figure:

O AvcoMM 09000 .. .
00000 ~
System
ent Position: ~ Securit Attack Protection
Ethernet Port v
c
Networking v
Ignor PING Enable @ Disable  Ignore
Network Config v
SYN DOS ATTACK Enable @ Disable  TCP SYN ATTA

Security ~

O Access Control

O ACL

O Warning

O 802.1x
Advance 4
Maintenance i

admin Logout
Explanatiors
Configurationitem Meaning
Ignorepingpacket IgnorepingLJl O | afatkQ &

SYNDOSattackprotection | TCRSY Nattackprotection

CPUeceivethreshold Scope 0-100000 defaul:0 meansnorate limit if overthe scope,
no rate receive

7.3ACL

The Access Controlist (ACL) can realize the packet filtering via configuration of matching rules and processing
operations on packets.
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After the port of switch receives a packet, it analyzes the fields in the packet based on the ACL rules applied on the
current port. After identifying a specific packet, the switch allows or blocks the corresponding packet from passing
through according to a preset policy.

The packet matching rules defined by the ACLs can also be referenced by other functions that neeajtoshistaffic,

such as the definition of traffic classification rules in QoS.

The ACL is a collection of permission and denial conditions that apply to packets. When receiving a packet on an
interface, the switch compares the packet field with the AGkdusand judges whether the packet is allowed to be
forwarded based on the criteria specified in the access control list. The ACL can classify the packets with a series of
matching conditions, which can be the source MAC address, destination MAC addAddsetdl. of the packet.

7.3.1ACL
Based on IP ACBasic IP ACL'  Set the rules based on the source IP address of the packet, ACL ID re0@e99%R

Senior IP AQlAdvanced IPACL { SG G KS Nz Sa o6l aSR 2y GKS pa@adsle®. Lt | RR
ACL ID range 100~999

Operation steps

MO / f B&irityABLSIPACE YSydz Ay GKS yIFI@Aa3alidiArAz2y GNBS (2 SyGaSN Gk
following figure:

ACL Config

GROUP

c

Group ID RulelD ACTION mC/ Direction UDP DHCP Option82 VLAN Time-Range  handle
Explanations
Configurationitem Meaning
GroupID range:199
Rule Scope 1-127
Action ACINHzf S&a Y 2NLIG RGN @ &
TimeRangename Inputtime-rangename

2. Fill corresponding configuration items.
od /tAO01 daFRRéxX GKS AYyUSNFIFIOS Aa akKz2gy Fa GKS F2tft2gAy3
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ACa IVIA Hule

GrouplD 1 %
RulelD ‘ scope:1-127
ACTION deny % ACTIO
MAC |
VvID ‘ ‘ vian id of mec
Direction s Dirsction
upP s udp
Optlz;zz s DHCP Option82
vLan | 1
Time-Range s any time is valid if no input

7.3.2 ACL GROUP config
After creating the list, it has to be applicated to the ports that you need to set.

Operation steps
1./ t AOTSeciirig\CLEy ! / [ Dwh!t O2yFA3Ié YSydz Ay (GKS ylFI@Aaaridrzy
shown as the following figure:

Q Avcomm 09000 ..

M Shutdown

00000 -~

System .
ACH
Ethernet Port w
ACL GROUP Config ACL
Networking v
(&
Network Config v m
Port ACL ListiD
Security ~
O Access Control
O Attack Protection
O Warning
O 802.1x
Advance v
Maintenance &
by
admin Logout
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Add ACL GROUP Config X

Port Mie1/1 [He1/2 [Ie1/3 [lfel/4 [He1/5 [lel/6 [Hel/7 [Hel/8 Select Al

MAC ACL s

Return

Explanations

Configuration item Meaning

ACL ID The created ACL ID to be applicated on the ports
2. Fill corresponding configuration items.
od /tA01 GFrRRéX GKS AYUSNFIFIOS A& akKz2gy a GKS F2tft2¢Ay3

ACL Config

c 2

Port ACL ListiD

fe1/1 1

7.4802.1x

The 802.1)protocol is a porbased network access control protocol that addresses the authentication and security
issues in Ethernet, which can authenticate the accessed client devices on the port of the LAN where the devices access,
S0 as to control the access dient devices to network resources.

The 802.1X system consists of three entities: Client, Device, and Authentication server as shown in the figure below.
The system used 802.1x is a typical Client/Server structure, it includes Supplicant SystepAuthenticator System
(Terminal Deviceé & Authentication Server Systefuthentication server . It is shown as the following figure

Authentication

1
1
. 1
Supplicant System | Server System
1
1
1

Authenticator System

1 1 1

i 1 | |
] 1A i i
] 1 A i i
I B : Authenticati !

i ; i { uthentication
E Supplicant PAE E : Serwce§ Offer,ed by AUthSRtécator 4 » Server i
: 1 [ Authenticator’ s i EAP protocol! i
: 11| System ] i exchanges | |
: i i ' carried in E :
: . Port  higher layer ! i
i ! E xunauthorized i protocol ) L
. | ! i i
: i | 1 1
' | | : |
: P y ! ! :
RN [ N—— § I — S : .
\ 4 v
/ LAN/WLAN

The client is a user terminal device that requests to access the LAN, which shall be authenticated by the device in the

LAN. The client shall have the software that supports 802.1X authentication.
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¢tKS RSOAOS A& || ySie2N] RSOAOS (2 O2yiNRf GKS OfASyidQa
authentication server, provides the client with the port (plogd or logical) for accessing the LAN, and authenticate the

client connected through the interaction with the server.

The authentication server is used to authenticate, authorize, and charge clients, which is usually a Remote
Authentication Dialn User 8rvice (RADIUS) server. The authentication server verifies the validity of the client based

on the client authentication information sent from the device, and transmit the authentication result to the device,

which judges whether the client is allowed tocess the LAN. In some snsdhle networks, the device may also take

place of the role of the authentication server, that is, the device locally authenticates, authorizes, and charges the
client.

[
I Authenticator system 1 | : Authenticator system 2

|
IControlled port  Uncontrolled port: IControlled port  Uncontrolled port

l Port unauthorized Port authorized

ol LAN B LAN gl

802.1x working mode
IEEE 802.1x authenticator systemopts EAP(Extensible Authentication Protocol) to exchange the authenticator
information between the client and authenticator server.

EAPOL ,
Supplicant System Authenticator System RADIUS Authentication Server

PAE i g PAE r 1 System

w Between client PAE and device PAE, EAP protocol message uses EAPOL encapsulation format, it is directly hosted
in a LAN envonment.

w Between PAE on the device end and RADIUS server, EAP protocol messages can use EAPOR (EAP Over RADIUS)
packaging format, which is hosted in RADIUS protocol; It can also be terminated by PAE on the device end, and
PAP protocol or CHAP protocol reages are transmitted between PAE on the device end and RADIUS server

w When the user is authenticated, the authentication server passes the user's relevant information to the device
end, where PAE determines the authorization/authorization status of thetrotbed port according to the
instructions of the RADIUS server (Accept or Reject).

7.4.1 Global config

Network access control based on 802.1X access control: Auth & control to the access devices which connect with the
interface of LAN.

Operationsteps

1./ £ A OPBecurige802.4xp It 2061t O2yFTAIAE YSydz Ay (GKS yIF@AIlLGA2Y GNB!
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as the following figure:

QO AVCOMM

System

Ethernet Port 4
Networking 4
Network Cenfig v

Security ~

O Access Control

07000 .
M Down
M Shutdown Save
090000 ~
202

02.1x
Confi Port Config User Account
(&

802.1x auth Config

Enable

o Attack Protection Radius server Remote © Local
o re Reath Period it Seconds scope: 1-65535
& Wi Radius ssrver Config
P adross 127001
Advance v Port 1812 soope:1-65535
Meintenance v A s
adm Logout
Explanations
Configurationitem Meaning
Mode Singleoption. With enable& disableoption, defaultis disable
Radiusserver Singleoption. With remote & localoption, defaultislocal
Radiusperiod Authentication update interval, default is 30 seconds, range: 1~65535.
the successful authentication of 802.1x, the user shall be re-
authenticatedat a certain interval, which shall be controlled by a
re-authenticationtimer.
IPaddress Enterthe Radiusserverto configurethe IPaddress
Port Enterthe Radiusserverto configurethe IPport. Scopel ~65535
Auth password Consistentvith Radiusserverauthenticationpassword
Maximum Numberof certificationretries.Scopel ~10
reauthenticate After the switch sends the authentication request frame to the user for
first time, no response from the user iisceived within the specified time,
and the switch will send the authentication request to the user again.
switch no longer sends the authentication requeti the user repeatedly
when the sending number reaches its maximum.

2. Fill corresponding coigluration items.
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od /EtAO] a! LI e¢x

802.1x Config

802.1x auth Config
Mode

Radius server
reauth—period
Radius server Config
IP address

Port

7.4.2 Port config

© Enable Disable

Remote @ Local

127.00.1

1812

GKS AYGSNFIOS

Aa aK2g6y & GKS F2if26Ay

Network access control based on 802.1X access control: Auth & control to the access devices which connect with the interface

of LAN. Operation steps
1./ £ A O PBeclirity=802.6xH

following figure:

LRNI O2yFTA3¢é YSydz Ay (GKS ylI@Aa3alraAzy GNBS i

802.1x Config

Port Enable Auth mode

X s s
fe1/1 s
fe1/2 $
fe1/3 $
fel/4 :
fe1/5 =
fel/6 =

Explanations
Configurationitem Meaning

Port

Singlechoice fixedvalue

Authmode

Choosehe port authmode: Auto
mode

Forceauthsuccess

Force auth fail Mac

auth

Defaultisauto mode

2. Fill corresponding configuration items.
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GKS AYGSNFIOS Aa aK2gy +a GKS F2ft2gAy3

¢
¢
™=
™M

od /A0 &l

Currant Position :  Network security 802.1x Config

Global Config Port Config User Config

Port Enable Auth mode

p. s s
fe1/1 Auto $
fel/2 Force auth success %
fe1/3 Force auth fail B

7.4.3 User config

Network access control based on 802d¥ess control: Auth & control to the access devices which connect with the interface

of LAN.

Operation steps

M® / f SeOrity>80R. BB adza SNJ O2y FA3Ié YSydz Ay (GKS yIr@Aaalrairzy GNBS
following figure

Explanations
Configurationitem Meaning
User Username
Password Password
Authentication ItincludesMD5,TLS, MSCHAP\PEAPTTLSTLVGTCSIM

2. Fill corresponding configuration items.
od /tA01 al RR¢X (i Ki@BlowhgTfigBeNF I+ OS A& aKz2gy a GKS
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Global Config Port Config

User name Password Auth type handle
123 123456 md5 w
7.5Warning

7.5.1 System alarm

The device supports power alarm, user can configure it according.
Y8ydz Ay GKS yFr@A3FGrzy (GNBS G2 SydsN GKS

1./ £ A O Becurit@eSVaraing
figure:

Q AvcoMM 09000 .
00000 -~
System ~ e ——

Ethernet Port 4

Warning

Save

System alarm Link alarm
Networking v
c
Network Config v
Enable
Security ~
CcPU 0 % scope:30-100, Send alarm while overload threshold
O Access Control
Memory 0
O Attack Protection Power
o ACL Packet Error

CPU usage 3.0%

Memory usage 36% (free:79840 KB, total:124400 KB)

O 802.1x

Alarm
Advance w
Maintenance w
admin Logout
Explanations
Configurationitem Meaning

Enable

Alarmsetting

Power

Enable/disabl@oweralarm

7.5.2 Link alarm

User can configure Link alarm

according.

M® / f Sedrity>0VErBingg [ Ay 1 FfF NYéE

as the following figure:
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Alarm-config

“

fel/1
fel/2
fel/3
fel/4
fel/5
fel/6

fel/7

Explanations
Configurationitem Meaning

Port Enableor not

8. Advance
8.1Time Range

Configuration of effective time periodmables the user to make ACL setting of the message for time periods distinguish.

Time periods are used to describe a particular time range. Users may have requirements that some ACL rules need to be
enforced at some time or other, and that they are noeddor packet filtering during other time periods, commonly referred

to as time period filtering. At this point, the user can configure one or more time periods and then reference that tiode peri

when the ACL rules are configured to implement tingsed AL filtering.

The configuration for time periods is as follows: configure period time periods and absolute time periods. The configuration
cycle time period takes the form of the weekly days. Configuring absolute time periods takes the formtohsttwtend time
Operation steps

1./ £ A OBecitieFimé&Range YSydz Ay (GKS ylI@A3aldGAzy GNBS (2 SyidSN GKS
figure:
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Q AvCoMM 5

o o ° ° ° 5 Sudoun B save
larm
System v
Time Range
Ethernet Port v
C Add Time
Networking v
Name Time Operation
Network Config v
Security v
Advance 2

O Devices Log

Maintenance 4

admin | Logout

Add Time—Range 4

[y

Time—-Range Name © Absolute © ' Periodic
Start 00:00 ® 2018/01/01 O

End 00:00 ® 2018/01/01 0O

Time 00:00 - 23:00

Week Mon B Tue BWed ®Thu ©IFri HSat ©Sun

Explanations
Configuration item meaning
TimeRange name Input TimeRange namewith optional absolute time & period time
Absolute time Set the beginning time to end time, different absolute time segment
can be set, or not set absolute time
AVCOMMechnologiednc. WWW.avcomm.us 333WestLoopN, St460,Houston, TX77024
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Period time {SG GKS RIFIed F¥2NJ GKS 6SS1
segment can bset, or not set period time.

bazys ¢

2. Fill corresponding configuration items.
od /tAO0] aGFRRéZ GKS AYyGSNFIOS Aa akKz2gy

I a

GKS F2fft26Ay13

|:AddTime
Name Time
work Absolute 08:00 2018-01-01 - 18:00 2018-01-01 ‘%J
Refresh |

8.2Devices Log

To facilitate the user to view the device interface connected to the device relafimenation.

Click the Advance>Devices Ldgmenu in the navigation tree to enter the interface, as shown in the figure below.

5 Up
A\ AvcoMM 07000 ..
B Shutdown
00000
System
T G [ ook
Ethernet Port v
) &
Networking v
Network Config v Number Interface Vvid MAC 1P
Security v
Advance ~
O Time Range
oL L«
Maintenance v
- m EEDEE
admin Logout

9. Maintenance
9.1System Log

1. Interface description

Save

TotallPage, 20 entrys per page

Function: Check the device log information(history recardlpad device log to tftp server, the interface is shown as the

following figure:
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up
Down

Shutdown
Alarm

System Log

QO AVCOMM .

System v

Ethernet Port 4

Systen

Networking v

Network Config 4 ¢

Security v

Advance v 1970/01/01 08:00:16 HSM
1970/01/01 100:1
1970/01/01 100z

Maintenance &S 1970/01/01 08:00:16 HSM
1970/01/01 100:1

1970/01/01 08:00:
1970/01/01 08:00:
1970/01/01 8

1970/01/01
1970/01/01
1970/01/01
1970/01/01 08:00:
1970/01/01 08:00:

O Diagnositcs

O NTP

O Reboot 1970/01/01 08:00:
2020/01,/01 1 00: 0
2020/01/01
2020/01/01 :00:0

2020/01/01 00:00:08 HSM:
2020/01/01 00:00:08 HSM:
2020/01/01 00:00:

O Firmware Upgrade

2020/01/01

2020/01/01

2020/01/01 00:31:1
2020/01/01 00:31:35 WEB

admin Logout

2. Operation steps

@ ounit
©unit
©ounit
©ounit
©ounit
@ ounit
©unit
©ounit
tounit
©unit
@ ounit

0 switch 88EBOY7F SW_MODE_TEST
0 g_irq mask 0x0082

0 port 0 irq en 0x6c00

0 port 1 irg en 0x6c00

0 port 2 irg en 0x6c00

0 port 3 irq en 0xbc00

O port 4 irg en 0x6c00

0 port 5 irg en 0x6c00

0 port 6 irg en 0x6c00

0 port 7 irg en 0x6c00

: system start
: [g=m_discover_int 330]
: udp_discover_int

RA: socket ()

uwnit 0 marvell events IRQ handler
unit 0 marvell events IRQ handler

08 ZEBRA: vlanifl changes to UP

: fel/T is up

: admin login from 192.168.1.2
t Board verification OK

© admin@l92.168.1.2: 1

0 switch 88E6097F has been started.

Clear

: unit O cpu_port 10 cascade_port 0 phy_addr 0 dev_mum 0
: HSM_HW_SINGLE_UNIT

Step 1

Ot A O1

R¢ O

/ £ A O MainfeRaBice®ystemLag YSydz Ay
input the TFTP server address: e.g 192.169.1.125, feéha @ RA I NB € X
! L 2t

GKS yIGAIL (A2

LT Al
O2y FA3¢

Step 2

akKltt o
T2N a

¢
S dza SR
I OAY 3

ISgstederiiiniNgd O2 y T A 3 dzNJ

iKS

aStiray3ao

9.2 Reboot

Operation stegs

/ £ A OWMainfieKacdha NB 6 2 2 G ¢
shown as the following figure:
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