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1 Summary

The Instructions mainly describe the simple configuration for WEB page operation of the
switch, and users can manage the switch through the WEB page of the switch. The main

features of WEB access are:

Easy toaccess: users can easily access the switch anywhere froetloek.

Users can access WEB pages of the switch with their familiar browsers such as
Microsoft Internet Explorer, etc., and WEB pages are presented to users in graphical
and tabulaforms.

The switch provides rich WEB pages through which users can configure and manage
most of the switch'&inctions.

The classification and integration of the WEB page functions is convenient for users
to find the relevant pages for configuration amhagement.

% Explanation

1. Please use the Internet Explorer browser above ve8ion
2. When you log in the switch and set or changeWbpage, you should pay attention to save and click the
"saveconfiguration"underthe "systemmaintenance"Otherwise your setupor changewill not be savedafterthe

5

5

switch is restarted.

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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2 Login the Web Page

2.1Login the Web network management client

By opening the Web browser, users can enter the default address of the switch in the address
bar:http://192.168.1.254nd press the Enter key, as shown in the following figure:

@ w0 http://192.168.1. 254/ v

The login window is popped at this time, as shown in the following figure. Enter the default
management username: admin and password admin, click the <login> button, you will see the
switch's system information.

Managed Industrial Ethernet Switch

User |

Passwd

@Explanaﬁon

1.When you log in awitch, the IP segment of the PC should be consistent with the switch nedgorént.
2.When you log in a switch for the first time, set the IP address of PC to be 192.168.1.x (x represents 1~254,
except 254), the subnet mask to be 255.255.255.0, but tfdPi® can't be the same as that of the switch, that is,

it cannot bel92.168.1.254.
3. The WebServenf the switch provides 5 times to enter username and password. If you enter incorrectly for 5

times, the browser will display "Bad passwords ,too manyrk&sliwait ten minuts” error information. The user
need to wait ten minutes , and enter the correct username and password; after loggiMyabSbeerjt is

recommended to modify the username pasksword.

2.2 Client interface composition

The client ofthe Web network management system is as shown in the following figure, which
contains the setting navigation and operation areas.

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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I0 000D O @I Port pannel Save operation
System infomation
Device infomation -+ 24 Usage [ g
Switch
20210610

switch 8% 76%
5.0.0 build 845 v 3
90:7eba:10:22:18

0Day, 0 Hours, 3 Minutes, 3 Seconds

uTC+8

2020-1-1 8:03:10

Setting navigation )
= Opleration area

Exit operation

Area Explanation

Port pannel Port status

Setting navigation | The corresponding navigation candmdected for all operating
functions

Exit operation Click the icon to return to the login interface

Operation area Specific settings and operations for all functional modules

2.3Web interface navigation tree

The menu of Web network management maiptgvides 6 menu items such as system
manage, interface manage, business manage, route manage, network security, and system
maintenance. There are submenus under each menu option, as shown in the following table.

Menu item Submenus Explanation
System System Display product information & running information
manage information
Management | Save configuration, restore factory Settings and downlo:
file and upload configuration files
User config Config user name, password, limitation

Access config = Enable/disable TELNET service, configuration of
HTTP/HTTPS service
SNMP config = Provide configuration for SNMP

Interface Port Configuration for port rate, flow control
manage management
Storm contorl = Support the storm control of theoadcast, unknown
multicast and unknown single broadcast, previbiet
broadcast storm of these three types of messages
Portrate limit = Provide configuration for port rate

Mirror Provide configuration for port mirror

LACP Provideconfiguration for LACP

Isolateport config Provide configuration for layer 2 port isolation

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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Port statistics

Provide query port profiles and detailed statistics

Business
manage

VLAN
configuration

Provide the functions afonfiguring and querying
VLAN, interface information

MAC configuration

Provide the functions of configuring and querying the
MAC address table information, MAC aging time,
MAC learning and static MAC

Spanningtree
configuration

Provide thefunctions of configuring and querying tt
device STP global configuration, instance configurati
instance configuration management agwhfiguration
management.

ERPSRing Config

ERPS Ring Config

RING Config

ring config

IGMP-snooping
config

Provide the functions of configuring and querying the
IGMP Snooping configuration and static multicast

MLD -snhooping
Config

IPv6 multicast address listening is provided

QOS config Provide the functions of configuring and querying QC
globalconfiguration and configuration management

LLDP config Provide the functions of configuring and querying QC
global configuration, configuration management and
LLDP neighbors

UDLD Config Single pass link detection function

Link-flap-config

Link oscillation detection function

DHCP Server; Provides configuration for DHCP Server, address po

config client list, static client configuration, and port binding
Route manage¢ L3 interface L3 interface configuration

Checkroute Check all the route information

Static configuration

Provide the functions of static route configuration

RIP configuration

Provide the functions of RIP route configuration

OSPF
configuration

Provide the functions of OSPF rowtenfiguration

VRRP
configuration

Provide the functions of VRRP route configuration

ARP configuration

Provide the functions of ARP route configuration

ND-config

NQA-config
Network Access config Provide filter rules and device access rules
security configuration

Attack protection

Provide attack protection configuration function

ACL config Provide ACL config function
Traffic monitor Monitor data of each interface entry
Alarm config Configation for power, port alarm

802.1X config

Provide configuration and query functions of global

AVCOMM technologies Inc.

www.avcomm.us
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802.1x authentication configuration and Radius serv
configuration
onvif-config Onvif device information display
QINQ-config QINQ function setting
Time Range Confi¢ Time period setting
Devicesconfig Connected device information display
VOIP-config Voip Connected device information display
System NTP config Provide configuration & NTP server checking functio
maintenance = Log config Display the log of thelevice
diagnostic Porvide Ping, Traceroute, port circuit function
Reboot device Reboot the switch
Online upgrading = Upgrade the software version of the switch

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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3 System manage

3.1System information

3.1.linterface description

The panel display area ®¥ebnetwork management can display the product information of
the switch very intuitively, according to the switch connected to it. Its display contents
include portsquantity, ports condition, system information, versimfiormation and running
status. The interface is shown as the followiggre:

0000000 DOD Bisae

System Infomation

Device infomation c 4 Usage c

Switch

20210610

switch 8% 76%
5.0.0 build 845 v B
90:7ebar10:22:18

0Day, 0 Hours, 3 Minutes, 3 Seconds

uTC+8

2020-1-1 8:03:10

% Explanation

Click one of the ports, it shows the port number, type, transmission rate andYstatcen modify "Device name”,

"Device time", and click "Submit" to coptete theconfiguration

3.1.ZExplanations

Configuration = Meaning
item

Device model = Model number
Device name  Network identification used by devices to facilitate the judgment by
integrated management tools

Hardware Display the hardwareesrsion of the device, pls pay attention on the
version hardware limitation from the software version
Software . . .
version Display the version and release time of the current software
Running time Current device running time
CPU usage CPU runningnformation
Memory usage . Memory running information
CPU MAC MAC address of the device
AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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3.1.30peration steps

Step 1  Click the "System configuration" menu in the navigation bar to enter the "Sys
configuration" interface. ClickSystem information".

Step 2  You can carry out Device name, time related modification settings. Click "Sul
to complete settings after modification.

Step 3  If you need to make it as a startup configuration, you need to enter "System
maintenance" and save it under "Save settings".

3.2User management

3.2.lInterface description
The user can view the current username and permissions of the switch, and modify the
username, password and permissions. The interface is showrfalfothieg figure

admin S sdministrator o @

User name

Password

Comfirm Password

Privilege ewe -

3.2.ZExplanations

Configuration Meaning

item

User name Di splay the username of the ac
empty or contain characters.

Password The password to manage the use
containcharacters.

Permission It divided into the administrator permissiodministrator, and the

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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ordinary user permissidnViewer .

3.2.30peration steps

Step1  Click the "System configuration" menu in the navigation bar to ¢hétSystem
configuration" interface. Click the "User management" tab, and you can see 1
defaultusernameadmin, passwordadmin

Step 2  If a user needs to submit a new user, click "Add user". If a user needs to dele
username, clickDelete".

Step3 |If you need to make it as a startu
mai ntenancedo and save it under f@ASa

3.3 Configuration Management
3.3.1Management file

The user can view the current running configuration. Click' 8ystem manage” menu in the
navigation bar to enter the "System manage" interface. The interface is shown as the
following figure

version 5.0.0 build 845

ip http-server all

ip http-server language en
ip telnet-server

!

username admin password LUBzCOSQIGmP6
|

interface trunk2

|

interface gel/l
trunk 2
!

interface gel/2
trunk 2
!

interface gel/3
!
interface gel/4
!

nterface oal /5

If you need to make it as a startup configuration, you need to save it under "Save settings"

3.3.2The start config

If you needto make it as a startup configuration, click the "System manage" menu in the
navigation bar to enter the "System manage"
interface is shown as the following figure

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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version 5.0.0 build 845

ip http-server all

ip http-server language en

ip telnet-server

|

username admin password LUBzCOSQ3GmP6
|

interface gel/1

|

interface gel/2
|

interface gel/3
|

interface gel/d
|
interface gel/5
|
interface gel/6
|

interface ool /7

If you need tomake the factory default as a startup configuration, you need to click restore,
and then reboot the device. User also can download the startup configuration file by click
fdownl oaddo to get the A.conodo file.

3.3.3Management file

The user can view the current nimg configuration. Click the "Management file" menu in
the navigation bar to enter the interface. The interface is shown as the fofiguwieg

File path choose file | No files were choosed

retart automatically

If you need to make it as a startup configuration, you need to click "choose file" and upload it.

3.4 Access onfig
3.4.1Telnet config

1. Interface description
After enable TELNET service, TELNET terminal can connect with the switch by TELNET

via PC, the interface is shown as the followiiggre:

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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&

HTTP-config

HTTP Sarvice & Enable
HTTPS Service 4 Enable
Port

Telnet-config

Telnet Service

Port

SSH-config

SSHService

2. Operation steps

Stepl |[Click the ASystem manage >nAJgatiensrse tc
enter the interface, tick the telnet service, set the port number, default port nt
is A230, click fAapplyo.

Step2 |[I'f it shall be used as start confi
configurationo for saving the sett

% Explanation

The terminal use TELNET to connect with the switch via PC should contain below condition:
1. Enable the TELNET service of tlsavitch

2. Should to know the IP address of the switch, and can be obtained by modifying(can use IP
command )

3. If the pot of the terminal PC which connects with the switch is under the same LAN, THE IP
address should be set in the same netweginent.

Once fulfill above condition, it can use TELNET to log in this switch, then config the switch.

3.E.G.
# Before log in the switch VIBELNET,you have toinpui TEL NET + EEXEE P 0,
i nput APENter o in

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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process(1)
s teinet 192.168.5.33

See more results

telnet 192.168.5.33 power Off ’

ooy T EN

3.4.2HTTPS config

1. Interface description

HTTPS Hypertext Transfer Protocol over Seaure Sacket Layer isa HTTP channel that based

on safety, it is the safety version oHTTP. HTTPS provides data encryption service. It
prevents the transmitted message between web
catch, so as to get any of important message, such as credit card humber, pasaraah

modify the port number, and user also can close HIROAHTTPS service.

HTTP—-config
HTTP Service | Enable
HTTPS Service Enable

Port Dsfault is 80, Modify dsfault port, nesd specify port number at web browsrs

2. Explanations

Configuration Meaning

item
HTTP Visiting format: e.gHTTP://192.168.1.254 port number
HTTPS Visiting format: e.g. HTTPS://192.168.1.354

Port number Default is 80

3. Operation steps

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77
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Stepl Click the ASystem manage >HTTP <con
interface, user can check the system default config.

Step 2  User can modify the default port number

Step3 I f it shall be used as start confi
configurationd for saving the sett

4 E.G.
#Visit the IPaddress 192.168.1.70 from port number 8000, the IP setting in browser is as
below:

@ '« |0 192. 168.1.70
% Explanations

When modify the port as 8000, if need to log in again, please add port number while input the IP
address. E.g.: http://192.168.1.254:8000

3.5 SNMP config

SNMP (Simple Network Management Protocol) is a network management standard protocol

used for the TCP/IP network. It provides SNMP a method to manage the equipment through

operating the central computer (i.e. network management workstation) of tiwerlne

management software.

SNMP features

Simple SNMP adopts pollingiriven, it provides the basic functions, which is suitable for
small, fast and low price environment. And SNMP adopts UDP message, this is
supported by most of the devices.

Strong: Thedrget of SNMP is to make sure the managed information to be transmitted at any
two different nodes, this is convenient for the administrator to check the information at
any nodes of the network, so as to modify it or check the problems. There are 3
versimsarewidely used SNMPv1s SNMPv2candSNMPv3 SNMP systemincludes
NMS  Network Management System , Agent, Management object & MIB

Management Information Base

As the core of the network management, NMS manage the devices. Each managed devices

include Agent, MIB & Management objects. NMS communicates with the running managed

device Agent, and then Agent opertate it via MIB of the device, so as to NMS demand.

SNMP management mode

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77
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NMS

Agent

MIB

4
Management
object

Device

NMS

NMS acts as administrator in the network, which is a system managing/ monitoring the
network equipment using SNMP and works on the NMS server. It can send a request to
Agent on the equipment and inquire or modify one or more specific parameter value(s).
It can receive th&rapinformation proactively sent by Agent on the equipment to know
the current state of the manageplipment.

Agent

Agent is an agent in the managed equipment, which is used for maintaining the
information data of the managed equipmeersponding to the request of NMS and
reporting the management data to NMS. After receiving the request information from
NMS and completing the corresponding command through MIB, Agent responds to the
operation result to NMS. When the equipment has a fawulother events, it will
proactively send the information to NMS through Agent to report the change in its
currentstate.

5

Management object

Each set of equipment may contain several management objects. The management object
may be a set of hardware (eag interface board) in the equipment, or a set of hardware,
software (e.g. routing protocol) and other configuragiarameters.

5

MIB

As a database, MIB defines the variable (i.e. information which can be inquired and set
by Agent) maintained by the marebequipment. MIB defines a series of attributes of

the managed equipment in the database, including object name, object state, object
access permission and object data tygieh MIB, the following functions can be served:

By inquiring MIB, Agent canget the current state information of the equipment. By
modifying MIB, it can set the equipment stpsrameter.

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
17


http://www.avcomm.us/

AVCOMM

—INDUSTRIAL IT—

Operation steps
1. Click the AAdvanced config> SNMP configd meni
ASNMR nf i ginterlacei ono

lobsl Config

c

SNMP Enable @ Disable
Version viv2cy3

Device name switch

Description

Location

Contact

Engine no

Explanations

Configuration item| Sub item Meaning

SNMP config Mode Enable or disable
Version Supports SNMPw SNMPv2c4 SNMPv3
Read/write No optional the default is supported. It is used
area authentification between Agent & NMS, charag

string, user can define it. The group name incly
Aireadabl ed &owr i tGetRdglesso
GetNextRequest i t adopt s frynning
Aset 0, fprti vaadtoepdt.s

If NMS needs to get the sys@tact value of MIB nods
from the device be managed, it use readable g
name Apublico.

If NMS needs to get the sysContact value of next N
node from the device be managed, it use read
groupnam@é@ publ i co.

If NMS needs to set the sysName valuevB node
from the device be mana
readabl e group name APTr
Trap config Mode Optional, enable or disabl@rapis the managed deviq
send message to NMS actively without request.

used for reporting emergent evelPlease note thatou

should config SNMP basic function befoFeypconfig.

Trapvl Necessary fill set the address of Trap dest host
received
Trapv2 Necessary fill set the address of Trap dest host
received
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18


http://www.avcomm.us/

AVCOMM

—INDUSTRIAL IT—

User config Read user Set read user, the security level is authentication
encryption, the specified authentication protocol
MD5 & SHA, the specified encryption protocol is AF
& DES

Write user Set write user, the security level is authentication
encryption, the specified authentication protocol
MD5 & SHA, the specified encryption protocol is AE
& DES

2. Fillin the corresponding configuration item and ciclS u b mi t 0

4 Interface manage
4.1 Port management

1. Interface description
Port management page includes Medium(coper or fiber) information, applyrate, flow control
function. It works only the port enables these functions. It supports auto negotiation. The
interface is shown as the following figure:

c
PortName  Status Medium nagl:::'i:tlm ApplyRate Rate Flow control Max—Frame Enable
gel/1 Down Copper $ 100M (Half)
gel/2 Down Copper v s 100M (Haif)
gel/4 Down Copper v/ a: 100M (Half)
gel/5 Down Copper = 100M (Half)
gel/6 Down Copper v/| = 100M (Half)
oel/7 Down Copper v} : 100M (Half)
gel/8 Down Copper s 100M (Half)
gel/9 Down Copper = $ 100M (Half)
2. Explanations
Configuration = Meaning
item
Port name Relative port names, it is matched with the number on the switch pan
Status The port is connecting or not
Medium Copper port or fiber port. 1000BaseSFP fiber port adopts Gigabit
mini-GBIC for transmission.
Auto Auto gegotiation, supports OMbitg/sl00Mbits/® 1000Mbit/s
negotiation
Apply rate Port transmission rate
AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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Flow control = When this terminal and the opposite terminal device enable the
control, if there is block in thikerminal device, it will send message to |
opposite terminal device, inform the opposite terminal device stops to
message to it; The opposite device will stop to send message t
terminal device once receive the message. This prevents fromgae
loss.

Disable Disable PAUSE frame receive & transmit

rx Rx PAUSE Enable PAUSE frame receive

both Rx/Tx PAUSE Enable PAUSE frame receive & transmit
tx Tx PAUSE Enable PAUSE frame transmit

Max. frame Display the max. frame of pamransmission. Scope: 646356

Enable Displaythe portf or war di ng data status,
forward.

3. Operation steps

Stepl Click the Al nterface manage >port
enter the interface, the interface is shown as the following figure:

Step 2  Configured the ports

Step 3  Save the setting

Stepd | f it shall be used as start confi
configurationd for saving the sett

4.2 Storm control

1. Interface description

Storm control adopts below way to prevent broadcast, unknown multicast & unknown unicast
from broadcast storm. The device supports port storm control under these 3 types by packet
rate. During a detect time interval, cpate the averate rate between these 3 type message and
the max value, when the message rate over the max value, the device will start the storm
control to the port.

When the layer 2 Ethernet port of the device receives broadcast, multicast or unkn@sh unic
message, i f t he dest MAC address device canot
message, the device will forward this message to other layer 2 Ethernet ports which in the
sam VLAN. This may cause broadcast storm, lower the forwardingrpgahce of the device.
AAdopts storm control function, these 3 types message flow can be controlled. The inferface
is shown as belofigure:

Storm contro!

PortName Broadcast Unkown—Muiticast DLF

gel/6 disabled s disabled s disabled

oel1/7 dissoled 2 disabled = disabled 2 X 77

gel/8 disabled : disabled : disabled
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2. Explanations

Configuration = Meaning
item
Broadcast Frame of FFFFFFFFFFFF

Unknownrmult | Frame ofXX-XX-XX-XX-XX-XX THE 2'° X is odd number
icast
DLF The MAC address of this frame is not in the device internal index table

3. Operation steps

Stepl Click the Al nterface manage >stemar m
the interface.
Step 2  Choose the port to be configured, set the value of broadcast, unknolvcast, &

DLF.
Step3 Click fAapplyo.
Stepd I f it shall be used as start confi

configur at itheseltinge.or saving

4.3 Port ratelimit

1. Interface description

Port rateLimit is to limit the rate of port data receiving. User can control the communication
flow of each port, and fix the rate under certain value. The range is Okbps~ 1000Mbps, the
interface is shown as the following figure:

PortName InputRate InputBurst OutputRate OutputBurst

ge1/1 disabled s disabled $ disabled : disabled
gel/2 disabled $ disabled > disabled $ disabled
ge1/3 disabled & disabled 2 disabled - disabled
gel/4 disabled z disabled $ disabled = disabled
gel/s disabled s disabled : disabled H disabled
gel/6 disabled s disabled s disabled : disabled
gel/7 disabled s disabled 5 disabled s disabled
gel/8 disabled ] disabled : disabled s disabled

ge1/9 disabled s disabled : disabled B disabled

1. Set the output rate before the flow sending fromplbue
2. Set the input rate before the flow receiving from plogt.

2. Explanations

Configuration item Meaning

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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Input Inputrate Inputrate range-2000000Q
Burst Burst range €.000000Q

Output Outputrate Outputrate range-Q00000Q
Burst Burst range €0.000000Q

3. Operation steps

Stepl Click the Al nterfamet mamage PROt he
theinterface.

Step 2 Choose the port to be configured, set the value of the rate.

Step3 Click AApplyo.

Stepd I f it shall be used as start confi
configurationd for saving the sett

A Attentions

Burst need to be set too, if the inputrate or ouputrate is set. The burst value should be less than the
inputrate & outputrate

4.4 Mirror

1. Interface description

Port mirroring is to copy the message of the specified port of the switch to the destination port,
where the copied port is called the source port, and the copying port is called the destination
port. The destination port will be connected to the data detection device, and the user uses
these devices to analyze the message received by the destinatioto poonitor and
troubleshoot the network, as shown in the followiggre:

mirroring destination port

g

mirroring source port

data detection equipment

PC
AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
22


http://www.avcomm.us/

AVCOMM

—INDUSTRIAL IT—

The device interface is shown as follows:

2. Explanatians

SessionlD 1 %

c I

SessionlD SourcePort Destination port Direction handle

Addmirror X

Oge1/1 [Cge1/2 [ge1/3 [gel/4 [gel/5 [gel/6 [Jgel/7 [gel/8

SourceRoel COge1/9 [Cge1/10 Clge1/11 Cge1/12 [Cge1/13 [Cge1/14 [ge1/15 [Jge1/16

[Clge1/25 [CJge1/26 [Cge1/27 [Jge1/28 Select All

Destination port  gel s

Direction s

Configuration
item

Meaning

Source port

This group defines the monitor ports. The device will collect data from
port. Mirror port can be 1 or more.

Destination port

This group defines a port for monitoring. The device will output the dat
with specified direction.

Direction

User can choose "ingress™egress" "both" direction.

ingress import data the receiveanessage of the port will be mirrored t
the destination port.

egress Export data, the sent message of the port will be mirrored to i

destination port.

both Both data. Sent & received message will be mirrored

3. Operation steps

Step 1 | Click the"Interface manage > mirror" menu in the navigation bar to enter the

"mirror" interface, and select the corresponding ID.

Step 2 | Check the source port and destination port and direction, click "Add"

Step3 Ifitshallbeusedasstatonf i gur at i on ,maeagetrenningt h e

configurationo for saving the sett
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4. E.G.

# Configuration requirements: the user wants to monitor the message sent by PC2 with the
monitoring device PC1.

# Theconfiguration diagram is as follows: PC1 accesses to SwitchA through the interface
gel/l. PC2 is directly connected to the gel/2 interface of SwitchA.

i 2

PC1 SwitchA PC2

# Settings: enable the mirroring function on the webpage, and check the source port gel/2,
choose thalestination port gel/1, choose the exit and entrance directions, click Submit. The
page is shown as follows:

gel/1 gel/2

c
SessionlD SourcePort Destination port Direction handle

1 gel/1 gel/2 both T

4.5Link Aggregation
4.5.1Introduction

1. Interface description
Link Aggregation is a way to bind a group of physical interfaces together lagical
interface to increase bandwidth aedability.

LAG (Link Aggregation Group) refers to a logical link that is formed by bindling a
number of Ethernet links together, abbreviateBthasI runk.

With the continuous expansion of the network scale,user demands more and more
bandwidth and reliability of the link. In traditional technology, the way of replacing for
high-speed interface boards or devices that support-dpgled interface boards is
commonly used to increase bandwidth, but this schesees to pay a high price and is
not flexibleenough.

Link aggregation technology can be used to increase link bandwidth by binding multiple
physical interfaces into a logical interface without upgrading hardware. The backup
mechanism of link aggregatiom effectively improve the reliability. At the same time,
the load sharing of traffic on different physical links candadized.

As shown below, between SwitchA and SwitchB is connected by three Ethernet physical links,
and binding the three linkogether will make an Etfirunk logical link, which bandwidth
equals to the sum of the bandwidth of original three Ethernet physical links, so as to increase
the link bandwidth; at the same time, the three Ethernet physical links back up each other,
which effectively improves the reliability of the link.
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Eth-Trunk

@ <>

SwitchA SwitchB

Link aggregation schematic diagram
The following requirements can be realized by configuring link aggregation:

When two switches are connected by one link, the bandwidth énaogh.
. When two switches are connected by one link, the reliability does notegagements.
Link aggregation is divided into manual load sharing mode and LACP mode based on
whether link aggregation control protocol LACRemabled.
Under the manualobd sharing mode, the establishment of-Htlnk and the joining of
member interface are manually configured without the participation of the link aggregation
control protocol. Under this mode, all active links participate in the forwarding of data and the
average sharing of traffic, so it is called the load sharing mode. If an active link fails, the link
aggregation group will automatically share the traffic among the remaining active links.
Manual load sharing mode can be used when a large link bandwidthuired between two
direct connected devices while the device does not support the LACP protocol.

4.5.2Static linkaggr

1. Interface descriptoin

Static link aggregation is manually configured by user. It is not allowed system automatically
add ordelete the ports in link aggregation group. It should be contain at least one port in the
group. When there is only one port in the group, you only can delete the port by the way of
deleting the group. The interface is shown as the following figure:

Group ID Type Status Load balance mode Port member handle

2. Explanations
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Configurat Meaning
ion item

Group ID  Link-aggrID 1~ 16 totalis 16

Load balance according to the source MAC address of the message. When
Src Mac source MAC address is the same, the message go through the same port,
otherwise, the message will go through the different ports.

Load balance according to the destination MAC address of the message. W
Dst Mac the destinationMAC addresss the same the messag@o throughthe sameport,

otherwise, the message will godough the different ports.

Load balance according to the source & destination MAC address of the me

Src&Dst L .
When the source & destination MAC address is the same, the message go

Mac

through the same port, otherwise, the message wilirpoigh the different ports

3. Operation steps

Stepl Click the Al nterface mana@eggrBomen:
navigation tree to enter the interface

Step 2  Choose group ID(L6) load balance mode: Src Mac,Dst Mac , Srcé& Mst,
choose the port, click Aaddo

Step3 I f it shall be used as smanagd>rurmiagn f i

BN

configurationd for saving the sett

4. E.G.

. #Requirement 1: The Switha8 SwitchB connect with VLAN10 & VLANZ20, and there
are bigdata flow between SwitchA &witchB

., #Requirement 2: User want it can be provided with big link bandwidth between SwitchA
& SwitchB, so as to make the same VLAN to communicate each other. At the same time,
user wants crtain redundancy to be provided withasto make sure the reliability of the
datatransmission.

#the interface is shown as the following figure:
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Eth-Trunk
ge1/4 gel/1 gel./l gel/4
SwitchA gei/2 e1/2 SwitchB
el/3 \ gei/3
4
gel/5s gel/5

#Operatiorsteps

1 Create EthTrunk port of the switch, add in the port list(SwitchB is the same as SwitchA).

2 Clickt he @Al nt ef aelannslaonfly gStaticlimogrgtr 6 menu i n t he
navigation tree to enter the interface, choose
Maco |, atheportc e @ 6 & gel/ 2 & gell 3, click fnaddo,
following figure:

Port channel Corffig

LACP LACPStatus LACPstatistics
Group ID Type Status Load balance mode Port member handle
1 Static Up SRC&DST IP gel/1gel/2gel/3 W

2 Configure gel/4 port enable VLAN1O go through, gel/5 port enable VLAN20 go

through(SwitchB is the same as SwitchA). Clic
menu in the navigation tree t o ckeoktpertlistt he i nt «
fgel/ 40, click faddo:; i nput VLAN | D A200, c h e
interface is shown as the followifigure:

Port Config llanApply Mac-vianApply Protocol-vianApply

c

VID Description Port list handle

Untag:
: Tag: Ty

Pvlan: ge1/1 ge1/2 ge1/3 ge1/4 ge1/5 ge1/6 ge1/7 ge1/8 ge1/9 ge1/10 ge1/11 ge1/12 ge1/13 ge1/14 ge1/15 ge1/16
ge1/25 ge1/26 ge1/27 ge1/28

Untag:

10 Tag: gel/4 W
Pvian:
Untag:

20 Tag: gel/5 W
Pvian:
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4 Configure port gel/1, gel/2 & gel/3 enable VLAN10 & VLANZ20 go through (SwitchB is

theame as SwitchA). Click the ABusiness manage
tree to enter the interface, i nput VLAN I D Al
Afaddo; i nput VLAN I D A200, check thediterfacel i st fge

is shown as the followinfigure:

VLAN Config
Port Config anAp o A t
c

VID Description Port list handle
Untag:

1 Tag: o
Pvian: ge1/1 ge1/2 ge1/3 ge1/4 ge1/5 ge1/6 ge1/7 ge1/8 ge1/9 ge1/10 ge1/11 ge1/12 ge1/13 ge1/14 ge1/15 ge1/16
gel/25 gel1/26 ge1/27 ge1/28
Untag:

10 Tag: gel/1gel/2gel/3gel/4 W
Pvian:

Untag:

20 Tag: gel/1gel/2gel/3gel/5 T

Pvian:

4.5.3Add dynamic link aggregation

1. Interface description

LACP Link Aggregation Control Protocol is a protocol to realize dynamic link aggregation,

and it is based on IEEE802.3ad standard. LAGRMunitate with the opposite terminal via

LACPDU Link Aggregation Control Protocol Data Unit

After enable LACP protocol for one of the port, this port will send LACPDU to the opposite

terminal to tell its systerpriority, system MAC, porpriority, port number, & operatiokey.

When the opposite terminal receives this information, it will compiangith the saved

information from the other ports, so as to choose the port can be aggregated. These entire

make both ports reach an agreement to join or quip on certain dynamic link aggregation group.
Dynamic LACP is an aggregation created or deletethb system automatically. Dynamic

LACP group port added and deleted is aumatically done by the protocol. Ports will be

dynamic aggregated together under below condition: same rate and duplex, connect with the

same device, with the same basic configuratibhe interface is shown as the following

figure:

Port channel Config

PortName  Type Group ID Mode Key timeout PortPriority
gel/1 7 3 3 e * 3
gel/2 L : 3 : ast &
gel/3 I | 3 : 0 st &
gel/4 s 3 s 0 :
gel/5 : : : ast &
gel/6 s : CIE 0 s
gel/7 one & 3 Active % =

gel/8 s s e % 3
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2. Explanations

Configuration Meaning
item

Type Static & dynamic LACP

Static mode: when need to increase the bandwidth or reliability betwet
two devices, and one of the deviceni®t supported LACP, we can cree
static Link aggregation, and add member ports to increase the banc
and reliability between the devices.

Dynamic LACP mode: Under dynamic LACP mode, there is redun
backup ability between the link of the two devicégen part of the link i
breakdown, it adopts backup link to replace the breakdown link, keep t
data transmission continued.

Mode Passive: The port will not send LACP message automatically, it
response to the LACP message sent fronogposite terminal.

Active: The port send LACP message automatically.

One or two active LACP port link support dynamic LACP. If the two p
connecting each other are passive LACP ports, the LACP of these twc
will not working, they are waiting theACP message from the opposi
terminal.

Portpriority When the LACP confirm the dynamic aggregation group members, it
the device port ID priority to confirm. The device ID is made of two b
system priority and 6 bytes system MAC. Device ID=System priority
+system MAC address. When compare the ID, it comparesytsem
priority first; if they are the same, it compare the system MAC addres:
value smaller will be treated as priority. Scop&5535, default: 32768

3. Operation steps

Stepl Click the Alnterface manage >port
menu in the navigation tree to enter the interface.

Step 2  Choose the ports to be configured, choose type(LACP), mode(Active or Pass
portpriority(range: 6 5535, default: 32768), <c
Step3 I f it shall be used as start confi
configurationo for saving the sett

% Explanation

1. Please make sure there is no other member pdoesfane change Etfirunk working mode,

otherwise EtiT r unk wor ki nghamgedde candt be
2. The working mode in both side should be the same.

4. E.G.
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Configure LACP on two switches, so as to improve the bandwidtinediaility between
these two devices, the requirements are as below:
Both active links with load shasbility

One of the link between two devices are redundant bdirkup

SwitchA

<@

#Configuration steps

Eth-Trunk SwitchB
o
Active link
Backup link

1 Configure LACP mode on SwitchA (SwitchB is the saase SwitchA). Click the
Al nterface

interface,
following figure:

Port channsl Config

PortName  Type Group ID

gel/1 ACP $ $

gel/2 LACP & $

gel/3 Ps s

3 Configure port priority on SwitchA Cl i ck t he Al nterface

manage >Port channel config> Port ¢
choose fgel/ 1, gel/ 2 & gel/ 3>LACP:
timeout PortPriority

Port configd menu in
gel/2 to 100, the interface is shown as the following figure:

Port channel Config

PortName  Type Group ID

gel/1

“
>

gel/2

“® o
Ll

gel/3

“»

“© o

4.6 Isolatedport config

The ports in thesame isolateghort group can be isolated each other; the ports in the different
isolatedport group canot

Operation steps
1. Click t

AVCOMM technologies Inc.

he

manage

the navigation tree to en

be

timeout PortPriority

“

“® o

i sl oted each ot her.

ABupbnéessomhnggeat| sabamenu in th

www.avcomm.us
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en er the interface, establish isolated group
is shown as the following figure:

#E.g.: It is shown as the following figure, PC1, PC2 & PC3 belong to VLAN10, user want
PC1 & PC2 canot a Ve AN$0sPCIL & PG3 cae accebs intotedcte atheri, n
PC2 & PC3 can access into each other.

SwitchA

PC1 PC2 PC3
10.10.10.1/24 10.10.10.2/24 10.10.10.3/24

VLAN10

Operation steps

1. Create VLAN, confirm the VLAN which PC are
manage >VLAN configuration >VLAM P P L denu in the navigation tree totenthe
interface, add VLANO, tick gel/ 1, gel/ 2, gel
following figure:
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LAN Corfig
Port Config anAp Mac—vianApph Protoco —vla
c
VID Description Port list s
Untag:
1 L

Pvian: ge1/1 ge1/2 ge1/3 ge1/4 ge1/5 ge1/6 ge1/7 ge1/8 gel1/9 ge1/10 ge1/11 ge1/12 ge1/13 ge1/14 ge1/15 gel1/16 w
ge1/25 ge1/26 ge1/27 gel/28

Untag: ge1/1 ge1/2 gel/3
10 Tag:
Pvian:

Ty

2. Configure the Ethernet ports join the VLAN in the righdy, so as to enable VLAN

packet message get throughl i ck t he #ABusi ness manage

configurationd menu in the navigation

gel/ 3, change the value of PVI D into
following figure:

VLAN Corfig

6

Port Pvian InputDrop Filter

*
gel/1 e % 2 s
gel/2 = % S s

gel/3 e S Egress

3. Configue gel/l, gel/2 isolgteo r t functi on,
manage >IGMPsnooping config>IGMB noopi ng confi gd menu

enter the interface, check port g e 1lthel
interface is shown as the followifigure:

Isolsts-port Config

Input port Output port handle

gel/1 gel/2

gel/2 gel/1

4. Check the configuratioresult

# PCl & PCZ a méping to each other
# PC1 & PC3 can be ping to each other
# PC2 & PC3 can be ping to eaather

4.7 Port statistics
4.7.1Interface description

Introduce all theport statistics, user can refresh or clear the statistics.

AAttentions |t canot be r ec cleaePleasd coasiddr this before a t i
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operating.

Operation steps
1. Click the Al nterface mamtgmvigatdrotredto st at i st i ¢
enter the interface, the interface is shown as the follofigoge:

1QD: pkts dropped from input queus; OQD: pkts dropped from output queue

Refresh Time : 30 Seconds c
PortName  1QD(, /sec) 0QD( /sec) RX(bits/sec) RX(pkts/sec) TX(bits/sec) TX(pkts/sec)
gel/1 0 0 0 0 0 0
gel/2 0 0 0 0 0
ge1/3 0 0 341K 2 411K 2
gel/a 0 0 0 0 0
9e1/5 0 0 0 0 0 0
gel/6 0 0 0 0 0 0
gel/7 0 0 0 0 0 0
gel/8 0 0 1] 0 0 0
ge1/9 o o 0 0 0

& Explanation

Click AFresho can get the | atest statistics.
Click AClearo can clear all the statistics.

4.7.2Detall port stats

Introduce one of the porsatistics, user can refresh or clear the statistics.

1. Click the Alnterface manage >Port statisti
tree to enter the interface, the interface is shown as the follfiging:

Port statistics

ReceiveTotal SendTotal

ReceivePacket num 0 SendPacket num 0
ReceiveByte num ] SendByte num 0
ReceiveUnicast num (o] SendUnicast num 0
ReceiveMulticast num o] SendMulticast num 0
ReceiveBroadcast num 0 SendBroadcast num 0
ReceivePause frame 0 SendPause frame 0
ReceiveDiscard 0 SendDiscard 0
ReceiveFCS errors [} HolDiscard 0
ReceiveOversize 0

ReceiveAlignment errors 0
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& Explandion
Click AFresho can get the | atest statistics.
Click AClearo can clear all the statistics.

5 Business manage
5.1 VLAN config

VLAN (Virtual Local Area Network) is the virtual LAN. VLAN is a kind of data exchange
technology that divides the LAN device logically (attention, not physically) into multiple
network segments (or, smaller LANS), so as to realize the virtual workgroup. As shown in the
following figure, VLAN divides a physical LAN into multiple logical LANgach of which is

a broadcast domain. Message interaction between hosts in VLAN can be carried out by
traditional Ethernet communication mode. If communication is needed between hosts in
different VLANS, it must be realized through network layer deviceh @s routers or three

layer switches and so on.

Router

Switch Switch

]
5 €5 95 S5

VLAN A VLANB VLAN A VLANB
VLAN A VLAN B

Compared with traditional Ethernet, VLAN has the following advantages:

Scope of the broadcast domain controlled: the broadcast messages in the LAN are
limited to a VLAN, saving the bandwidth arnichproving the network processing
capability.

The security of LAN is enhanced: because the message is isolated by the broadcast
domain divided by VLAN at the data link layer, the hosts in each VLAN cannot
communicate directly. It needs routers or threerayedtches and other network layer
devices for thredayer forwarding of thenessage.

Flexible creation of virtual workgroup: you can create a virtual workgroup across
physical network scope using VLAN. When user's physical location is moved within the
scqe of virtual workgroup, there is no need to change network configuration to access

5
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the networknormally.

In other words, those in the same VLAN can communicate with each other, and those in
the different VLAN cannot communicate with @&aather. A VLAN is identified by a VLAN
ID, and those with the same VLAN ID belong to the same VLAN.

5.1.1VLAN apply

a. Create new VLAN operation steps
1.Click the fiBusiness manage >VLAN config > VLA
enter thanterface, the interface is shown as the followiggre:

Explanations

Configuration item | Meaning

VLANID Have to check specified added VLAN ID scope:14094. E.g.
1-3 5 7 9. Defaultis VLAN 1, when create new will not use
VLANL.

Untag Untag

tag Tag

Multicast Have to check, specified multicast, default is Flom#tnown

802.1Q introduction

Trunk config: Trunk type ports are used for connecting with other switches. It is mainly
connecting with the main line linkfrunk port enable frame from multiple VLAN to go
through. The packing protocol afrunk link is IEEE 802.1q. IEEE 802.1q is a formal
standard of virtual bridged LAN. It makes some update on Ethernet frame format, which add
4 bytes 802.1@agbetween source MADdalress field and protocol tyfield.

802.1q frame format
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6bytes 6bytes 4bytes 2bytes 46-1500bytes 4bytes

Destination| Source [8024Q | Length/ Data FCS
address | address Type
e | Pri|cFi [vip|

2bytes 3bits 1bit 12bits

802.1Q Tag explanations

Field | Length | Item Meaning

TPID | 2bytes | Tag Protocol Identifier When the value is 0x8100, it mea
802.1q Tag frame. If the device n
supported02.1q receive the frame, it
will discarded

PRI | 3bits Priority Scope::07 the value is bigger, th
priority is higher. When it is used as t
block of the switch, it sends theigher
priority frame first.

CFI 1bit Canonical Format Indicato 6 0 0 neFdns t ypi c al
means untypical format. It is compatil
with Ethernet & token ring network. In
Et hernet, the CFI
VID | 12bits | VLAN ID VLAN ID scope:04095. 0 & 4095 are
the retention value, the valid VLAND
scope is : 4094

Thesending data of each switch supports 802.1q contains VLAN ID, so as to indicate that the

switch belongs to which VLAN. There are two styles for Ethernet frame in a VLAN network:

Taggedrame Added 4 bytes 802.1agframe

Untagged frame Original, without a@ding 4 bytes 802.1¢agframe

Trunk port is used for connecting other switches; it connects with the main link. Trunk port
allows frame from different VLAN to go through.

5

2. Fill corresponding configuratioitems.
3.Click fAaddo, t hadahefollowirgfigiraece i s shown as

VLAN Config

Port C App Mac—vianApply Protocol-vianApply

ort Config il
c

VID Description Port list handle
Untag:

1 e ]
Pvian: ge1/1 ge1/2 ge1/3 gel1/4 ge1/5 ge1/6 ge1/7 ge1/8 ge1/9 ge1/10 ge1/11 ge1/12 ge1/13 ge1/14 ge1/15 ge1/16
ge1/25 ge1/26 ge1/27 gel1/28

Untag:

10 Tag: gel/4 Ty
Pvian:
Untag:

20 Tag: gel/5 w
Pvian:
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5.1.2Port config

1.Click the ABusiness manage >VLAN config >Port
enter the interface, the interface is shown as the follofignge:

VLAN Config
VianApply Mac—vianApply Protocol-vianApp

c

Port Pvian InputDrop Filter

gel/1 None @ Eqress 2
gel/2 : gress %
gel/3 0 s
gel/4 S Egre s
gel/5 s - s
gel/6 s :
gel/7 = % ess &
gel/8 e $ ¢ s
e . )

Explanations

Configuration item| Meaning

PVID Each port only can get one VLAN ID(PVID). When the untage
Ethernet message packet were sent to the port, it will be marked
PVID VID tag. The default PVID of each port is 1.

Inputdrop Mode none notdrop  untag(drowithout tagmessage) tag drop
all the tag message all drop all Ithe message

Filter Mode egress ingress both none

2. Fill corresponding configuratioitems.
3Click fAaddo, the intefigtace i s shown as the fo

VLAN Config

Port Pvian InputDrop Filter

gel/1 0 c $
gel/2 0 - s Eafdds >

gel/3 0 $ ess

#E.G.

To make the link between SwitchA & SwitchB not oslypports the communication for the
users in VLANZ2, but also supports the users in VLANS, it needs to config the ports join these
two VLAN at the same time: set the Ethernet port gel/3 of SwitchA and the port gel/3 of
SwitchB join VLAN & VLAN3 at the sameimne.
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gel/3

SwitchB

gel/1 gel/2

PC1 PC3 PC2 PC4
VLAN2 VLAN3 VLANZ2 VLAN3
Operation steps:
1. Create VLAN2 & VLANS3 on SwitchA, and join the connecting ports into VLAN, set
gel/3 intoTrunkmo d e . Click the fABusiness manage >VLA
in the navigation tree to enter the interface tfi#h config items. The interface is shown as
the followingfigure:

Port Pvian InputDrop Filter
gel/l ’2 None ¥ Egress ¥
gel/2 3 None ¥ Egress ¥
2. Config SwitchA & SwitchB connecting port & VL
manage >VLAN configd menu in the navigation
it ems, c IwitcleBkis the asaime as( S®itchA). Below figure is shown as how to
addVLANZ2:
VID Description Multicast Port list
Untag:
Tag:
1 flood-unknown  Pvlan: gel/1 gel/2 gel/3 gel/4 gel/S gel/6 gel/7 gel/8 gel/9 gel/10 gel/11 gel/12

gel/13 gel/14 gel/15 gel/16 gel/17 gel/18 gel/19 gel/20 gel/21 gel/22 gel/23 gel/24
gel/25 gel/26 gel/27 gel/28

Untag: gel/1
2 flood-unknown Tag: gel/3
Pvlan:
Total 2 Entry 20 entrys per page 1/1Page Go | M P

3. Result

Config Userl & User2 in the same network segment, e.g.: 192.168.100€38fg User3 &
User4 in the same network segment, e.g.: 192.168.200.0/24

Userl& Usea?2 canbe ping each other but not for User3& Used. User3& User4canbe pin
each other, but not for Userl&ser2.

5.1.3MAC-VLAN

VLAN based on MAC, itdivides VLAN according to the MAD address of the PC network
card. Administrator configures MA@ddress & VLAN ID mapping relationship table; if the
frame which switch received is untagged, it add VLAN ID according to the table.

The advantage is: when the physical location of end user is changed, there is no need to
relocate VLAN. This enhances thafaty and access flexibility. The disadvantage is: It is
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suitable for the simple environment that there is no need to change the network card, and it

has to define all the members in the netvamikanced.

Operation steps

1. Clickthei Busi ness manage-v3\WhAN ondn fgiog >»maanaw i n the
tree to enter the interface, the interface is shown as the folldigung:

c

Jump TotaltPsgs , 20 entrys per page
MAC
Vian ID
Explanations
Configuration Meaning
item
VLAN ID Necessary option, scopedD94, e.g.1-3 5 7 9.Default s VLAN
1. Other VLAN isnecessary anadd the link port under untag way.
MAC Necessary option, input the MAC address of the PC network car

2. Fill corresponding configuratioitems.

3Click fAaddo, the intefigface i s shown as the fo
SerialNum Vian ID MAC
1 10 00:01:00:01:00:01 Delete

Total 1 Entry 20 entrys per page 1/1Page Go | P M

#E.G.

} A company has high requirement on information security; it only allows PCs from its
company can access to the company Internet. As shown in the figure, port gel/1 of the switch
connects with the uplink port of SwitchA. The downstream ports of Bittonnect with

PC1, PC2 & PC3 respectively. It allows PC1, PC2 & PC3 can access to the company Internet
via SwitchA & Switch.

Configuration: It adopts below configuration which based on MAC address to devide VLAN:

1. Create relativé/LAN

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
4C


http://www.avcomm.us/

AVCOMM

—INDUSTRIAL IT—

2. Config each Etherngtorts to join VLAN in the rightvay.

3. Config the MAC address of PC1, PC2 & PC4 to connect with VLAN

Below data needs to Ipeepared:

Set port gel/1 PVID of the switch as fA1000

Set port gel/ 1l of the switch join VLAN1O under
Setportgel/’2df he switch join VLAN1O under Ataggedo m
Al'l the ports of the switchA join VLAN1 wunder
Ge the MAC address of PC1, PC2 & PC3, config the MAC address connect with VLAN10

Enterprise
network

MAC:22-22-22 MAC:33-33-33 MAC:44-44-44
PC1 PC2 PC3

Operation steps
1.Click the #fABusi ness neaonna g eg>0V LnmeNn uc oinnf itghre Proa wi

enter the interface, choose gel/ 1, i nput PVID
figure:

Port Pvlan InputDrop Filter

gel/l 100 None ¥ Egress ¥

2Click the fAiBusiness manage>VLAN config> VLAN
enter the interface, input VLAND f 100, check port gel/1 in unt
Tagport list, the interface is shown as the followfigyire:

VID Description Multicast Port list
Untag:
Tag:
1 flood-unknown  Pvlan: gel/1 gel/2 gel/3 gel/4 gel/5 gel/6 gel/7 gel/8 gel/9 gel/10 gel/11 gel/12

gel/13 gel/14 gel/15 gel/16 gel/17 gel/18 gel/19 gel/20 gel/21 gel/22 gel/23 gel/24
gel/25 gel/26 gel/27 gel/28

Untag: gel/1
10 flood-unknown  Tag: gel/2
Pvlan:
Total 2 Entry 20 entrys per page 1/1Page Go | P M
3.Set all the ports of the SwitchA join VLAN wu
operate this, the default setting of the swit i s : al l the ports join VL

mode.

4. Set the MAC address of PC1, PC2 & PC3 to be connected with VLAN. Click the
ABusiness manage ¥VIAANcoohfiigg wmEdAQG in the navi
the interface, input the created VLAN ifith VLAN10, then input the MAC address &fC1
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002200220022 , PC2 003300330033 , PC3 004400440044 , <cl i ctke faddo,
interface is shown as the following figure:

SerialNum  VianID MAC
1 10 00:22:00:22:00:22 VDelete 1
2 10 00:33:00:33:00:33 VDelete
3 10 00:44:00:44:00:44 Delete
Total 3 Entry 20 entrys per page 1/1Page Go | P P

5. Check theesult
PC1s PCZ PC3 are enable to access the compaaiyork, other PCs are no access to the
network.

5.1.4ProtocotVLAN

Divide VLAN based on protocoal, it distributes different VLAN ID according to the packing

format and the protocol which received message belongs to.

Administrator needs to configure the protocfield of the Ethernet frame & VLAN ID

mapping relationship table. If the frame received is untagged, it adds VLAN ID according to

the table. The advantage isdividesVLAN based onprotocol andcbinds the service type &

VLAN from network. It is conver@nt for management. The disadvantage is: it needs to initial

the configuration of the protocol type & VLAN ID; it needs to analyze the address format of

each protocol, and makes relative conversion. This cost lots of resource of the switch, lower

thespeed

Operation steps

1. Click t he ABusi ness manaden>\YLAN I gonfmeqxu p
navigation tree to enter the interface, the interface is shown as the folfmuireg

VLAN Config

c

SerialNum  Port Frame-type Ether—type Vian ID handle
Jump - < > Totsl1Psgs , 20 entrys per page
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AddVlan based on protocol b4

Port

"

“

Frame-type ther2

4

Ether-type

Vian ID :

Explanations

Configuration item | Meaning

Port Choose port geligel/24 xel/25 xel/28

Frametype With optional, frametype includes: ether2 802.3 snhap llc
snappriv

Ethernettype With optional, Ethernetype:arp ip,ipv6,802.1d.1q, 802.1d.1x

Vian Id Necessary option, join specified VLAN ID, scope4d94. E.qg.:
1-3 5 7 9.Defaultis VLAN 1.

2. Fill corresponding configuratioitems.

3.Click fAaddo, the intefigface i s shown as t
SerialNum Port Frame-type Ether-type Vian ID
1 gel/l ether2 ip 1 Delete
2 gel/2 ether2 ipvb 1 Delete

Total 2 Entry 20 entrys per page 1/1Page Go | » Pl

E.G.: PC1 & PC3 access to each other, the communication protocol is IPV4, bind IPV4
protocol with VLAN10. PC2 & PC4 access to eaither, the communication is IPV6, bind
IPV6 protocol with VLAN20.

VLAN diagram:
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PC3 PC4

IPV4 IPV6

VLAN10 VLAN20
SwitchB

gel/2 gel/3

gel/2
Switcha 9¢1/3

PC1 PC2
IPV4 IPV6
VLAN10O VLAN20

Operation steps

1. Create VLAN, confirm the VLAN eBusinegs busi nes

manage> VL AN

configd menu iantertthe mterface,viodifathe on t r e

PVID value, the interface is shown as the followfiggre:

Port Pvlan
gel/l 1
—
gel/2 |10
gel/3 20

2. Config Ethernet port
Click the
interface,

InputDrop Filter
= v = v
None ¥ Egress ¥
None ¥ Egress ¥
None ¥ Egress ¥

gel/2 & gel/3 of the Switcjpnt he VLAN under Auntag
ABusiness manage >VLAN cdafigd mer
i nput VLAN I D A100, choose gel/ 2

choose gel/ 3 in AUntag port | ifiguredo. The interf

VID Description Multicast

1 flood-unknown
10 flood-unknown
20 flood-unknown

Total 3 Entry 20 entrys per page

3. Config the Ethernet port gel/ 2 & gels/ 3 join

the same aabove).

Port list

Untag:

Tag:

Pvlan: gel/1 gel/2 gel/3 gel/4 gel/S gel/6 gel/7 gel/8 gel/9 gel/10 gel/11 gel/12
gel/13 gel/14 gel/15 gel/16 gel/17 gel/18 gel/19 gel/20 gel/21 gel/22 gel/23 gel/24
gel/25 gel/26 gel/27 gel/28

Untag: gel/2

Tag:

Pvlan:

Untag: gel/3

Tag:

Pvlan:

1/1Page Go | P M

A

4. Config port gel/1 of the SwitchA join VLAN® VL AN2O0 wunder Ataggedo r

the ABusiness manage >VLAN configd menu in t
i nput VLAN I D Al100, choose ;gdIn/pluti n/LAtNa d Dp dir?
choose gel/1 in fAtag port |listo, click Aaddo
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VID Description Multicast Port list
Untag:
Tag:
1 flood-unknown  Pvlan: gel/1 gel/2 gel/3 gel/4 gel/S gel/6 gel/7 gel/8 gel/9 gel/10 gel/11 gel/12

gel/13 gel/14 gel/15 gel/16 gel/17 gel/18 gel/19 gel/20 gel/21 gel/22 gel/23 gel/24
gel/25 gel/26 gel/27 gel/28

Untag:
10 flood-unknown Tag: gel/l
Pvlan:
Untag:
20 flood-unknown Tag: gel/l
Pvlan:
Total 3 Entry 20 entrys per page 1/1Page Go | » P

5, Click the fABusiness mamhgea apphANOcmehugPrpr othe
tree to enter thenterface, input relative value, bind VLAN10 with ipv4, & bind VLAN20

with ipv6é, click Aaddo. Tlhigureii nterface is shown
SerialNum Port Frame-type Ether-type Vian ID
1 gel/2 ether2 ip 10 | Delete
2 gel/3 ether2 ipvé 20 Delete

Total 2 Entry 20 entrys per page 1/1Page Go | P M

5.2MAC config

The main function of an Ethernet switch is to forward the message in the data link layer, that
is, according to the destination MAC address of the message to output the message to the
appropriate port. The MAC address forwarding list is a layer 2 forwarding list that contains
the correspondence between the MAC address and the forwarding port. It iasitheotb
Ethernet switch to realize fast forwarding of layen@ssage.
The list of MAC address contains the following information:

Destination MACaddress

VLAN ID which the port belongt
., The forwarding port number of tlievice
When forwarding thenessage, Ethernet switch will adopt the following two forwarding
modes according to the item information in the MAC address list:
Unicast mode: when MAC address forwarding list contains corresponding items to the
destination MAC address of the message sthigch sends the message directly from the
forward port in the tablentry.
Broadcast mode: when the switch receives a message whose destination addrEss is all
or when the MAC address forwarding list is without an item of corresponding MAC
address oftte message, the switch will use broadcast mode to forward the message to all
ports except the receivimprt.

5.2.1 MAC config

In this page, you can set the MAC address aging time and view MAC address table
information.

To accommodate network changes, the MA&ldress table needs to be updated
constantly. The automatically generated table items in the MAC address table are not always
valid. Eachtable item hasa life cycle, and the table items that do not get refreshedafter

5
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reaching the life ogle will be deleted. This life cycle is called aging time.If the record is
refreshed before reaching the lifetime, the aging time of the table item is recalculated.

The MAC address aging function can be effectively implemented by setting the appropriate
agng time.If the aging time set by the user is too short, it may cause the switch to broadcast a
large number of data packets that cannot find the destination MAC address, and affect the
performance of the switch.

If the aging time set by the user is toado the switch may save many outdated MAC address
table entries, thus exhausting the MAC address forwarding resources, resulting in the switch
being unable to update the MAC address forwarding as the network changes.

If the aging time set by the usert@ short, the switch may remove a valid MAC address
table entry, reducing forwarding efficiency.

In general, the recommended default of the aging time is 300 seconds

Operation steps:

1. Click the "business manage > MAC config " menu in the navigatioridrerter the
"MAC config" interface.

Pt: s pr—— T

SerialNumMAC Vid Interface Type

1 08:57:00:ec:55:ec 1 gel/3 dynamic

“1-1'1' I TP, 20y o g

Mac-Limit{port)

[0}

Retum

Port mac—limit(Max:16383) Action

gel/1 5383 i &

gel/2 5383 e ——

“

gel/3

“

gel/4

@

gel/5

gel/6

O

O

gel/7

MAC limit(vlan):
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s Q-

SerialNum  Vianld Limit Action handle

Add Limit X

Vian Id

Limit count

“»

Action

Explanations
Configuration Meaning

item
MAC aging time| Input MAC aging time, default is 300s, scope:1M0000s
Mac-limit Mac-limit, scope:016383  The setting value needs to be modified

before the setting takes effect.
2. Fill corresponding configuratiotems.
3.Clickiaddo

5.2.2 Static MAC

Static table items are manually configured by the user and sent to the inbedadetable

items do not age.

Operation steps

1. Click the "business management > MAC config > static MAC" menu in the navigation tree
to enter the "static MAC" interface as shaveaiow.

MAC Config
MacList Static Mac Mac-config
SerialNum MAC Vian ID Port handle
MAC
Vian ID ‘
Port /1 3
L Add \ Return
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Explanations

Configuration | Meaning

item

MAC Necessary option, input new create MAC address, suchHasiH

Vlan ID Necessary option, specified VLAN ID

Port Necessary option, choose the port name, suctges/3
RemarksThe ports should be the member ports of the VLAN

2. Fill corresponding configuratiatems.
3.Clickiaddo.

5.2.3 MAC List

The MAC table is used to store the MAC address, VLAN number, and output interface

information of other devices learned by the switch. When forwarding the data, the MAC table

is queried according tine destination MAC address and VLAN number in the Ethernet frame

to quickly locate the outgoing interface of the device.

Operation steps

1. Click the fABusiness manage >MAC config >MA
enter the interface, the inteckis shown as the following figure:

Pat: e —

Explanations

Item Meaning

Serial num | Number

MAC Destination MAC address

Vid VLAN ID

Interface Interface number

Type Dynamic MAC address refers to the MAC address list item that can be
according to the aging time configured by tiser.Switch can add dynam
MAC address list item through MAC address learning mecharmism
manually established by the user.

5.3MSTP cotlig

A switched network is divided into several regions through MSTP and several spanning
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trees are generated in each region, which are mutually independent. Each spanning tree is
called an MSTI (Multiple Spanning Tree Instance) and eaglon is called an MST region
(Multiple Spanning Tree Region).

MSTP is compatible with STP and RSTP and can make up their defects. It can converge
quickly and make different VLAN traffics be forwarded along their respective paths,
providing a better loacharing mechanism for the redundant links.

The comparison is shown in Figure below:

Protocol Feature Application

STP Form a tree without loop, soly Without differentiating user o
broadcast storm and realize redund business flow, all vlans share
backup. tree.

Slow convergence.

RSTP Form a tree without loop, solV
broadcast storm and realize redund
backup.

Fast convergence.

MSTP Form a tree without loop, soly Have to distinguish user ¢
broadcast storm and realize redund business flow, and implemen
backup. load sharing. Different vlan

forward flow through different
Fast convergence. trees, and each tree
Multiple spanning trees realize lo{ independent from eadiher.
balancing among vlans, and flow
different vlans is forwarded according
different paths.

After deploying the spanning tree protocol in the Ethernet switching network, if a loop
appears in the network, the spanning tree protocol can be implemented through topology
calculation:

Eliminate the loop: eliminate network communication loop by blocking redutidiant

Link backup: when the current active path failure occurs, it activates the redundancy

backup link, so as to restore netwodnnectivity.

5.3.1 Global config

Provides the abiltto configure STP global parameters, and in some specific network

environments, the STP parameters of some devices need to be adjusted for best results.

Operation steps

1.Click the ABusinteseemawmade g>S Gh o mavigagianonf i go
tree to enter the interface, the interface is shown as the folldiging:
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Max age
Hello time scope:1- Default:2 Seconds

Forward
delay

Maxhop 20 scops 40, Dofautt
Revison

Name

CIST Status
Bridge id 32768.90-7E-BA-10-22-18 Designated root 32768.90-7E-BA-10-22-18 v

Explanations

Configuration Meaning

item

Enable Default is check, means the switch enable sparinéeey

Spanningtree

Mode Support STP, RSTRISTP mode

Priority Scope 861440 Step order value is 4006

Max age Means the max age of the message, rang@s6default is 20s

Hello time Represents the period of message sending. The bridge sends hell

message to the surrounding bridgeegfular intervals to confirm
whether there is a fault in the link. This interval is hello

Forward Delay Represents the delay of port state migration, with a range of 4 to 3
seconds and a default of 15 seconds.

Max Hops Select the maximum jumpumber.This value ranges from 1 to 20, wi
a default value of 20. The maximal jump number of trees in |
domain is used to limit the network size of trees in MST don
Starting from the root bridge of the generation tretéMST domain
the jump number is reduced by 1 for each configuration message
domain forwarded by a switch. The switch will discard
configuration message with the jump number of 0, making the s
outside the maximum jump number unable totipgmate in the
calculationof the generationtree, thus limiting the size of the MST
domain.

Revision MSTP revision level.

The revision level of the MSTP is used in conjunction with the dor
name and VLAN mapping table to determine the MST domain tolw
the switch belongs.

Name MST domain name.

The default value is the MAC address of the main control board of
switch.

The domain name of the switch device is used together with the VI
mapping table of the MST domain and the revision level oM&&P
to determine which domain the switch device can beiong
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2. Fill corresponding configuratiotems.

3.Clickiaddo.

E.G.

ThroughMSTP, a switched network is divided into multiple regions, and multiple spanning
trees are formed in each region, and the spanning trees are independent of each other.Each
SpanningTree Instance is called a Multiple Spannifigee Instance, and each domain is

cdled an MSTRegion.

(0 Explanation

An instance is a collection of multiple vlans. Binding multiple vlans to one instance, you

can save communication overhead and resooccapancy. Thealculation of each instance
topology of MSTP is independent of each other, laad balancing can be achieved on these
instances. Multiplevlans of the same topology can be mapped to an instance, and the
forwarding state of these vlans on the port depends on the state of the port in the
corresponding MSTP instance.

It is mapping of one or more vlans to the specified Mi$Stance. Oner more vlans can be
assigned to one instance of the spanning tree at a time.

Operation steps
1. Click the "business manage > MSTP config > instance config" menu in the navigation
tree, themterface is shown dselow.

c i

Instance Priority Vlan Mapped

0 32768 1-4094

Explanations

Configurati on item Meaning

MSTI ID Scope: 163

Priority Sets the priority of the specified instance, which must be a multip
4096.
Scope: 0 to 65535, default value: 32768.

Vlan Mapped Input VLAN to bemapped

2. Fill corresponding configuratioitems.
3.Clickiaddo.

5.3.2 Inst-port config

1. Click the "business manage > MSTP config >-msit config" menu in the navigation tree,
the interface is shown aglow.
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Spanning-tree Config

c MSTID: 0 #
Port Role Status Priority AdminCost Cost Edge P2P UpTime
gel/1 0 No No Never
gel/2 DesignatedPort Forwarding sz 20000 Yes Yes 0d 00:04:17
gel/3 0 No No Never
gel/4 0 No No Never
gel/5 0 No No Never
gel/6 0 No No Never
gel/7 0 No No Never
Explanations
Configuration | Meaning
item
MSTID Select the configured instance from the ddapvn menu
Port Fixed value, displayed according to user selection, do not support my
selections.
Enable Fixed value, displayed according to user selection, dsupgort multiple
selections.
Instance Up to 63 instances can be created
Priority Select porpriority. Thesmaller the value, the higher the priority.
Interface priority can affect the role of the interface on the speq
MSTI. Users carconfigure different priorities for the same interface
different MSTI, so that flow from different VLAN can be forwarded alg
different physical links, completing the function of sharing load
VLAN.
Note: when interface priorities change, the MSTRiladates the role of
the interface and performs a state migration.
Admincost Enter the path overhead value of thierface. Theange of values under
IEEE 802.1t standard is 1 ~ 200000000
Cost The range of value under IEEE 802.1t standafd-2)0000000
Role designated alternated Disabled
Status Discarding or forwarding

2. Fill corresponding configuratiotems.
3.Clickiaddo.

5.3.3 Port config

In some specific network environments, the STP parameters of some switch device interfaces

need to badjusted for best results.
1. Clickthefi B u s imare@ssMSTP config>portc o n fmierwia the navigationtreeto
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enter the interface, the interface is shown as the following figure:

Spanning-tree Config

Port Enable AdminEdge AutoEdge restrictedRole restrictedTcn BPDU Guard  Point—to—Point Loop detect
X s s s s s s : :

gel/1 v | &
gel/2 4 s
gel/3 V] A Py
gel/4 v V| s
gel/5 v 2 :
gel/6 v v s

gel/7 v/] V] s

Explanations

Configuration Meaning

item

Port No option. Port list

Enable Select enable opening port configuratiomot. Thereare two
choices of to check ambtto check. Thelefault is not to
check.

BPDU Guard Select whether to turn on the protection functioBBDU. There

are two choices of to check and notteck. Thedefault is not to
check. Whenthe BPDU protection function is enabled on
device, if the edge interface receives the BPDU, the device
close these interfaces and notify the network management sy
The closed interfaces can only be restored manugliyebvork
administrators.

Edge Edge ports should be directly connected to the user terming
another switch or networsegment. Edgports can quickly trans
to a forward state, because on edge ports, changes in ng
topology do not createops. Bysetting a port to an edge port, t
spanning tree protocol allows it to transit quickly to the forw
state. Itis recommended that Ethernet ports connected direc
the user terminal be configured as edge ports so that the
quickly transitto the forward state.

Choosd-orce TrueForce Fals& automation

Pointto-Point Chooserorce TrugForce Fals& automation
Indicates the state thautomaticallydetection which the port is|
set to default if connected tgpaint-to-pointlink

Forcetrue
Indicates that a particular port is connected to a goipbint
link.
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Forcefalse
Indicates that a particular port is not connected to a-{a@ipoint
link.

2. Fill correspondingonfigurationitems.
3.Clickihaddo.

# E.G.

SwitchA, SwitchB, SwitchC, and SwitchD all run MSTP.MSTP introduces multiple instances
for VLAN10 and VLAN20 flow load sharing. MSTP can set the VLAN mapping table to
associate the VLAN with the generated treeanse, instance 1 mapping to VLAN10, and
instance 2 mapping to VLAN20.

Switch A Switch B
gel/1 gel/1 @
gel/2 gel/2

gel/2 gel/2
gel/1 9e1/i@
Switch C Switch D
PC1 PC2

MSTI1: MSTI2:
vlan10 vlan20

O Root Switch:SwitchA O Root Switch:SwitchB

X Blocked port X Blocked port

Operation steps

1. Add t he ports whi ch connect in t he L
manage >VLAN config >VLAN appl yo inedasey i n t he
allow VLAN10 & VLANZ20 via Trunk, tick theTaglist igel/B g e 1 / 2 di,a dadldi,c k t he
interface is shown as the followifigure:
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VID Description Multicast Port list
Untag:
Tag:
1 flood-unknown  Pvlan: gel/1 gel/2 gel/3 gel/4 gel/S gel/6 gel/7 gel/8 gel/9 gel/10 gel/11 gel/12

gel/13 gel/14 gel/15 gel/16 gel/17 gel/18 gel/19 gel/20 gel/21 gel/22 gel/23 gel/24
gel/25 gel/26 gel/27 gel/28

Untag:
10 flood-unknown Tag: gel/lgel/2
Pvlan:
Untag:
20 flood-unknown Tag: gel/lgel/2
Pvlan:
Total 3 Entry 20 entrys per page 1/1Page Go | P P

2. Configure SwitchA, SwitchB, SwitchC & SwitchD into the domain naRNDATA.
Click thenamBg®i meMSIP config >GIl obal configo
to enter the interface, the interface is shown as the folldigare:

Spanning-tree Config

Global Config Port Config nstance Config NST-PORT CONF

Mode stp

Priority

Max age

Hello time 2 scopa:1-10, Default:2 Ssconds

Forward
delay

Max hop 2 scope:1-40, Default:20

Revison

Name

3. Create MSTI1 & MSTI 2. Click the fABusiness ma
menu in the navigation tree mnt er t he interface, i nput rel
interface is shown as the followifigure:

Instance Priority Vlan Mapped

0 32768 1-911-19 21-4094
1 32768 10 Delete
2 32768 20 Delete

4. In RUNDATA, configure MSTI1 & MSTI2 root bridge & backup root bridge, configure
switchA as the root bridge of MSTI1, SwitchA as the backup bridge ofIMSlick the
AfBusiness manage >MSTP config >l nstance conf

the interface, the interface is shown as the followionge
Instance Priority Vian Mapped

0 32768 1-911-19 21-4094

1 0 10 | Delete |
2 32768 20 | Delete |
Refresh

&Attentions
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When configuring SwitchA, change the priority of MSTI10t@nd the priority of MSTI2 to
4096.

When configuring SwitchB, change the priority of MSTI1 to 4096 and the priority of MSTI2
to 0. The configuration method is the same as SwitchA and will not be repeated.

The priority must be a multiple of 4096

4. In thedomainRUNDATA, configure the root bridge and backup root bridge of MSTI1 and
MSTI2. Configure SwitchB as the root bridge of MSTI2, and the backup root bridge of
MSTIL.

5. After above configuration, the network is pruned into tree, so as to elimindephe

5.4ERPS config

ERPS (Ethernet Ring Protection Switching) is a protocol for Ethernet link layer loop
breaking. Ittakes the ERPS ring as the basic unit and contains several nodes. By blocking the
RPL Owner port and controlling other normal ports, the patestan be switched between
Forwarding and STP ding to eliminate thep. Atthe same time, we use control VLAN, data
VLAN and protection instance mechanism to better realize the function of ERPS.

As shown in the figure below, CE is connected tRiAg netvork composed of LSW1
~ LSW4.Such access mode can make the network have certain reliability, but in order to
eliminate the loop in the network and effectively ensure the link connectivity, it needs to start
a loop breaking mechanism.

@® Blocked Port
Port role

Thereare three types of port roles in ERPS protocol: RPL owner port,rieRjhbor
port and general poiRPL Neighboris a port type supported by ERPSv2, but not by V1.
7 RPL owner port
An ERPS ring has only one RPL Owner, as determined by user configuraten. Th
RPL Owner port is blocked to prevent the creation of a loop in the ERPS ring.
When the device where the RPL owner is located receives a fault message and learns
that other nodes or links on the ERPS ring fail, it will automatically open the RPL owmer por
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and this port will resume the receiving and sending of traffic to ensure that the traffic will not
be interrupted.

The Link where the RPL Owner is located is known as the Ring Protection Link.
f RPL neighbor port
A RPL neighboris a port directly connected to the RPL owner port.
Normally, both the RPL Owner port and the RR&ighborport are blocked to prevent the
creation of a loop.
When the ERPS ring fails, both the RPL Owner port and theNRfghborport are relesed.
The RPLneighbomort role is introduced to reduce the number of FDB entries flushed by
the device that hosts the RRkighborport.
¥ CommonPort

In the ERPS ring, all ports other than RPL Owner and R€ighborare normal
ports.

Common ports are sponsible for monitoring the link state of their directly connected
ERPS protocol and notifying other ports of changes in link state.

Control the VLAN
In the ERPS ring, the control VLAN is used to deliver ERPS protocol messages.
Each ERPS ring must be dmured to control the VLANWhen a port joins the ERPS ring
that has been configured to control the VLAN, the port will automatically join the control
VLAN.
Different ERPS rings cannot use the same ID to control the VLAN.
In contrast to a contrd/LAN, a data VLAN is used to transmit data packets.

5.4.1 ERPS configuration information displayed

Operation steps
1. Click the TfEBRSTiomds ggomaneaigie i>h t he navigation
interface, the interface is shown as the following figure:

c Ea
Ring-id Ring statu Port 0 Port 1 Role RPL port handle
Explanations
Configuration Meaning
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58


http://www.avcomm.us/

AVCOMM

—INDUSTRIAL IT—

item
Ring- Id ERPS ring ID
Ring state ERPS Ring state protected,idle, PENDING

5.4.2 Add ERPS

Operation steps
1. Click the TfEBRSiomdd g omaneaigie i>n t he navigati on
interface, the interface is shown as the following figure:

Add ERPS-Ring Config X

Ring-Id :
Port0 gel/l & RPL No $

RPL

“»
“

Port 1

Control Vian

Wir Timsout

Guard Timeout

Hold Timeout

Version 2 %

Return

Explanations
Configuration item | Meaning

Ring- Id ERPS ring ID

Port role RPL NeighbotOwneknone

Control vlan Control vlan

Witr Timeout When the RPL Owner port is released due to the fault of

devices or links, if the fault is restored, and some ports may n
changed from Down state to Up state, in order to prevent blo
the RPL Owner port immediately and causing blocking p
shock, when the RPL Owner port receives the NR RAPS me
of a certainport, Starthe WTRTimer, and close the WTRimer
if it receives a SF RAPS message from another port befor
Timer timeouts. Ifno SF RAPS message is received on any (
port bebre the WTRTimer timeouts, the RPL Owner port
blocked and the NRRB RAPS message is sent after the
Timer timeouts. Otherports will set the Forwarding state of
their

ports to Forwarding state after receiving the article.

Guard Timeout Thedevice involved in a link or node failure sends NR RAPS
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packets to other devices after recovery or cleanup operation ¢
starts Guard Timer at the same time. The purpose is to preve
receipt of expired NR RAPS packets beftire Timertimeout. If

the NR message sent by other ports can be received after the
timeout, the Forwarding state of this port will change to

Forwarding state.

Hold Timeout For the twelayer network running ERPS, the order of protectic
reversal may have different requirements. For example, in the
application of multilayer service, after the server failure, the ug
may want to recover the server failure for a period of time, bu
client can not perceive the fault, that is, the ptineaeversal
will notbecarriedoutimmediately. ThappropriateHoldoff
Timercan be set so that when a malfunction occurs, the
malfunction is not immediately reported to the ERPS, and onl
themalfunction

fails to recover after the Holdoff Timer htisied out.
Version Version V2 @ V1

5.5A-Ring config

5.5.1 Overview

5.5.1.1 Node type
A-Ring ring physically corresponds to an Ethernet topology connected in A
Ring manner. The role of the-Ring ring is decided by the user through configuration.

Master

Master is amain decision and control node on theRfg ring. There must be a
Master on each ARing only.

Each switch on the Ethernet ring is called a node and there must be one Master
on each ARing ringonly. Master is an initiator of the Polling mechanism (autamat
detection mechanism of the ring network state) and decider of operation execution
after the network topology shanged.

Master periodically sends the HELLO message from its main port, which is spread on
the ring through all Transfers. If the standbytpman receive the HELLO message
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sentby the Master,it meansthat the ring network link is complete;if it doesnot

receive the HELLO message within the specified time, the ring network link is
deemed to be faulty. Master has the follagviwo states:
CompleteState
When all links on the ring network are in an UP state, Master can receive the HELLO
message sent by itself from the standby port, it means that Master is in a Complete
state. The state of Master reflects the state oAtfeng ring. Therefore, the &Ring
ring is also in a Complete state. At this moment, Master will block the standby port
to prevent the data message from forming a broadcast loop on thepahagy.
FailedState
When the link on the ring network is in @®n state, Master will be in a Failed state.
At this moment, Master will open the standby port to ensure that the communication
of all nodes on the ring network will not beerrupted.

Transfer
Except Master, all other nodes on the ring candled transmission ports. There
may be several Transfers or no Transfer (in fact, such networking is meaningless) on a
A-Ring ring.
Each ARIng ring physically corresponds to an Ethernet topology connected in A
Ring form and the ARing ring is identifiedvith an ID expressed in ameger.

Except Master, all other nodes on theRMg ring are Transfers, which are
responsible for monitoring the state of their directly connecteding link and
notifying the Master change in the link. Master will decide Howvhandle it. The
Transfer has 3 states as follows:

,  Link-Up State
When Master and standby port of the Transfer are in an UP state, it means that the
Transfer is in a LinkJp state.

Link-Down State

When Master or standby port of the Transfer is in a Doate sit means that the

Transfer is in a LinkDown state.

PreforwardingState

When Master or standby port of the Transfer is in a Preforwarding state, it means
that the Transfer is in a Preforwarding state.

When the Transfer in an Lifldp statedetects that the main port or standby port
has link Down, it will move from an LinkJp state to an LiflDown state and send an
Link-Down message to notify Master.

The Transfer will not directly move from the Likikown state to the LinkJp

state. When somport of the Transfer in the LinRRown state has link Up and the
main port and standby port recover to the Up accordingly, the Transfer will move to
the Preforwarding state and block the recovered port.

At the moment when the main and standby ports of thesfer, Master cannot

be informed of it immediately. Therefore, the standby port is still in an Up state. If the
Transfer immediately moves to the Lip state immediately, it will necessarily
cause the data message to form a broadcast loop on thefivaya Therefore, the

5
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Transfer first moves from the LiARown state to the Preforwarding state.

When the Transfer in a Preforwarding state receives the COMPIEHEUSH-
FDB message sent by Master, it will move to the Lk state. If the COMPLETE
FLUSH-FDB message will not be lost during transmission, thRiAg protocol also
provides a backup mechanism to recover the temporarily blocked port and trigger
state switching, i.e. if the Transfer cannot receive the COMPLHIESH-FDB
message within the speieifl time, it will move to the Linkp state automatically and
open the temporarily blocked port.

5.5.1.2 Port role
Main port and standby port
Master and Transfer have access to the Ethernet ring through a main port and
standby port and the portrole is decidedbfye user 6s configuration

The main port and standby port of Master have different functions. Master sends
the loop state detection message from its main port. If this message can be received by
the standby port, it means that theRing ring network of tts node is complete.
Therefore it is necessary to block the stand by port to prevent the data loop; on
contrary, if the detection message cannot be received within the specified time, it
means that the ring network is out of order. It is necessary to bpestandby port to
ensure normal communication of all nodes on the ring. The main port and standby
port of the Transfer have the same functio
configuration.
5.5.1.3 Topology type
Singlering

Each ARIing ring physically corresponds to an Ethernet topology connected in

A-Ring form, in which there is a main switch only. This main switch is an initiator of
the Polling mechanism (automatic detection mechanism of the ring network state) and
decider of operatioaxecution after the network topology is changed.
The typical topology diagram is shown below:

S S

&

&) %)
——8

Single Ring
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Tangent ring

Tangent ring means that two or moreRéings share a common switch, without
public ports. All ARings in the tangent ring follow thengjle ring mechanism, which
will not affect each other. Its configuration is basically consistent with that of the
single ring, but several-Rings shall be configured for the public switch.
The typical topology diagram is shown below:

main switch main switch

Tangent Ring with Tangency at Master

5.5.2 Port configuration

1. Paneldescription
Set the basic parameters of the ring. The interface configuration is shown in Figure below:

RingType

c

Ring-id EnableStatus Port Member1 Port Member2 Node role RingType handle
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Add RING Config X

Ring-id
Node role
Port Member1

Port Member2

“»

-
-

4

Role

Role

Return

2. Explanations ofkeywords

Configuration item

Meaning

Ring Type

Dynamic and static ringeworks. Dynamidoop network indicate
that themaster switch is uncertain and changes with the chan
topology. The main characteristic is that no convergence tin
needed when the link iestored. Thanain characteristic of stat
ring network is that no matter how the topology changes, the
switch is fixed, but the convergence time is needed for link
recovery.

ring ID

The number of the ring network can be distinguished according
the ring ID, which ranges from 1 to 16

The frist
member

port

The first port member of the ringetwork. Each member of the rin
may contain at most two ports. Each switch may have more tha
ring.

The second port
member

The second port member of the ring network

system type

System types include Transfer (transmission node) and Master
(Master node).

The node role

The type of a port member changes according to the sytsiesn
When the system is Master, the type of the member is Master a

Subsidiary; Whetthe system igransferjts member is of typslone;

3. Operation steps

Step 1 Click the fiConfiguration manag
navigation tree to enter the i
Step 2 Fill in the corresponding conf
Step 3 Ifitshallbeusedasstaatonf i gur ati on, enter
and ASave settingso for save t

5.6L2-mcast config

The IGMP Snooping is Multicast constraint mechanism that deployed on the Layer 2 switch,
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it is used to manage & control thaulticast group.

The layer 2 device which running IGMP detection will analyze the received IGMP messages,
and establish the mapping relationship for the port & MAC multicast address; at the same
time , it will forward the multicast data accordinghis mappingelationship.

As shown the following figure, when the IGMIetectionis not running by layer 2 device, the
multicast data is broadcasted on layer 2; when the IGMP detection is running by the layer 2
device, multicast data will not beroadcasted in layer 2, but broadcasted to specified one;
unknown multicast data still will be broadcasted in layer 2.

Multicast packet transmission
without IGMP Snooping

‘%' Multicast router

Source

Multicast packet transmission
when IGMP Snooping runs

‘% Multicast router

Source

Layer 2 switch

™

Host A Host C
Receiver Receiver

Layer 2 switch

& | g

Host A Host C
Receiver Receiver

Host B Host B

—» Multicast packets

5.6.1 IGMP-snooping config

The IGMP Snooping is deployed on IPrdtwork, tobe more specific, on the Layer 2 switch
between a multicast rter and a user host, acting as a listener for IGMP/MLD messages
transmitted between the router and the lzost creatinghe forwarding table of multicast
packet on Layer 2 switch to manage and control the forwarding of mulbiaelséts orLayer

2 network.

By default, IGMP snooping on the switch is disabled. Therefore, you need to enable the
global IGMP Snooping on trswitch,

Operation steps
1. Cl i ck the 0 Busncasemfg>@MRsaapeo p3inyy confi go menu
navigation tree to enter the interég the interface is shown as the followfiggre:
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Enable

Send query
IGMPControl
Host age-time

Router port

Jge1/1 “Jge1/2 [Jge1/3 Cge1/4 ge1/5 Jge1/6 (Jge1/7 Jge1/8

Clge1/11 Oge1/12 Clge1/13 Cge1/14 (Jgel/15 Clge1/16

Clge1/25 Jge1/26 Jge1/27 Jge1/28

Explanations

Configuration item
Enable
IGMP-snooping

Description

Single check, enable or disable

When one port add in certain multicast group, the switch laur
timer for this port, the overtime is the hage time. Wher
overtime, the switch will delete the port in the multicast gréarg
wardingtable. The scope is 2a0D00s, default i260s

Hostage time

2. Fill corresponding configuratiotems.
3.Clickiaddo.

5.6.2 Staticmulticast

Based on the olchulticastmode, when the users in the different VLAN ask for the same
multicast, the data on the multicast router will copy and forward the VLAN for every
recipient This mode wastes lots of bandwidth. While enable IGMP Snodpimgjion, the
switch ports are added in tineulticastVLAN through multicast group VLAN configuration
mode. This makes the users in different VLAN share the same multicast VLAN to receive the
multicast data; the multicast flow only be transmitted in theesamalticast VLAN, this save
the bandwidth. And the multicast VLAN is isolated with users VLAN, this ensure the safety
and bandwidth stable.

Operation steps
1. Click the ABusisesspmagagenti GMBSt at i c
navigation tree to enter the interface, the interface is shown as the folfguiregy

3 AddStatic IP multicast

SerialNum Vian ID

Multicast source

AVCOMM technologies Inc.

Muiticast addr Port list
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AddStatic IP multicast

Vian ID

Multicast source

Multicast addr

Oge1/1 Oget/2
Portlist Mge1/9  [ge1/10

[Cge1/25 [ge1/26

1
_\ Return

Explanations
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[(Jge1/3 [Jge1/4 [gel/5 [Jge1/6 [Ogel/7 [Ogel/8
(Jge1/11  [Oge1/12 [Oge1/13 [ge1/14 [Oge1/15 [Ogel/16
(Jge1/27 [OJge1/28 Select All

Configuration Meaning
item
Vlan Id Fixed, it is fixed by the user options.

Remarks: ensure the VLAN is created. Inpoteated VLAN

Source multicast

Input source multicast address

Multicast address

Input multicast address

Port list Add multicast member
2. Fill corresponding configuratiotems.
3.Click fAaddo, the intefigrmce i s shown as the
1P— ing Config p Li an —config Stat ac m st
€ Addstatic [P multicast
SerialNum Vian ID Multicast source Multicast addr Port list handle
1 1 0.0.00 2251.23 gel/1gel/2 Ty
5.6.3 GROUPconfig

1.Click the

fi B u sncasemfg>lGMPs agepPhbg | i stodo menu

navigation tree to enter the interface, the interface is shown as the folfmuireg

IGMP-snooping

AP ping Config L lan —config P a Stat] m a5
s Clear

SerialNumVlan ID :‘:"::"St Multicast addr Port Expire(s)

1 1 0.0.0.0 225.1.23 :; g B

2. Choose relative port,

cidkCl ear o.

5.6.4 VLAN config

Operation steps

1. Cl i ck t heonfgb2moastacnf i g >vIan configd menu
to enter the interface, the interface is shown as the folldigace:

AVCOMM technologies Inc.
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VianID  Multicast Enable Fast-leave

1 Flood-unknown Yes No 10

Explanations

AVCOMM
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Max—response—
time

STRIAL IT—

Query—Version Query interval handle

3 125 W &

Configuration Meaning
item
Vlan Id Fixed
Remarks: Ensure VLAN is createthput a created VLAN
Fastleave Enabl e/ di sabl e, enabl e is i
Query interval Scope: 21800s
2. Fill corresponding configuratiotems.
3.Click naddo, the intefigirace i s shown as
VianID  Multicast Enable  Fast-leave :I/l:—response- Query-Version Queryinterval  handle
1 Flood—unknown Yes No 10 3 125 w @
10 Flood—unknown Yes Yes 10 3 60 w &

5.7MLD-Snooping

MLD Snooping (Multicast Listener Discovery Snooping), It is an IPv6 multicast
constraint mechanism that runs on Layer 2 devices and is used to manage and control IPv6

multicast groups.

5.7.1 MLD Snooping Principle

A Layer 2 device running MLD Snooping establishes a mappangpért and MAC
multicast addresses by analyzing incoming MLD messages and forwards IPv6 multicast data
based on such a mapping.

As shown in the figure below, when the Layer 2 device is not running MLD Snooping,

IPv6 multicast data messages are broadatakayer 2; when the Layer 2 device is running
MLD Snooping, multicast data messages of known IPv6 multicast groups are not broadcast at
Layer 2, but are multicast to the specified receiver at Layer 2.

AVCOMM technologies Inc.
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IPv6 multicast packet transmission
without MLD Snooping

IPv6 multicast packet transmission
when MLD Snooping runs

Multicast router Multicast router

Layer 2 switch

e

Layer 2 switch

e

Host A
Receiver

Host A
Receiver

Host C
Receiver

Host C
Receiver

Host B Host B

— |Pv6 multicast packets

Comparison of Layer 8evices before and after running MLD Snooping

MLD Snooping forwards information via Layer 2 multicast to only those receivers who need
it, providing the following benefits.

Reduce broadcast messages in Layer 2 networks, saving nbamohkidth.

Enhance security of IPv6 multicgsicket

Brings convenience to independent billing of ehost.

5.7.2 MLD Snooping Basic Concept

1. MLD Snooping Related port
As shown in the figure below, Router A connects to the multicast source and runs
MLD Snooping on Svich A and Switch B. Host A and Host C are the recipient hosts (i.e.
IPv6 multicast group members).

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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Router A Switch A Recelver

GE1/0/1

GE1/0/2

GE1/0/3

Host B

GE1/0/1 4
Source

Switch B

@) Router port
O Member port
——» |Pv6 multicast packets

Host D

In conjunction with the above diagram, introduce the port concepts associated with MLD
Snooping.

Router Port: The port on tlevitch that faces the side of the Layer 3 multicast device
(DR or MLD querier, such as the Gigabit Ethernet 1/0/1 port on each of Switch A and Switch
B. The switch records all router ports on this device in the Routing Port list. The switch
records all roter ports on this device in the routing port list.

Member Port: Also known as IPv6 multicast group member port, it is the port on the switch
facing the IPv6 multicast group member sideor example, GigabitEthernet1/0/2 and
GigabitEthernet1/0/3 ports of Seh A, and GigabitEthernet1/0/2 port of Switch B.The switch
records all member ports on this device in the MLD Snooping forwarding table.

5.7.3 MLD Snooping Working mechanism

A switch running MLD Snooping handles the different MLD actions in the following
manne:
1. Generalquery
The MLD querier periodically sends MLD universal group query messages to all hosts and routers
(FF02::1) in the local network segment to query which IPv6 multicast groups are members of the
segment.
When an MLD universal group query messéagreceived, the switch forwards it out through
all ports in the VLAN except the receiving port and does the following actions for the
receiving port of thenessage:
If the dynamic router port is already included in the routing port list, resagiiigtimer.
If the dynamic router port is not included in the routing port list, add it to the routing port list
and start its aging timer.
2. Report Member Relations

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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The host sends an MLD member relationship report message to the MLér guére following
cases:
When a member host of an IPv6 multicast group receives an MLD query message, it replies
with an MLD member relationship repanessage.
If a host wants to join an IPv6 multicast group, it proactively sends an MLD membership
repat message to the MLD querier to declare its membership in the IPv6 mujtmast
When an MLD membership report message is received, the switch forwards it out through all
router ports in the VLAN, resolves the IPv6 multicast group address that theamistto join
from the message, and does the following for the receiving port of the message:
If no forwarding table entry exists for this IPv6 multicast group, create a forwarding table
entry, add the port as a dynamic member port to the outgoinggiparid start its aging
timer.
If the forwarding table entry corresponding to this IPv6 multicast group already exists, but
the port is not included in its outgoing port list, add the port to the outgoing port list as a
dynamic member port and start itsragtimer.
If there is already a forwarding table entry for this IPv6 multicast group and its outgoing port
list already contains this dynamic member port, then reset its thgieg

B

3. Leave multicastgroup
When a host leaves an IPv6 multicast groupeiifies the multicast router that it has left an IPv6
multicast group by sending an MLD leave group message. When the switch receives an MLD
leave group message from a dynamic member port, it first determines whether the forwarding
table entry correspondj to the IPv6 multicast group to be left exists and whether the receiving
port is included in the list of outgoing ports of the forwarding table entry corresponding to the
IPv6 multicast group:
If no forwarding table entry exists for the IPv6 multicastuyp, or if the outgoing port list
for the corresponding forwarding table entry for the IPv6 multicast group does not contain
the port, the switch does not forward the message to any port, but disdasizlt.
If there is a forwarding table for theM® multicast group and the outgoing port list of the
corresponding forwarding table for the IPv6 multicast group contains this port, the switch
forwards the message through all router ports in the VLAN. At the same time, since it is not
known whether therare other members of the IPv6 multicast group under the receiving port,
the switch does not immediately remove the port from the outgoing port list of the
corresponding forwarding table for the IPv6 multicast group, but resets itdiaggng
When the MID querier receives an MLD leave group message, it resolves the address of the IPv6
multicast group that the host wants to leave and sends an MLD specific group query message to
that IPv6 multicast group through the receive port. After receiving the MLOpggpecific query
message, the switch forwards it out through all router ports in the VLAN and all member ports of
the IPv6 multicast group. For the receiving port of an MLD leave group message (assumed to be a
dynamic member port), the switch, duringatsing time:
If an MLD membership relationship report message is received from that port from a host in
response to a query for that particular group, it indicates that there are still members of that
IPv6 multicast group under that port and resets itgdiirer.

B
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If no MLD membership relationship report message is received from this port fromia host
response to this grotgpecific query, it means that there are no more members of this IPv6
multicast group under this port, and then it is remdvath the outgoing port list of the
forwarding table entry corresponding to this IPv6 multicast group after its aging time has
expired.

5.7.4 MLD-Snooping Configuration

Operation step
1.Click "Service Management" in the navigation bar> MBRoopingConf i gur ati ondo Men
Enter the "MLDBSnooping Configuration" interface, as shown in the folloWingre.

Enable
Send query

Host age-time

The meaning of the interface information is shown in the following table
Configuration item | Description

Enable If MLD -Snooping is globally disabled, it is not possible to

MLD-Snooping configure MLD-Snooping undeyLAN.

Configuration Single option, divided into two states(enable and disable), the
default is disable.

Host aging time When a port joins a multicast group, theitch starts a timer for th

port with a timeout that is the host port aging time. After
timeout, the switch removes the port from the forwarding tabl
the multicast group. The value ranges from 200 ~ 1000 second
and the default value is 260 seds.

2.Fill in the appropriate configuration items.

3.Click "Setting" to complete thanfiguration.

5.7.5 Static Multicast

Based on the previous multicast-demand approach, when users in different VLANs
demand the same multicast group, the data is replieatgdorwarded on the multicast router
for each VLAN including the recipient. Such a multicastdemand approach wastes a lot of
bandwidth. After the MLBSnooping function is activated, the switch ports are added to the
multicast VLAN by configuring the miticast VLAN, so that users in different VLANs share
one multicast VLAN to receive multicast data, and multicast streams are transmitted only in
one multicast VLAN, thus saving bandwidth. And because multicast VLANs are completely
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isolated from users, o security and bandwidth are guaranteed.

Operation step
1.Click "Service Management" in the navigation > MaDooping > Static IP Multicast"
menu, enter the "Static IP Multicast" interface as shown in the following figure.

MLD-snooping Config

ALD— ) GroupList Vian—config

c I

SerialNumVian ID Multicast source Multicast addr Port list handle

The meaning of thiterface information is shown in the table below.

Configuration item | Description

Vlan Id Fixed according to the data selected by user
Description: Enter a VLAN that has been created

Multicast Source Enter the multicast source address

Multicast address Enter the multicast address

Port list Add multicast member, you can select more than one

The meaning of the interface information is shown in the table below.
2.Click "Add" to fill in the appropriate configuration items.
3.Click "Setting" to complete the configuration, as shown below.

MLD-snooping Config

c A

SerialNumVlan ID Multicast source Multicast addr Port list handle
1 1 : 2000:2 fe1/1 zf

5.7.6 group list

Operation step
1.Click "Service Management" in the navigation MLD-Snooping Configuration > Group
List" menu, enter the "Group List" interface as shown in the figeiav.

MLD-snooping Config

MLD-snooping Config GroupList Vlan-config Static IP multicast

-

SerialNumVian ID Multicast source Multicast addr Port list(Expire)

1 1 i 2000::2 fe1/1(-)

2.Select the appropriate interface and cfiClear".

5.7.7 VLAN Setting

Operation step
1.Click  "Service Management" inthe navigation >  MLD-Snooping
Configuration > VeénfeNhes\WAN settimg'iatenface as shown in the
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figure below.
MLD-snooping Config
&
Vlan ID Enable Fast-leave Max—response-time  Query interval Query source handle
1 Yes No 10 60 = w @

The meaning of the interface information is shown in the table below.

Configuration Description
item
Vlan Id Fixed according to the data selected by user
Description: Enter a VLAN that has been created
Fast leave Enable/disable fast leave multicast. Enable to show 1, Disable
multicast show 0
Query message Range: 21800 seconds
interval

2.Click "Add" to fill in the appropriate configuration items.
3.Click "Setting" to complete the configuration, as shoalow.

MLD-snooping Config

Vian ID Enable Fast—leave Max—response-time  Query interval Query source handle

1 Yes Yes 10 60 2000::2 w &

5.8Q0Sconfig

In network services, the Quality of Service (QoS) includes the transmission bandwidth,
transmission delay and packet loss rate. In the network, the QoS can be improved by ensuring
the transmission bandwidth, reducing the transmission delay, mingrtizé data packet loss
rate and delay jitter.

QoS can be used to regulate network traffic, avoid and manage network congestion, and
reduce packet loss rate, which also supports provision of dedicated bandwidth to users,
different service quality for diffent services, improve the network service capabilities.

Different packets are assigned different QoS precedence. For example, VLAN packets
are assigned the 802.1p or Class of Service (CoS) field and IP packets are assigned the DSCP.
When packets are tramgited through different networks, in order to maintain the precedence
of the packets, you need to configure the mappings between these precedence fields at the
gateways connecting different networks.

802.1p precedence in VLAN header

The VLAN frames arausually transmitted between Layer 2 devices. According to the
definition of IEEE 802.1Q, the PRI (802.1p precedence) field or the CoS (Class of Service)
field in the VLAN header identifies theQoS requirement.

802.1p precedence in VLAN frames
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Destination| Source |
address address |

The 802.1Q header contains-®iBlong PRI field,which defines eight types of business
precedence CoS, i.e. 7,6, ..., 1 and 0 in descending order of precedence.

IP Precedence/DSCP field
According to the definition of RFC791, the ToSype of Service field of an IP packet

header is composed of 8 bits,wiich the 3bit Precedence field identifies the precedence of
the IP packet. The location of the Precedence in the packet is shown in the figure below.

IP Precedence/DSCP field

Proto | FCS | IP-SA | IP-DA| Data

IP Precedence
| |

1
DSCP

The bits from 0 to 2are the Precedence field, which represents the eighdgnee
levels of packetransmission,i.e7,6, ..., 1, and 0 in descending order of precedence. 7 or 6
represents the highest precedence, which is often reserved for routing or updating network
control traffic. The uselevel applications can only take theecedence from 0 ¥

In addition to the Precedence field, the ToS field also includes three bits, i.e. D, T and R,
of which Indicatesthe delay requirement (O stands for normal delay and 1 stands for low
delay). T represents throughput (O stands formal throughput and 1 stands for high
throughput). R indicates reliability (0 stands for normal reliability and 1 stands for high
reliability). The 6th and 7th bits in the ToS field are reserved.

As specified in DiffServ system, each message will be classified into different categories
in the network. The classified information is contained in the IP packet header. The DiffServ
system uses the first 6 bits @fpe of Service (TOS) in the IP packbeader to carry the
packet classification information. This definition is valid only for the lower 6bits and is a
number less than 63. This definition supports both IFes fields) and IPvgTraffic Class
fields). There are 64 DSCP precedence vd:€8).
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5.8.1 QOS Global config

In the case of network congestion, it is necessary to solve the problem of multiple messages
competing for resources at the same time. Congestion management usually adopts queue
scheduling technology to avoid intdttent congestion in network. Queue scheduling
technologies include: SP (Strict Priority), WRR (Weighted Round Robin), DRR scheduling
(DRR (Deficit Round Robin) scheduling is also an extension of RR).

Operation steps
1. Click the >A@BuSs icnoensfsi gma>nGlgoebal confi gd menu i
enter the interface, the interface is shown as the following figure:

VLAN Config s = QOS Config

Policy ©s° WRR ~ DRR |

I
Weight WO: wi1: wa: W3: W4: Wa: W6: W7:

ghts
COasimao Cos $ —> Queue 3
queue
acks

Current map 0->0 1—1 2->2 3-8 4->4 5->5 6—>6 7->7
SCP
DSCPCosmaP psop 0 & —» NewDSCP 0 & —> COS 0 #

queue

Current map

Explanations

Configuration item | Meaning

SP SP queue scheduling algorithm is designed for key bus
applications. A key feature of critical business is the requiremen
services be given priority in the event of congestion to reduce la
in response.Taking 8 output queues of ports as arample, the
priority queue divides 8 output queues of ports into 8 classes, \
are successively 7, 6, 5, 4, 3, 2, 1 anpifues.
Their priorities are lowered in turn.

WRR WRR queue scheduling algorithm takes turns among the quel
ensure thatach queue gets a certain service time. For examp
there are 8 output queues on the port, WRR can configure a wei
value for each queue (w7, w6, w5, w4, w3, w2, wl, wOthee
corresponding weighted values in order).

DRR DRR (Defict Round Robinkcheduling is also an extension of H
Compared with WRR, WRR only cares about messages, and the
bandwidth obtained by big size messages is greater than that ol
by small size messages under the same scheduling opportunit
packet lengthdctor is taken into account in the scheduling process
as to achieve the scheduling rate equity.
DSCP Range 663
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New DSCP Range 663
Cos Range 67
Queue Range 67
Weight Weighted value, range:000 used in WRR & DRR
5.8.2 QOSport config
Operation steps
1. Click the ABusiness manage >QOS config >Por

Port Default COS

gel/1 s
gel/2 B
gel/3 :
gel/4 s
gel/5 %
gel/6 $

gel/7 $

Explanations

Configuration item | Meaning

Port With optional multiple ports
Default cos Scope:67

5.9LLDP config
5.9.1 Working Mode of LLDP

LLDP has the following four working modes:

TxRx: Send and receive LLDFacket.

Tx: Send but not receive LLOFacket.

Rx: Receive but not sent LLOFAcket.

Disable:Neither send nor receive LLORcket.

When LLDP working mode of the port changes, the port will initialize the protocol state
machine. In order to avoid frequent changes in the working mode of a port and cause the port
to constantly perform an initializath operation, the port initialization delay time can be
configured. When the working mode of the port changes, the initialization operation is
delayed for a period dime.

5
5
5

5
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5.9.2 Sending Mechanism of LLDP Message

When a port works in TxRx orximode, the device periodically sends LLDP packet to
its neighbors. If the local configuration of a device changes, a LLDP packet is sent
immediately to notify the neighboring devices of the local information changes as soon as
possible. However, in ordéo prevent a large number of LLDP packets from being sent due
to frequentiocal changeseveryLLDP packet sentmustbe delayedfor a periodof time before
sending the nexgacket.

When the working mode of the device is changed from Disable/RxRa/Tx or a new
neighbor device is found (that is, a new LLDP packet will be received and information about
the sending device of the packet is not saved locally), the device will automatically enable the
fast sending mechanism, to reduce the sending @fcLLDP packet to 1 second, and will
continuously send specified number of LLDP packet before resume normal sending cycle.

5.9.3 Receiving Mechanism of LLDP Message

When a port works in TXRx or Rx mode, the device will check the validity of received
LLDP paclets and carriedLVs. After passing the check, the device will save the neighbor
information to the local area and set the aging time of neighbor information on the local
device based on th&me To Live (TTL) value inTLV. If the value is zero, the neigbb
information is ageimmediately.

5.9.4 LLDP global config

Operation steps
1. Click the ABusiness manage >LLDP config >GI ol
to enter the interface, the interface is shown as the folldigare:

VLAN Config . LLDP Config

DP Neighbors

e

LLDP Enable © Disable
Send cycle
Hold Time 120

Send interval

Reinit delay

TLV Optional to send § /| Management address Port description 4 System property §4 System description £4 System name

Explanations

Configuration item | Description
LLDP Single opton, enable or disable LLDP
Send cycle Default is 30s scope 5-65535s
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Hold time The amount of time that device information is held in a neighbor
device.Default is 120s scope 5-65535s

Send interval Default is 2s scope 2-5s

Reinitdelay Default is 2s scope 2-5s

TLV option to send | Management address, port description, system property, system
description, system name

Ethernet messages that encapsulate LLDP Data Unit are calledrheBfages. TLV is the
unit that constitutes LLDPDU, and each TLV represents a message.

2. Fill corresponding configuratiotems.

3.Clickiaddo.

5.9.5 Port config

Operation steps
1. Click the ABusiness manage >LLDP config >Por

erter the interface, the interface is shown as the follo¥iinge:
= - - =5 LLDP Config

Global Config Port Config LLDP Neighbors

Port Send Receive Management address

“
“»
*

gel/1
gel/2
gel/3
gel/4
gel/5
gel/6

gel/7

Explanations

Configuration Meaning

item

Port Supports to configure ports

Send Send LLDP message

Receive Receive LLDP message

Managed address | Input this terminal switch IRddress, e.g. 192.168.1.254

There are 2 working mode of LLDP. TxRx: Transmit and receive LLDP message. Disable:
neither transmit nor receive LLDP message.
2. Configure send & receive LLDP pack message,

config >Portconf i go menu in the navigation tree t
receive in gel/1 , input the | P addtheess of ¢t
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interface is shown as the following figure:

Port Send Receive Management address

v * v

gel/1 % v 192.168.1.2]

5.9.6 LLDP neighbors

LLDP neighbors display operation steps

Click the ABusiness manage >LLDP config >LLDP

enter the interface, the interface is shown as the following figure:

LLDP Config

Capability Codes:
(R)Router,(B)Bridge,(C)DOCSIS Cable Device,(T)Telephone
(W)WLAN Access Point,(P)Repeater,(S)Station,(O)Other

e

SerialNumDevice ID Chassis—ID management Local interface Vian Hold Time Port ID Capability

Explanations

Configuration item | Meaning

DevicelD Equipment Model Name

ChassidD Equipment mac address

Mgm-IP Device Management IP

LocakIntf Local port number

Hldtme The amount of time that device information is held in a neighbor
device

PortID Neighbor port number

5.10 UDLD config

UDLD (UniDirectional Link Detection ):Layer 2 protocol for monitoring the physical
management of Ethernet links using fiber optic or twigte connectionsWhen a onavay
link (which can only be transmitted in one direction) occurs, the UDLD can detect the
condition, close the corresponding interface and send a warning message

UDLD supports two working modebtormal (default) and Aggressive (default)
modesg

Click the "Business Management >UDLD Management" menu in the navigation tree
to enterthe"UDLD Managemat" interface,as shown irthefigure below
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c Em

Port Mode Probe Time (second)

gel/1
gel/2
gel/3
gel/4
gel/s
gel/6

gel/7

Configuration item

Meaning

normal

UDLD can detect unidirectional links and mark ports as undeterm
to produce system logs

aggressive UDLD can detect by unidirectiondinks.An attempt to rebuild th
link is made to send a UDLD message probe packet every 7 se
If there are no UDLD echo replies, the port is placed irBh®isable
state

Probe Detection time

5.11 Link-flap config

Link oscillation is to close thénterface whose physical state frequently changes
Up/Down and make it in the state of Down, so that the network topology will stop changing
frequently back and forthivhen the number of times the link has wobbled over the polling
interval exceeds the setréishold, alarm logs are generated and the port is set-Digaile

statg

Click the "Business Management > Liftkap" menu in the navigation tree to enter the
"Link-Flap Management" interface, as shown in the figure below.

Explanations

AVCOMM techalogies Inc.

Polling interval
Flap threshold

Recoverytime @~ 0 scops &0, 30-86400(s), Dsfault:0(s) Ssconds; 0: Disable
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Configuration item | Meaning
polling interval The system needs to count the number of link oscillations in unit
time, which is recorded as the link oscillation timierval

Instability threshold | The Up/Down switch of intéace state is recorded as one link
oscillation
recovery time Interface down after the set recovery time can be UP, 0O is disabl

5.12 DHCP Server config

DHCP (Dynamic Host Configuration Protocol) is usually applied in large local area
network environments. Its main role is to centrally manage and assign IP addresses, so that
hosts in the network environment can dynamically obtain IP addresses, Gateway addresses,
DNS server addresses and other information, and improve the utilization rateesfsaedd

DHCP client DHCP client
DHCP server

-
)‘;

DHCP client DHCP client

5.12.1DHCP IP address allocation
5.12.1.1 IP address allocation strategies

According to different demands of clients, DHCP provides three IP address allocation
strategies:

Manually assigned addresses: static bound fixed IP addresses set by the administrator f
a few specific clients (such as the WWW server).Send the configured fixed IP address to the
client via DHCP.

Automatic allocation of addresses: DHCP assigns clients an IP address with an unlimited
lease period.

Dynamic allocation address: DHCP assigms P address with a certain validity period
to the clients. After reaching the validity period, the client needs-&ppéy for the address.
Most clients get this dynamically assigned address.
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5.12.1.2 IP address dynamic acquisition

DHCP client DHCP server
——— ——
7 3~

(1) DHCP-DISCOVER

(2) DHCP-OFFER

(3) DHCP-REQUEST

(4) DHCP-ACK

IP address Dynamiacquisition process

As shown in the figure above, the DHCP client dynamically obtains the IP address from
the DHCP server, mainly through four stages:

(1) Discovery stage is where the DHCP client looks for the DHCP seFfber.client
sends the DHCPISCOVER mesage byroadcasting.

(2) Provide stage, that is, the stage where DHCP server provides IP address. After
receiving the DHCHDISCOVER message from the client, the DHCP server selects an IP
address according to the priority assigned by the IP address and tsemdlsei client with
other parameters through the DHOFFER messag&he way of sending the DHGBFFER
message is determined by the flag field in the DHIT®COVERmMessage.

(3) Selection stage, that is, the stage where the DHCP client selects the IP dfidress.
multiple DHCROFFER messages are sent to this client by DHCP server, the client only
accepts the first received DHEPFFER message, and then sends the DRERUEST
message through broadcasting, which contains the IP address assigned by the DHCP server in
the DHCROFFERmMessage.

(4) confirmation stage, that is, the stage where DHCP server confirms the IP address.
After the DHCRPREQUEST message sent by the DHCP client is received by the DHCP
server, only the server selected by the DHCP client will perfornfolleaving operations: if
the address is confirmed to be assigned to the client, the BXIBP message will be
returned; Otherwise, return the DHOIAK message this indicates that the address cannot be
assigned to thelient.

5.12.2DHCP pool config
Enable DHCPsrooping
Operation steps
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1. Click the ABusiness manage >DHCP server confi
navigation tree to enter the interface, the interface is shown adltheifgfigure:

Status Subnet mask Lease time Dt el o server]

Explanations

Configuration Meaning
item

Pool name | Length of the DHCP Server pool name is 1~48

Subnet mask | DHCP client can automatically obtain the IP

) DHCP client can automatically obtain the lease time oatldress, the
Lease time ]
scope is €99 days

Default gateway] DHCP client can automatically obtain the gateway

DNS address | DHCP client can automatically obtain the DNS address

Domain service| DHCP client can automatically obtain the domain

NetBIOS server| DHCPclient can automatically obtain NetBIOS server address

2. Fill corresponding configuratiotems.
3.Clickiaddo.
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AddDHCP Pool Config

|Day 0 % Hours

0 % Minutes

Default gateway | : |

Name server
Domain server

NetBIOS Server

s

5.12.3Port bind

Operation steps

1.Click the fABusi-sesspmagagen®#DBHCPPort bind con
navigation tree to enter the interface, the interface is shown as the folfmuireg

Current Position :  Business Manags DHCP Server Config

DHCP Pool Config Leases List Static Leases Config Port Bind Config

c K

DHCP Pool Port IP address

AddPort Bind Config X

DHCP Pool a@aaa %

Port gel/i $

IP address I

o

Explanations

Configuration | Meaning
item
DHCP Pool Fixed value, createaddresgool
IP address Static IP address of the user
Port Matchingswitch port
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2. Fill corresponding configuratiotems.
3.Clickiaddo.

DHCP Pool Port IP address
aa gel/l 192.168.0.11  Delete

Refresh

5.12.4 Static client config

In the DHCP network, users who obtain IP addresses staticallyJH@® users) may have
various attacks on the network, such as imitating DHCP Serveranstiructing false DHCP
Request messages. This will bring some security risks for legitimate DHCP users to use the
network normally.
In order to effectively prevent nddHCP user attacks, the device can be enabled to generate
static MAC table entry functits based on the DHCP Snooping binding table. After that, the
device will automatically execute commands to generate static MAC table entries for all the
DHCP user's corresponding DHCP Snooping bound table items under the interface, and at the
same time shiudown the interface's ability to learn dynamic MAC table items. At this point,
only the source MAC and static MAC table item matching message can pass through the
interface, otherwise the message will be discarded. Therefore, fdHGRP users under this
interface, only if the administrator manually configures the static MAC table items of such
users, their messages can pass, otherwise the messages will be discarded.
Static client configuration can be used to satisfy specific devices (such as serveesjuina
a fixed IP address.
Operation steps:
1. Click the fABusiness manage >DHCP Server co

navigation tree to enter the interface, the interface is shown as the following figure:

DHGP Sarvr Cortig

c i

SerialNum IP address MAC address DHCP Pool handle

Add Static DHCP Config X

DHCP Pool

eases List Static Leases

O

|P address

MAC address |

Return

Explanations

Configuration Meaning
item
DHCP Pool Fixed value, createaddresgool
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IP address Input the IP address needs toldaaded
MAC address Input the MAC address needs tolimnded

5.12.5Leases list

Operation steps
1. Click the ABuSenees manhgg >DHAEABES I|isto me
tree to enter the interface, the interface is shown as the following figure:

DHCP Sarver Config

SerialNum MAC address IP address Expire

6 Route manage
6.1L3 interface config

1. Interface description
L3 interface is mainly for device IP address settidg Web of this device, it only supports
manual IPV4 setting.

Interface Enable Status Mode IP address Description handle

vianif1 (V] Up static 192.168.1.60/24 o @

< Q1 Total1Pags . 20 entrys per page

2. Explanations

Configuration = Meaning
item

IPV4 IP address adopts Dotted Decimal Notation, e.g. 10.110.50.101

3. Operation steps

Stepl Click the fiRout e man a gavigatitn3reeitorenter thd
interface, the default IPV4 address is: 192.168.1.254/24
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Step2 | f user needs to change the | P, <c¢ch
click AAddo.

Step3 Ifitshallbeusedasstatonf i gur ati on, enter the
configdo for saving the settings.

% Explanation

After change IP, you need to login with the new IP address to enter the Web interface.

6.2Show route

User can check the routgormation

Operation steps

1. Click the ARoute manage > Show routed menu
The interface is shown as the following figure:

SerialNum Destination Mask Mark Gateway Output port
1 192.168.1.0 24 Co* vianif1
2 239.255.255.250 32 K>* vianif1
Jump L 3 Total1Page . 20 entrys psr pags
Explanations
Configuration Meaning
item
Gateway
Destination Destinatiometwork IP address & Subnet mask

6.3Static config

Static route is manually set by the network administrator. In a network with a relatively
simple network structure, the network administrator only needs to manually configure the
static route taachieve network interoperation. Static route is typically configured in a small
network with a fixed topology. Using appropriate static route in the network can reduce route
selection problems and overload of route selection data flow, and improve theediogv
speed of packets. When the network changed, the network administrator needs to modify the
configuration parameters again to ensure normal network communication.
Operation steps
1.Click the ARoute manage > St a tentecthecinterfdcd, g0 menu
The interface is shown as the followiligure:
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c Ea

SerialNum Destination prefix Mask Gateway Distance NQA handle

Add static route X

Destination prafix

Gateway
Distance |1

Track Enable

NQA s

‘ Add Return

Explanations

Configuration Meaning
item
Destination prefix Set dest network of the route
Gateway Set IP address of dest network route path previous andchoéas
Distance Specified route managed distance. The distance shorter,the priori
higher
2. Fill corresponding configuratiotems.
3.Click naddo, the intefigirace i s shown as the
SerialNum :::ftit\ation Mask Gateway Distance
1 10.1.1.0 24 20.1.1.3 x Delete
Total 1 Entry 20 entrys per page 1/1Page Go | » M
6.4RIP config

RIP (Routing Information Protocol) is relatively simple dynamic Routing Protocol,
which is mainly used in small networks, such as campus network and simple regional network.
RIP is generally not used for complex environments and large networks. As one of the earliest
Interior Gateway Protoco{IGP), RIP IS still widely used today because of its simpler
implementation and easier configuration and maintenance management than OSPFiS.and is
RIP currently has both versions of RIPv1 and RIPv2.

RIP adopts the distanactor algorithm, it uses theimber of hops to measure the
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distance to the destination address, and defines the path with the least number of hops as the
optimal path. The number of hops from a router to a network directly connected to it is zero,
and each hop is inemented by one. The number of jumps is called a metric. In order to limit

the convergence time, RIP stipulates that the value range of measured value is integer
between 0 and 15, and the value 16 represents infinity, that is, the destination network is
unreachable. Because of this limitation, RIP is not suitable for feiyeorks.

6.4.1 RIP global config

Operation steps

1. Click the fiRoute manage

> RIP global

configo

interface, The interface is shown as the follovfiggre:

Explanations

Distribute
metric
passive
Update
Timeout

LOOP

Redistribute Static

Configuration Meaning

item

Enable RIP Choose enable or disable RI P,

RIP version ChooseRIP version with optionalRIPv1& RIPv2 Default
RIPv1&v2 transmit & receive RIPv1 & RIPv2 message. RIPv1
only transmit & receive RIPvinessageadopts broadcast way when
transmit
RIPv2  only transmit & receive RIPv2 message, adopts multicast
whentransmit

Distribute Choose enable or disabtke f aul t is Adisabl ed

Passive Restrain the port to transmit route update message.

Metric } Sethedefault value,range-16, def ault i s A1l

Redistribute Choose enable or disable external route(Static/ospf/bgp/connected)
RIP protocol, defaultif di sabl eo

Update timer Fill time interval  of RIP task sending update message range:
5-2147483647s

Overtime timer | Fill the valid date of the route. If no updated, then this route path will
set unreach automatically, range25474836479Recommend setting:
f180s0(6 update periods)
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Trash timer Trashtimer is the time that route from unreachto final deleted.If the
route past become unreach, and there is no update during this gasg

route will be deletedutomatically, range:-82147483647, recommend
setting fil20so0

6.4.2 RIP config

Operation steps

setti

1..Click the ARoute manage > RIP network
interface, The interface is shown as the folloviiggre:
|y Add network
Network handle
@Ngtwork i/
Olinterface 2
| ooy | Return
Explanations
Configuration item | Meaning
RIP send version | Choose the RIP version of sending message Auto
Auto format
vl Adopts RIPv1 format to send message
v2 Adopts RIPv2 format to send message
v1&2 Compatible with 2 formats
RIP receive version| Choose the RIRersion of receiving message Auto
Auto format
vl Adopts RIPv1 format to receve message
v2  Adopts RIPv2 format to receive message v1&2
Compatible with 2 formats
Auth type Enable or disable the authentication of the the port when send
receiving message, default i g
same auth type and password can be exchange RIP message; 3
RIPv2 supports message authentication function.
Auth ID Auth ID should be input when set MD5 keys, the ID is a number
between 1255
Keys Set the keys, the key is a character string
AVCOMM technologies Inc. www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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Horizen

Cooseif enablehorizen function. Once enable,the device will not
sendbackthe route messageavhich studyfrom certainport, defaultis

fifenabl eo

6.50SPF config

OSPF(Open Shortest Path FirstlS an interior gateway protocol(IGP). It is used for
single autonomous system route control. It belongs to IGP.

OSPF is an IGP route protocol which developed by IETF OSPF group. It is designed for
IP network, and it support® subnet and external route information mark. It allows message
authentication and IP multicast.

6.5.1 OSPF global config

Click the ARoute manage > OSPF gl obal configbo
interface, The interface is shown as the followfiggre:

Explanations

c

Enable
RoutelD

Connected
Redistribute Static
AP

Configuration Meaning
item
Route ID Force ASBR to generate a default route into the OSPF routing

domain

Redistribute

Reassign routing metrics

Spf timer

Sets the time delay for routing calculation in a domain, the initial
timeinterval, and the maximum time interval

Passive mode

The passive mode of the interface is configured. When configur
a passive mode, the corresponding interface does not establ
adjacency relationship with other routers. The router publish the
network directly connected to the passive interface in the router
in the mannerof the peripheralnetwork. By default, the interface
does not enable passive mode.
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interface, The interface is shown as the follovfiggre:

handle

Add network X

Network

Explanations

’ Apply Return

Configuration item

Meaning

Interface

Current configured interface list

Router priority

Configure router priority, ranged-255, 0 means in correspondi
net wor k, the router canot be
the value, the higher of the priority.

Resend interval: the resend interval of the interface, it is used for
resend message between LSA & DD

Hello interval

Configure the time interval
same network, only the hellow interval is the same will reach neig
connectiorrelationship Pleasemakesurethe Hello interval of all the
interfaces are the same. Defaullueais 10s.

Dead interval

Configure the dead interval of router neighbor relationship failure.
Within the specified time, if there is no Hello message from the
neighbor, so the neighbor relationship is failed. Default value is 4(

Cost

Configure the interface path cost. OSPF calculate the shortest
forwarding data path from the interface which based on port
value. If do not manual configure it, OSPF will calculate interface
cost automatically; if auto calculate cost featig disable, thewill
adopts default value as interface path cost. Default value is 1.

Network

Configure the network type of the interface, the default type of
Ethernet is broadcast.
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Auth type Configure the interface auth type. Only timerfaces with the sam
auth type and password can reach neighbor relationship
synchronize LSA. It includes below type:

null  No auth

simple: Simple password auth.

md5 Md5 auth

Simple password: Input simple auth password
MD5 password ID Input password ID for md5 auth

MD5 password Input password for md5 auth

6.6VRRP config

VRRP (Virtual Router Redundancy Protocol) adds a set of routers that can assume
gateway functions to the backup group to form a Virtual Router. VRRP'soglesgchanism
determines which Router takes on forwarding tasks. Hosts in the LAN only need to configure
the Virtual Router as the default gateway.

VRRP divides up a group of routers in a LAN, called a backup group. The Backup group
consists of a Master rtar and multiple Backup routers that function as a virtual router.

VRRP backup group has the following characteristics:

Virtual routers have IP addresses, called virtual IP addresses. Hosts in the LAN only
needto know the IPaddres®f the virtualrouterand sett to thenexthop of thedefaultroute.

Hosts in the network communicate with external networks via this virtual router.

The router in the backup group selects the Master router according to the priority, which
assumes the gatew#ynction. Other routers serve as Backup routers. When the Master router
fails, it replaces Master to continue to perform the gateway responsibility, so as to guarantee
the host in the network to continuously communicate with the external network.

Virtual router

)

Host A

Y

Host B

i

Host C

VRRP Network schematic

As shown above, Router A, Router B and Router C make up a \Rouér.This virtual
router has its own IP address. Hosts in the LAN set the virtual router as defauwty.The
highestpriority routers in Router A, Router B and Routea@ as Master routers, taking on
the functions of gateways.The remaining two routers serve as Backup routers.
Explanation:

The IP address of the virtual router can be the unassigned IP address of the network
segmentvherethe backupgroupis located,or it canbe thesameastheinterfacelP addres®f

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
94


http://www.avcomm.us/

AVCOMM

— INDUSTRIAL IT—

a router in the backup group. The router whose interface IP address is the same as the virtual
IP address is called the "IP address n e r 0 .

In the sameVRRPbackupgroup,only onelP addres®wneris allowedto be configured.

The status of the router in the Backup group can be Master, Backlnjtiatide.

1. The priority of the router in the backup group

VRRP determines the role of each router (Master router or Backup router) in the Backup
group based opriority. The higher the priority, the more likely to become the Master router.

The value range of the priority of VRRP is 0 to 255 (the higher value indicates higher
priority), the configurable range is 1 to 254, the priority eserved for special purposes for
the system, and 255 is reserved for IP address owners. When the router is the owner of the IP
address, its priority is always 255.Therefore, when there is an IP address owner in the backup
group, it is the Master router lmg as it is working properly.

2. The working mode of the router in the backupgroup

Routers in a backup group work in two modes:

Non-preemptive mode: if the router in the Backup group works inpreemptive mode,
the Backup router will not become the Mastouter as long as the Master router does not fail,
even if it is subsequently configured with higher priority.

Preemption: if the router in the backup group works in preemption mode, it will send a
VRRP notification message to the public once it finaiat tits priority is higher than the
current Master router. This causes the routers in the backup groupléztréhe Master router,
and eventually replace the original Magteuter. Accordingly, the original Master router will
become the Backuputer.

3. The authentication mode of the router in the backumgroup

In order to prevent illegal users constructing message attack backup groups, VRRP
verifies received VRRP messages by adding authentication words to VRRP megRarjes.
offers two authentication ojoins:

Simple: simple character authenticatidie router sending the VRRP message fills the
authentication word in the VRRP message, while the router receiving the VRRP message
compares the authentication word in the received VRRP message with the lonithyied
authentication word. If the authentication word is the same, the received message is
considered to be true and legitimate VRRP message; otherwise, the received message is
considered an illegahessage.

Md5: md5 authentication.The router sendinghe VRRP message USES the
Authentication word and MD5 algorithm to abstract the VRRP message, and the result is
saved in the AuthenticatioHleader.Routers receiving VRRP messages perform the same
calculations using the authentication word and MD5 algoriéimesh compare the results with
the content of the authenticatibeaderlf it is the same, the received message is considered
to be true and legitimate VRRP message; otherwise, the received message is considered an
illegal message.

In a securametwork, users can also not set authentication mode.

6.6.1 VRRP config

Operation steps
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Click the ARoute manage > VRRP configodo menu in
The interface is shown as the following figure:

e
Interface  VRID  Virtual IP Status DS priorty m’“ Preempt  Dealyof preempt  handie
Explanatiors

Configuration Meaning

item

Interface Current config list

VRID Virtual route ID scope: 1255

Virtual IP Virtual route IP

Broadcast VRRP message broadcast interval,scofd€:1 default:1

interval

Priority Virtual route priority scope: 1254 default:100

Preempt Enable/disable preempt

Delay of Scope: 61000 default: O

preempt

6.6.2 VRRP track

Operation steps
Click the ARoute manage > VRRP config > VRRP t
the interface, The interface is shown asfttlewing figure:

VRRP Corfig

/RRP—config RRPTrac VRRP NQA

VRID Trackinterface Descend priority handle
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Add TRACK X

VRID s
Trackinterface  vianifl s

Descend priority O

Return

Explanations

Configuration Meaning

item

track Interface Current configrack Interface

VRID Virtual route ID scope: 1255

Priority Virtual route priority scope: 1254 default:0

6.6.3 VRRP nga

Operation steps
Click the ARoute manage > VRRP config> VRRP nq
the interface, The interface is shown as the following figure:

VRRP Config

Add TRACK
VRID NQA Descend priority handle
Add TRACK X
VRID z
NQA O

Descend priority O

Return

Explanations

Configuration Meaning
item
VRID Virtual route ID scope: 1255
NQA scope:1254
Priority Virtual route priority scope: 1254 default:0
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6.7ARP config

ARP (Address Resolution Protocol) is the Protocol for resolving IP addresses to Ethernet

MAC addresses(or physical addresses).

In a LAN, whena hostor othernetworkdevicehasdatato sendto anotherhostor device,it

must know the other's network layer address ( IP address). But having an IP address is not
enough,becausdP datagrammust be encapsulateih framesto be sentover the physical

network, so the sending station must also have the physical address of the receiving station, a
mapping from the IP address to the physical address is required. ARP is the protocol for
implementing this functionality.
After the device parses to the destiom MAC address throughARP, it will add an IP address
to MAC address mapping entry in its ARP table for subsequent forwarding of messages to the
same destination.
ARP table items are divided into dynamic ARP table items and static ARP table items.

1. Dynamc ARP tabletems

Dynamic ARP table items are automatically generated and maintained by ARP protocol
through ARP messages, which can be aged, updated by new ARP messages, and covered by
static ARP table items. When reach the aging time or interface dowasponding dynamic
ARP table entries will be deleted.

2. Static ARP tabléems

Static ARP table entries are manually configured and maintained without aging or being

covered by dynamic ARP table entries.

Configuring static ARP table entri@screases communication securifihe static ARP table

entry can only use the specified MAC address when communicating with the device with
specified IP address. The attack message cannot change the mapping relation between the IP
address and MAC address tifis table entry, thus protecting the normal communication
between this device and the specified device.

Static ARP table entries are divided into long static ARP table entries, short static ARP
table entries and mulport ARP table entries.

When configuring a long static ARP table entry, in addition to the IP address and MAC
address entries, you must configure the VLAN and outgoing interface for the ARP table entry.
Long static ARP table entries can be used directly for message forwarding.

When cafiguring a short static ARP table entry, you only need to configure the IP
address and MAC address entriéshe outgoing interface is a layer 3 Ethernet port, the short
static ARP table item can be directly used for message forwarding. If the outigi@rigde is
a VLAN interface, short static ARP table entries cannot be directly used for message
forwarding. When needs to send the IP packets, it needs to send ARP request packet first, if
the received response message in the source IP address andvsdQraedress is the same
as configured IP address and MAC address, it will add the interface of received ARP response
message into the static ARP table entries, after this, it can be used for forwarding IP packets.
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The multiport ARP table entry is formed/lwonfiguring the short static ARP table entry
and the multicast MAC address table entry. If the MAC address in the short static ARP table
entry is the same as the MAC address in the multicast MAC address table entry, tporulti
ARP table entry will begenerated. If the device is sending IP packets, the 4puiti ARP
table entry guides IP packets to be sent from multiple outgoing ports.

6.7.1 Show ARP

Operation steps
2. Click the fAiRoute manage > A&RPt erontfh g of eow
ARPOiIi nterface, The interface is shown as the

ARP-config

Interface: 3 Clearstatic Arp \ One-—click Binding

IP address MAC Output port Type Expire handle
192.168.1.33 08:57:00-ec:55:ec vianif1 Dyn 119 W
Jump << | B e > >> Total1Pags , 20 entrys per psge

6.7.2 Static ARP

Operation steps
Click the ARoute manage > ARP configd0 menu in
ARP 0 i nTheintdrface ie shown as the followingiie:

i

SerialNum IP address MAC handle
IP address
MaC

Return

Explanations
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Configuration Meaning

item

IP address Added static IP

Mac Mac address which matched with IP address which

6.7.3 ARP agetime

Operation steps:
1. Click t
aget i meoi nt

ARP Config

Interface ARP age-time(

vianif1 11 80

he ARoute manage

erface, The

timeout: Min is 30, max is 2147483647, default is 180 seconds.

Explanations

ARPt ero ntf h @ 0O AMRMA U

nterface

shown

Configuration Meaning
item
AGE-TIME Range: 12147483647s default is 600s

6.8ND config

ND Snooping is a security feature for IPv6 ND (Neighbor Discovery) for use in two-
layer switched network environments. By listening to the Neighbor request message NS
(Neighbor Solicitation) in the DAD (Duplicate Address Detection) process of the user to
establish ND Snooping dynamic binding table. Thus, the source IPv6 address, source
MAC address, VLAN, entry port and other information of the message are recorded to
prevent subsequent ND message attacks by impersonating users and impersonating

gateways.

6.8.1 ND list

Operation steps:
1.Click

enter the€i mMABPnageface,

AVCOMM technologies Inc.

the ARout e Nbanagd 0>Ni2nawonfni g he
i n figere:f ace

ND-config

IP address MAC

fdf2:dddb:8941::721 08:57:00:ec:55:ec
fdf2:dddb:8941:0:890:d7f3:51e8:3776 08:57:00:ec:55:ec
fdf2:dddb:8941:0:64e9:8690:68ae:2faS 08:57:00:ec:55:ec
feB80::2226:23ff-fe24:5270 20:26:23:24:52:70
feB0::64e9:8690:68ae:2fab 08:57:00:ec:55:ec

www.avcomm.us
100

The

Output port
vianif1
vianif1
vianif1
vianif1

vianif1

Expire
1189
1172
1172
1133

1172

BB E

Totsl1Pags,20 entrys per page
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Explanations

Configuration item | Meaning

IP address Snooping IPv6 address
mac Local mac

Output port Output port

type Both static and dynamic
Expire Age time

6.8.2 Static ND

Operation steps:

1.Click the fiRoute manage >ND config >Stati

enter the interface, The interface is shown as the follofigoce:
ND list S

e Add

SerialNum IP address MAC Output port handle

Add Static ND X

IP address

“»

Qutput port

Return

6.9NQA config

Network Quality Analysis (NQA) is a rediime Network performance detection and
statistics technology, which can calculate Network information such as response time,
Network jitter, packet loss rate and so on.NQA can monitor network QoS in real time, and
diagnose and locate network failwgtectively.

DestlP SourcelP Frequency timeout Threshold TrackEnable  handle

Total1Pags , 20 sntrys per pags
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Add NQA X

DastlP
SourcslP
Frequency
timeout
Threshold

Track Enable

’ Apply Return

Explanations

Configuration item | Meaning

ID Test group number

DestIP Destination access IP address

SourceP Source IP address

Frequency The time interval at which NQA test casagomatically execute test
timeout Number of probes per test

Threshold The timeout of a probe

track Track enablelisable

7/ Network security
7.1Access control

As the network size and flow data enlarge, control the network security and distribute the
bandwidth become verynportant. It can prevent unlegal user to access the network by data
packets filtering. At the same time, it can save the data flow. ACL adopts matched messages
rules to filter the data packets.

Operation steps
1. Click the fAnet woalkdo smecruu iitry t>hAec creaswsi gecaotniton
interface, the interface is shown as the following figure:

Configure access policy , default is disabled. If specify all host which not matched rule list will be forbidden. Please add rule list first
© Disable

IP listed below, access this device.
IP listed below, access this device.

c

SerialNum IP address Service handle

TX 77

oK 1 Total1Page , 20 entrys per page
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Explanations

Configuration Submenu meaning
item
Set the filter rules | Disable Default is disable
Meet the rules, allowed access this
device
Meet the rules, forbidden access tf
device
Set the access rul{ IP address Input IP address
Service All include both: http telnet

AAttentions

Def aul t i s Adi sabl eo. I f speci fy, farbiddenwe d, al |
please add rule list first.

2.
Please add the device accege firstt Cl i ck t he HANetwork securit
control>configureaccessule for s y s t neenuin the navigationtreeto enterthe interface,

192.168.0. 11/ 24, sel ect fall 0 service, click n

deviceo, click AApplyo, the interface is shown
Access Control
Configure access policy , default is disabled. If specify , all host which not matched rule list will be forbidden. Please add rule list first.
Disable
© 1P listed below, access this device.
IP listed below, access this device.

SerialNum IP address Service handle

1 192.168.0.1/24 ALL Ty

7.2Attack protection config

To enhance the security of the switch, it is enable to afiank protection.

Operation steps
1. Click the ANetwork security >Attack protect

c KA
Ignor PING Enable @ Disable
SYN DOS ATTACK Enable @ Disable

X 77



http://www.avcomm.us/

AVCOMM

—INDUSTRIAL IT—

interface, enable Algnore | ocal device PI NGO
value of ACPU r ec ely theintafdce i€ shdwo s dhe follovang figaré: a p

Explanations

Configuration item Meaning

Ignore ping packet l gnore ping packetb6s attack

SYN DOS attack| TCP SYN attack protection

protection

CPU receive threshold | Scope 0-100000 defaul:0 meanso ratelimit if over the
scope, no rate receive

7.3ACL config

The Access Control List (ACL) can realize the packet filtering via configuration of
matching rules and processing operations on packets.

After the port of switchreceives a packet,dnalyzes the fields in the packet based on the
ACL rules applied on the current port. After identifying a specific packet, the switch allows or

blocks the corresponding packet from passing through according to a preset policy.

The packetmatching rules defined by the ACLs can also be referenced by other
functions that need to distinguistaffic, such as the definition of traffic classification rules in
QoS.

The ACL is a collection of permission and denial conditions that apply to padkiesn
receiving a packet on an interface, the switch compares the packet field with the ACL used,
and judges whether the packet is allowed to be forwarded based on the criteria specified in the
access control list. The ACL can classify the packets withriassef matching conditions,
which can be the source MAC address, destination MAC address, VLAN, etc. of the packet.

7.3.1 MAC ACL config

Layer 2 ACL: Set the rules according to source MAC address, Dest MAC address, VLAN
priority, layer 2 protocols, etc.

Operdion steps
1. Click the ANetwork security >ACL config > MA
tree to enter the interface, the interface is shown as the folldiging:

ACL Config

c e

g"“" RulelD ACTION EtherType ?A':SL‘”MAC/ ﬁkMAC/ 3’;;"’:"’ Time-Range handle
Add MAC Group X
Group ID !
Delete
AVCOMM technologies Inc. WWW.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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Aadd VIAC Hule

“

Group ID

RulelD scopa:1-127

“
1

ACTION
SourceMAC f no Input , anything is valid
Mask
DestMAC f no Input , anything is valid
Mask
ETHER type Format:0xHHHH
SourcslP format:AB.C.D or any if no input
DestlP format:AB.C.D or any if no input

Rate Burst scope::64—-1000000 kbps.

-
>

Time-Range

Return

Explanations

Configuration item | Meaning

Group ID Layer 2ACL range:199

Rule Scope 1-127

Action ACL rules: Apermito orfAdenyo
SourceMAC Input ACL rule source MAC address. FormatH-H)

Dest MAC Input ACL rule dest MAC address. FormattHH|

Time-Range name | Input the timeRange name

2. Fill corresponding configuratiatems.

3.Click naddo, the intefigiramce i s shown as the fo

Group ID RuleID ACTION SourceMAC DestMAC SourcelP DestIP ;iamne-

ge
1
1 deny any any any any

Refresh

7.3.2 IP ACL config
Based on IRACL BasiclP ACL Setthe rules based on the source IP address of the packet,
ACL ID range 100~999
Senior IP ACL Advanced IP ACL  Sd the rules based on the source IP address, dest IP
address, | Pb6bs prot a00®%9s, etc. ACL I D range
Operation steps
1. Click the ANetwork security >ACL config > 1P

to enter the interface, the interface is showrhaddllowingfigure:

AVCOMM technologies Inc. Www.avcomm.us
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ACL Config
ACL GROUP Config MAC ACL Config A
c
Group SourcelP DestiP
D RulelD ACTION protocol SourcePort

Add IP Group b ¢

Group ID }

Add IP ACL Config X

Delete

DestPort  Time—Range handle

GrowpD 100 %
RulelD —127
ACTION deny < ACT
protocol any @
SourcslP rmat:AB.C.D or any if no input
SourceMask rmat:AB.C.D or any if no input
SourcePort scope port if no input
DestP | rmatA no input
DestMask | rmat:AB.C.D or any if no input
DestPort cope is nput
Rate Burst scope::64—1000000 kbps.
Time-Range $ any time is valid if no input
Delete
Explanations
Configuration item | Meaning
Group ID Layer 2 ACL range:10@99
Rule Scope 1-127
Action ACL rules:fApermito orfidenyo
Protocol Type: Any, icmp, igmp, ip, tcp, udp
Source IP Input ACL rulesource IP

Source Mask

Input ACL rule source Mask

Source port

Input ACL rule source port

Dest IP Input ACL rule dest IP
Dest Mask Input ACL rule dest Mask
Dest port Input ACL rule dest port

Time-Range name

Input timerange name

AVCOMM technologies Inc.

www.avcomm.us
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2. Fill corresponding configuratiotems.
33.Click fnaddo, the intefighrace i s shown as the fo

Hiroup RuleID ACTION protocol SourcelP SourceMask SourcePort DestlP DestMask  DestPort TimeRange

ID
100
1 permit any any any any any
2 deny igmp any any any any
Refresh |

7.3.3 ACL GROUP config

After creating the list, it has to be applicated to the ports that you need to set.

Operation steps

Click the #fANetLwocrokn fsiegc ior iAAQL >GRAOUP confi go menu
tree to enter the interface, the interface is shown as the follfiging:

MACACL ListiD IPACL ListiD

Add ACL GROUP Config X

Cge1/1 [ge1/2 [ge1/3 [Ogel/4 [gel/5 [gel/6 [Ogel/7 [Jgel/8
e [Cge1/9 [ge1/10 [Cge1/11 [ge1/12 [Jge1/13 [ge1/14 [Jge1/15 [ge1/16
[ge/25 Clge1/26 [lge1/27 (ge1/28 Select Al

MAC ACL s
PACL s

Retun

ACL Config
ACL GROUP Config ~ MAC ACL Config P ACL Config
c R
Port MACACL ListiD IPACL ListiD
gel/1 1 100

Explanations
Configuration item | Meaning

MAC ACL ID The created MAC ACL ID to be applicated on the ports

IP ACL ID Thecreated IP ACL ID to be applicated on the ports

2. Fill corresponding configuratioitems.

3Click fnaddo, the intefigirace i s shown as the fo
AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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Port MACACL ListID IPACL ListID
gel/28 1 100
Refresh |

#E.G.

Definition method of time based ACL.

Suppose an organization wants to usenge based ACL implementation on the switch:

Monday to Friday (weekday) mornings from 8:00 to 12:00, afternoons from 13:30 to 17:30,

allow for email only, and nework hours allow for all access.

Steps

1. Define time range. Click the "network security > TIMBANGE config" menu in the
navigation tree, enter the "TIME RANGE config" interface, select create "Add TIME",
and enter the morning of Monday to Friday (working day) from 8:00 to 12:00, and from
13:30 to 17:30, respectively, as shown in the fidpatew.

Time Rangs Config

Name Time handle

1" Periodic 00:00 — 23:00 workday |

2. Adi t ACL. Click the ANetwork security >ACL
navigation tree to enter the interface, the interface is shown as the folfmuireg

:SDroup RuleID ACTION protocol SourcelP SourceMask SourcePort DestlP DestMask  DestPort TimeRange

100

1 permit tcp any any any any 25 work
2 permit tcp any any any any 110 work
3 permit udp any any any any work
4 deny ip any any any any work
5 permit any any any any any

3. ACL100 to be applicated on gel/ 1. Click the
GROUPcoaf i g0 menu in the navigation tree to ent
as the followindigure:

Port MACACL ListID IPACL ListID
gel/1l 100

Refresh

7.4Traffic monitor

Monitor the port rate

Operation steps

1. Click the ANetwork security >Traffic monito
interface, the interface is shown as the following figure:

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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Direction Rate handle

Add Traffic monitor b 4

Clge1/1 [Oge1/2 [Cge1/3 [Cgel/4 [gel/5 [Cgel/6 [getl/7 [gel/8
oL CJge1/9 [Oge1/10 [Cge1/11 [ge1/12 [(Oge1/13 [Cge1/14 [ge1/15 [Jge1/16
[CJge1/25 [CJge1/26 [CJge1/27 [ge1/28 Select All
Direction gress S

Rate—config

Return

Explanations

Configuration item | meaning

Direction Ingress or egress
Rate-config Scope 0-1073741824 byte/s

7.5Alarm config
7.5.1 System alarm
The device supports powalarm, user can configure it according.

1. Click the fANetwork security > Alarm configo
interface, the interface is shown as the following figure:

Alarm-conf

c

Enable V]
cPu

Memory

Power

Packet Error [
CPUusage 9.0%

P
it 77% (free:27144 KB, total:116328 KB)
usage

Alarm

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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Explanations
Configuration item | Meaning

Enable Alarm setting
Power Enable/disable power alarm

7.5.2 Link alarm

User can configure Link alarm according.
1. Click the fANetwork security > Alarm config
enter the interface, the interface is shown as the followingeig

Alarm-config

Explanations
Configuration item | Meaning
Port Enable or not

7.6802.1x config

The 802.1X protocol is a peased network access control protocol that addresses the
authentication and security issues in Ethernet, which can authenticasedbssed client
devices on the port of the LAN where the devices access, so as to control the access of client
devices to network resources.

The 802.1X system consists of three entities: Client, Device, and Authentication server
as shown ithefigure below.

The system used 802.1x is a typical Client/Server structure, it includes Supplicant System
Client , AuthenticatorSystem TerminalDevice & Authentication Server System
Authentication server . It is shown as the following figure

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
11C


http://www.avcomm.us/

AVCOMM

—INDUSTRIAL IT—

Authentication

Supplicant System Server System

Authenticator System

i ! l
\ (| I
: 11 [
h 1 1
: B Authentication | |
! ; i uthentication
E Supplicant PAE i : Servnce§ offer’ed by Authenticator > hnsire E
: 1 1 | Authenticator” s PAE i EAP protocol! L
: 11| System ‘ | exchanges | i
: E i ' carried in i i
: . Port  higher layer | E
E ! E xunauthorized i protocol ! !
: : | ! : :
| il | 1 1
. L : | i
: 1t 4 ! 1 :
SIS F—— 3 S — . . | bossusssusse sl
v v

/ LAN/WLAN /

The client is a user terminal device that requests to access the LAN, which shall be
authenticated by the device in the LAN. The client shall have the software that supports
802.1X authentication.

The device is a network device to cord | the clientds access to th
between the client and the authentication server, provides the client with thphysitél or
logical) for accessing the LAN, and authenticate the client connected through the interaction
with the serer.

The authentication server is used to authenticate, authorize, and charge clients, which is
usually a Remote Authentication Dia User Service (RADIUS) server. The authentication
server verifies the validity of the client based on the client autlaiatic information sent
from the device, and transntiite authenticationesult to the devicayhich judgesvhether the
client is allowed to access the LAN. In some srsalille networks, the device may also take
place of the role of the authentication servémat is, thedevice locally authenticates,
authorizes, and charges the client.

I
| Authenticator system 1 | : Authenticator system 2 |

|

I
IControlled port Uncontrolled port; 1Controlled port  Uncontrolled port:
A

Port unauthorized Port authorized

802.1x working mode
IEEE 802.1x authenticator system adopts EAP(Extensible Authentication Protocol) to
exchange the authenticator information between the clierduathénticator server.

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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EAPOL Authenticator System RaDIUS

PAE i §i

Authentication Server
System

Supplicant System
PAE

Between clienPAE and devicePAE, EAP protocol message uses EAPOL encapsulation
format, it is directly hosted in a LABhvironment.

BetweenPAE on the device end and RADIUS server, EAP protocol messages can use
EAPOR (EAP Over RADIUS) packaging format, iath is hosted in RADIUS protocaol,

It can also be terminated BAE on the device end, arRAP protocol or CHAP protocol
messages are transmitted betwBAE on the device end and RADIWS8rver

When the user is authenticated, the authentication serverspHsseuser's relevant
information to the device end, whelPAE determines the authorization/unauthorization
status of the controlled port according to the instructions of the RADIUS server (Accept
or Reject).

7.6.1 Global config

Network access control based dP8LX access control: Auth & control to the access devices
which connect with the interface of LAN.

Operation steps
1. Click the fANetwork security
to enter the interface, the interfacesli®mwn as the followinfigure:

>802.1x config >

Mode Ensble © Disable
Radius server Remote @ Local
reauth—period

Radius server Config

IP address 127.001

Prrt

Explanations

Configuration item
Mode

Meaning
Single option. With enable & disable option, default is disable

Radius server Singleoption. With remote & local option, default iscal

Reauthperiod Authentication update interval, default is 30 seconds, range: 1~6
After the successful authentication of 802.1x, the user shall b
authenticated at a certain interval, which shall be controlled by a
re-authentication timer.

IP address Enter the Rdius server to configure the IP address

Port Enter the Radius server to configure the IP port. Scope: 1 ~ 6553

Auth password

Consistent with Radius server authentication password

AVCOMM technologies Inc.

www.avcomm.us
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Maximum Number ofcertification retries. Scope: 1 ~ 10
reauthenticate After the switch sends the authentication request frame to the ug
the first time, no response from the user is received within
specified time, and the switch will send the authentication reque
the user agin. The switch no longer sends the authentication re
to the user repeatedly when the sending number reachesxitaum.
2. Fill corresponding configuratiotems.

3.Click AApplyo, the intfgud:ace i s shown as the

802.1x Config

c

802.1x auth Config

Mode © Enable Disable
Radius server Remote @ Local
reauth—period

Radius server Config

IP address 127.0.0.1

Port 1812

7.6.2 Port config

Network acces control based on 802.1X access control: Auth & control to the access devices

which connect with the interface of LAN.

Operation steps

1. Click the ANetwork security >802.1x config >
enter thanterface, the interface is shown as the followiggre:

J ¢
Port Enable Auth mode
gel/1 [ | —
gel/2 a &
gel/3 O :
gel/4 O 4
gel/5 O =
gel/6 O =
Explanations
Configuration item | Meaning
Port Single choice, fixed value
Auth mode Choose the port auth mode:
AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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Auto mode

Force auth success
Force auth falil

Mac auth

Default is auto mode
2. Fill corresponding configuratiotems.

33.Click fnaddo, the intefighrace i s shown as the fo
Port Enable Auth mode
gel/1 v Force auth success ¥
gel/2 G4 Force auth fail v
gel/3 L4 MACAuth v

gel/4 Auto

7.6.3 User config

Network access control based on 802.1X access control: Auth & control to the access devices

which connect with thanterface of LAN.

Operation steps

1. Click the ANetwork security >802.1x config >
enter the interface, the interface is shown as the follofigoge:

802.1x Config

[ o | c
User name Password Auth type handle
AddUser X
User name
Password
Auth type md5 =

Return

Explanations

Configuration item | Meaning

User Username

Password Password

Authentication It includes MD5, TLS, MSCHAPV2, PEAP, TTLS, TLV, GTC, SIM

2. Fill corresponding configuratioitems.

3.Click naddo, the intefighirace i s shown as the fo
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User name Password Auth type
adminl 1233 md5 Delete
_Refresh

8 Extend management
8.1onvif-config

Click the "Extended Manage >omabnfig" menu in the navigation tree to enter the
interface, as shown in the figure below.

¢ |
P MAC Model/Name Local Port Status
= Totsl1Pags trys per pag

onvif—config

8.2QINQ-config

Click the "Extended Manage >girtpnfig" menu in the navigation tree to enter the
interface, as shown in the figure below.

Port Mode ACTION TPID

gel/1
gel/2
gel/3 = = 0x8100
gel/4
gel/s : s 0x8100
gel/6
gel/7

gel/8

8.3 TIME RANGE config

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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Configuration of effective time periods enables the user to make ACL setting of the message
for time periods distinguish.

Time periods are used to describe a particular timeerhlsgrs may have requirements that
some ACL rules need to be enforced at some time or other, and that they are not used for
packet filtering during other time periods, commonly referred to as time period filtering. At
this point, the user can configure asremore time periods and then reference that time period
when the ACL rules are configured to implement tioased ACL filtering.

The configuration for time periods is as follows: configure period time periods and absolute
time periods. The configurationycle time period takes the form of the weekly days.
Configuring absolute time periods takes the form of start time to end time

Operation steps

Click the fABusiness manage > time range confi
interface, thenterface is shown as the following figure:

C Add Time

Neme Time handle

Add Time-Range X

Time-RangeName © Absolute ' Periodic
Start 4 12:0009 2018/01/01 @

End E412:009 | 2018/01/01 @

Time 5 12:000 - FF11:000

Week Mon 7Tue Wed iThu [9Fri [ZSat [1Sun

Explanations
Configuration item | meaning
Time-Range name | Input TimeRange name with optional absolute time & period time

Absolute time Set the beginning time to end time, different absolute sieggnent
can be set, or not set absolute time
Period time Set the day fo the week(Mon, T

segment can be set, or not set period time.
2. Fill corresponding configuratioitems.
3Click fiaddo, the folowingfigirmce i s shown as the

AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!
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AddTime

Name Time

work Absolute 08:00 2018-01-01 - 18:00 2018-01-01 Delete |
Re?’resh

8.4Devices config

To facilitate the user to view the device interface connected to the device related
information.

Click the "Extended Manage >Devices Configuration" menu in the navigation tree to
enter thanterface, as shown in the figure below.

e
SerialNuminterface Vid MAC P
1 gel/4 1 08:57:00:ec:55:ec 192.168.1.33
2 gel/4 1 20:26:23:24:52:70 192.168.1.1
Jump o B L - |~ Total1Pags , 20 entrys per pags

8.5VOIP-config

Click the "Extended Manage >VOibnfig" menu in the navigation tree to enter the
interface, as shown in the figure below.

c
SerialNum MAC Mask Description handle
AVCOMM technologies Inc. Www.avcomm.us 333 West Loop N, St 460, Houston, TX 77!

12C


http://www.avcomm.us/

AVCOMM

—INDUSTRIAL IT—

AddVOIP X

Mask
Description

Return

) system maintenance
9.1Log config

1. Interface description
Function: Check the device log information(history record), upload device log to tftp server,
the interface is shown as the following figure:

Config

Log-infomation

2020/01/01 13:35:55 VIYSH: @console: EX

2020/01/01 13:36:00 VTYSH: ®console: E

2020/01/01 13:36:02 VITSH: @console: ex

2020/01/01 13:36:02 VIYSH: @console: ex

2020/01/01 13:36:25 WEB: admin login from 192.168.1.33

2020/01/01 13:47:16 WEB: admin®192.168.1.33: tm_periodic_configlname=11&stime=00:008etime=23:008week=0,1,1,1,1,1,0
2020/01/01 13:48:29 WEB: admin®192.168.1.33: tm_configkadd=0fname=11

2020/01/01 13:50:50 WEB: admin®192.168.1.33: mac_acl_id_configkadd=1&id=1

2020/01/01 13:52:45 WEB: admin®192.168.1.33: ip_acl_id_configkadd=1&id=100

2020/01/01 13:54:06 WEB: admin®192.168.1.33: 1;

2020/01/01 13:54:06 GSM: build_error_msg, err:Invalid parameter

2020/01/01 13:54:06 WEB: admin®192.168.1.33: 100;

2020/01/01 13:54:06 GSN: build_error_msg, err:Invalid parameter

2020/01/01 13:54:06 WEB: admin®192.168.1.33: acl_group_confighport=gel/1, &acl_mac_id=1&acl_ip_id=100
2020/01/01 14:17:46 WEB: admin®192.168.1.33: onvif_dev_configkop=discovery

2.Operation steps

Stepl Click the ASystem mai nthemavigatianéree tolermey
the interface, input the TFTP seryv
click AUpl oado.

Step2 I f it shall be used as start confi
configodo for saving the settings.

9.2Reboot

Operation steps
1. Click the ASystem maintenance> rebootd menu
fiRebootod interface, click AReb dguteo, The inter
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9.3NTP config

Network Time Protocol (NTP) ian application layer Protocol in TCP/IP Protocol family.
NTP is used to synchronize the clock between a series of distributed time servelisrdaad
Theimplementation of NTP is based on IP and UDP. NTP messages are transmitted through
UDP, and the porthumber is 123. With the complexity of network topology, clock
synchronization of devices in the whole network becomes very important. If you rely on the
administrator to manually modify the system clock, not only lots of work to do, but also the
accuracy bthe clock can not be guaranteed. NTP is to solve the synchronization problem of
the system clock in the network.

NTP basic principle: NTP implementation process as shown below. RouterA and RouterB are
connected through the WAN, and both of them hidner own independent system clocks,
which can be automatically synchronized through NTP.

Make the following assumptions:

Before RouterA and RouterB's system clock synchronization, RouterA's clock was set to
10:00:00a.m. And RouterB's clock was set to @D0a.m.

As an NTP time server, RouterB's clock is synchronized with RouterB's clock.

The time for onevay transmission between Routeadd RouterB is 1 second.

Thetime for bothRouterAandRouterBprocesdNTP messages 1 second.

[NTP packet[10:00:00a mp—»

. B

stpi: WAN
RouterA \\/__, RouterB
f"ﬁﬁ;?)acket [10:00:00a.m.| 11:00:01a m"i
stpa: 4-%

WAN
RouterA \\_/_/ RouterB

<—{NTP packet [10:00:00a.m.11:00:01a.m]11:00:02a.m]

— S

WAN
RouterA \/V RouterB

stps:

NTP receive message time 10:00:03

RouterA u RouterB
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System cloclsetting:

RouterA sends NTP message to RouterB, this message includes the time mark that it leaves
RouterA 10:00:00a.m. T1

When the NTP message reach RouterB, RouterB add the reach time mark 11:00:02a.m.
When the NTP message leaves RouterB, RouterBhedigave time mark 11:00:02a.mT3
RouterA receives this response message, adds new time mark 10:00:0B&.m.

After this, RouterA get enough information to calculate below data:

The delay time that NTP message leave and back in one pdbieldy= ( T4- T1)-( T31

T2)

Time difference for RouterA to RouterBOffset= ((T2T1)+(T3i T4))/23
The delay time of RouterA after calculation is 2s Offset is 1h. RoterA set its time
according to this information, so as to synchronize with RouterB.

& Explanation
Above is the simple description of NTP, RFC1305 defines the calculation of NTP.

Operation steps
1. Click the ASystem mamagaton tred\tdddterche imtériacg,0 me nu
the interface is shown as the following figure:

NTP Config

Source Reference Stratum Offset Delay Dispersion

Clock status 0
China 202.108.6.95 202.112.29.82
Clock stratum 16 Common
Server: TaiWan 120.119.28.1

Reference dlock o -
D o America24 56.178.140 131.107.13.100

Root delay 0.000000
Root dispersion 0.000000
Reference time 2020-01-01 08:00:03

Synchronization
no
state

NTP Config

NTP server config Enable ntp server

Local as master stratum 2

Explanations

Configuration item | Meaning

Mode Enable or disable NTP Auto clock
Interval Range 5-65535 default 300
Server Max. support 5 server IP address

9.40nline Upgrading
Operation steps
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Click the iSystem maintenance> firmwarebo me n
AFirmwareo interface, click Achoose file>upl o:
figure:

9.5Diagnosis test

9.5.1 ping
1. Interface description
PING is a command for checking the network connection and rate. The IP address is unique,
one of the device will send a packet to the dest IP address, and request it to send back the
same packewVith this, it can be confirmed that if these two devicescaremecting, what the

time delayis.

Cable Diag This may take & few ssconds.

g

PING

Test

TRACEROUTE

2. Operation steps

Step1  Click the "System config" menu in the navigation bar to enter the "System co
i nterface, click ADiagnosi so, i npu
Step2 Click fAtemsdulb to get the

3. E.G.
#ping test IP address is 172.16.14.25

1" IP address input172.16.14.25 Clicki't e st 0 .
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