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About This Manual
This user manual is intended to guide a professional installer to install and configure the EdgeCommander.
It includes procedures to assist you in avoiding unforeseen problems.

NOTE:

Only qualified and trained personnel should be involved with installation, inspection, and repairs of this
EdgeCommander.

Disclaimer

Avcomm reserves the right to make changes to this Manual or to the product hardware at any time without
notice. Information provided here is intended to be accurate and reliable. However, it might not cover all details
and variations in the equipment and does not claim to provide for every possible contingency met in the process
of installation, operation, or maintenance. Should further information be required, or should particular problem
arise which are not covered sufficiently for the user’s purposes, the matter should be referred to Avcomm.
Users must be aware that updates and amendments will be made from time to time to add new information
and/or correct possible unintentional technical or typographical mistakes. It is the user’s responsibility to
determine whether there have been any such updates or amendments of the Manual. Avcomm assumes no
responsibility for its use by the third parties.

Avcomm Online Technical Services

At Avcomm, you can use the online service forms to request the support. The submitted forms are stored in
server for Avcomm team member to assign tasks and monitor the status of your service. Please feel free to
write to www.avcomm.us if you encounter any problems.
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1. Overview of Unified Security Management

1.1. Unified Security Management Networking Diagram
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1.2. Product Description

The AVCOMM unified security management platform can conduct centralized management of industrial
firewalls, intelligent monitoring terminals and IEG reinforced workstations as produced by AVCOMM, able to
provide Web management to the outside.

The administrator can manage AVCOMM products installed in the system via the Web management interface
in a unified manner, including to:

»  View the current working status of the installed industrial firewall, the intelligent monitoring terminal and

the IEG.

»  View the firewall policy and the whitelist policy of a deployed industrial firewall or configure the firewall

policy and the whitelist policy of a new industrial firewall, view and process the generated alarm logs and

the interception records on illegal messages.
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»  View the industrial protocol whitelist monitoring policy, the protocol violation policy, the no-traffic policy
and abnormal traffic baseline configuration, etc. of a deployed intelligent monitoring terminal, or
configure the industrial protocol whitelist monitoring policy, the protocol violation policy, the no-traffic
policy and abnormal traffic baseline configuration, etc. of a new intelligent monitoring terminal, view and
process relevant log alarms.

»  View the security policy of a deployed IEG or configure the security policy of a new IEG, view and
process log alarms.

»  Configure system-related database backup policy, trusted host and management users.

Notably, intelligent monitoring terminals for industrial firewalls and monitoring & audit are accessed to the
network interlinked with the unified security management platform through their own dedicated management
network ports, and IEG reinforced workstations are accessed to the network interlinked with the management
platform through existing physical connections.

Intelligent monitoring terminals for industrial firewalls and monitoring & audit and the unified security
management platform have a default IP when they leave the factory, which needs to be changed to an IP address

that can be used by customers in a specified way. See the following for specific change methods.

1.3. Operating Steps

The process flow chart for the unified security management, briefly introduces the basic operating steps for the
unified security management platform to control the industrial firewall, the intelligent monitoring terminal and the
IEG. See relevant sections for the specific operations (the unified security management platform is hereinafter

referred to as the "Management Platform").
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1.4. About the Manual

The Manual is mainly for the Super Administrator, Administrator, and the Auditor of a customer's network
security system. It introduces how to configure and manage industrial firewalls, host reinforcement, monitoring &
audit, and system configuration. During configuration, online help may be available to help you to view the details.
The following basic knowledge is required when reading the Manual:

v Information system management
v' Common browser operations
v Basic network knowledge

If you want to be proficient in the configuration and management of industrial firewalls, host reinforcement,

monitoring & audit, as well as system configuration & management, please read the Manual carefully.

1.5. How to Use the Manual

The Manual mainly give a detailed description of industrial firewalls, host reinforcement, monitoring & audit, and
system configuration as much as possible.
For more information, please visit: www.avcomm.us.

1.6. Provisions of Graphical Interface Format

Formats Meanings

< The angle brackets "<>" indicate button names, such as "click <Save>".

The square brackets "[]" indicate window names, menu names and data tables,

[]

such as "popup the [Firewall Management] window".

Multilevel menus are separated by "/". For example, the multi-level menu
/ [File/New/Folder] indicates the menu item [Folder] under the submenu [New] of
the menu [File].
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2. Log in the Unified Security Management
Platform

2.1. Start the Unified Security Management Platform

The management platform starts before the devices that it controls. According to the instructions given the
Installation Manual, after checking that the management platform hardware has been properly configured,
connecting the power cord, and setting the power button of the management platform to the "ON" position, and the
management platform will start. Generally, the management platform automatically completes the entire startup
process. The old-version management platform (with 6 network ports) is to connect the network cable with ETH4
as default. The new-version management platform (with only 2 network ports) is to connect the network cable with
Network Port 1 as default. For both old and new management platforms, 192.168.8.8 is the default IP address
available (this is the default IP address of the management platform, which can be modified later voluntarily).

After the startup of the management platform, the Google Chrome can be enabled on a host that is available to
the management platform online (the Google Chrome is recommended), enter https://192.168.8.8:8440/ or a website
similar to the following:

https://192.168.8.8:8440 (new version) or

http://192.168.8.8:8080 (old version)
to access to the management platform for subsequent login and configuration.

Description:

If the browser reports an error as shown in the following figure, simply click " " below the browser

Proceed to 192.168.4.204 (unsafe)

A

Your connection is not private

page, then select "

Description:

If the IE browser is not accessible, open the registry and find the following registry path:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\KeyExchangeA
Igorithms\Diffie-Hellman]

Right-click and select New, then select DWDRD (32-bit), change the name to ClientMinKeyBitLength and modify
the data to 00000200.
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B Registry Editor - O x
File Edit View Favorites Help
FastCache A || Name Type Data

FileSystem 28] (Default) REG_SZ (value not set)

FileSystemUtilities 1 8| ClientMinKeyBitLength REG_DWORD 000000200 (512)
GraphicsDrivers

GroupOrderList
HAL

hivelist
hiveredirectionlist
IDConfigDB
InitialMachineConfig

o E ke
Keyboard Layout

String Value

Keyboard Layouts
Lsa Binary Value

LsaExtensionConfig DWORD (32-bit) Value

Lsalnformation QWORD (64-bit) Value

ManufacturingMode -
Multi-String Value

MediaCategories
Medialnterfaces Expandable String Value
MediaProperties
MSDTC

MUl

NetDiagFx

NetProvision

NetTrace
Network
NetworkProvider
NetworkSetup2
NetworkUxManager
i Nis ~
<l ' >

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Control\SecurityProviders\ SCHANNEL\KeyExchangeAlgorithms'\DiffieHellman

B Registry Editor = [m] x
File Edit View Favorites Help
FastCache A1 Mame Type Data
FileSystem REG_SZ fvalue not set)
FileSystemUtilities A KeyBitLanath REG_DWORD | 000000200 (313) |
L

GraphicsDrivers
GroupOrderList

HAL

hivelist
hiveredirectionlist
IDConfigDB
InitialMachineConfig
1PMIE

Keyboard Layout
Keyboard Layouts
Lsa
LsabxtensionConfig
Lsalnformation
ManufacturingMode
MediaCategories
Mediainterfaces

MediaProperties
MSOTC
MU
NetDiagFx
MetProvision
MetTrace
Network
NetworkProvider
MetworkSetup2
NetworkUxManager
i Nis v
<l ' >

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ControhSecurityProviders\SCHANNEL\KeyExchangeAlgerithms\ DiffieHellman

2.2. Log in the Management Platform

2.2.1.Normal Login

After the startup of the management platform, enter the correct management page address of the management
platform in the browser. After the pop-up of the login dialog box as shown in Fig.2-1, enter the correct username

and password, and click <Login> to enter the configuration page of the system.
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Login

The minimum resolution recommended for visiting this site: 13667681

Fig.2-1 Page after the Startup of the Management Platform
Currently, the management platform supports users with three roles. If it is the first time to log in the
management system, a user will be defaulted to log in as "Admin" with a default password "Admin@123". After
entering the system, users with different roles will have different permissions. Users who can create other roles are
system operators.
Roles included in the system are system operator, configuration administrator, and audit administrator. If
custom users are configured, they can be used later for decentralized management.

2.2.2.Two-Factor Authentication Login

If the user has connected the USBKey, after the startup of the management platform, enter the correct page
address of the management platform in the browser to pop up a login dialog box as shown in Figures 2-2 and 2-1.

Fig.2-2 Page after the Startup of the Management Platform after Having Connected the USBKey

If the user has not connected the USBKey, please enter the correct username and password, click <Login> to
enter the configuration page of the system.

If the user logged in has connected to the USBKey without installing the USBKey plug-in, please download
the USBKey plug-in first and install it correctly. If the USBKey plug-in has been installed, enter the correct
username and password, insert the USBKey of the user logged in, enter the correct USBKey PIN code, click <Login>
to enter the configuration page of the system.

2.3. View the Management Platform Version

After logging in the management platform, click <About> to view the version information on the management
platform. (As shown in Fig.2-3):
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Product Name: Aycomm M

Fig.2-3 Version Information on Management Platform

2.4. Exit the Management Platform

Click <Exit> to exit the management platform (as shown in Fig.2-4):

v fanag Toy Topology Management

Fig.2-4 management platform exit.

3. Industrial Firewall

3.1. Introduction to Products

3.1.1.Product Overview

The industrial firewall series independently developed by AVCOMM are collected called as industrial firewalls
(also can be called as trusted gateways or gateways). The product series current has three models, namely,
S2106/S2112/S2124. Both hardware and software of these products have fully independent intellectual property
rights, therefore, we can resolutely put an end to the hidden dangers of the back door. The products have a variety
of network access modes (supporting both electrical and optical ports), based on centralized management and
decentralized deployment in view of management forms. The unified security management platform for
configuration management of industrial firewalls is an integral part of a product. The platform adopts a B/S
architecture. The administrator can access to the machine on the management platform at will for convenient access
and management, which can greatly improve the operation & maintenance efficiency, and effectively lower the
maintenance costs. The product hardware is independently designed in full line with industrial standards and can be
deployed and applied to various complex industrial production environments. The hardware has been certified by
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the top standards of the industry, such as CE, CC, and FCC, etc., which can work steadily for a long time, thus
greatly shortening the system downtime for customers. The industrial firewall software adopts an architecture design
that is autonomously controllable in full. Main function module cooperates with each other, fully resolve, judge and
control all data circulating in a customer's industrial control network, effectively safeguard the transmission of
regular production data, fully put an end to the dispersion and dissemination of illegal data and viruses in the
customer's industrial control network, thus guaranteeing the customer's long-term and steady production to the

maximum extent.

3.1.2.Appearance and Description

Fig.3-1 Appearance of S2100 in the Product Series
(D Reset button
@ LED indicator light
(3 Console serial port, RS232
@ USB 2.0 interface
® Management network port, 10/100/1000BASE-T adaptive Ethernet port
® Service network port, 10/100/1000BASE-T adaptive Ethernet port; there are two pairs, with those connected
closely as a pair. Any one of the two pairs can be used as the entrance and the other as the exit. Do not cross the two
pairs.

3.1.3.Instruction to Indicator Lights

There are three indicator lights on the device, namely PWR, RUN and BP

Fig.3-2 Indicator Lights

Tab.1 Instruction to Indicator Lights of Industrial Firewall

Indicator Lights | Panel Screen Status Instructions

Printing
power indicator PWR NC It is not powered on or a power failure
light occurs to the host
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indicator lights

NO in green The power supply is normal, the host is
powered on normally
Running indicator NC The device is not powered on or breaks
light RUN down
Flashing in The device works regularly
green
Flashing inred | The device fails or undergoes a network
attack.
Bypass indicator BP NC The BPYASS function is not started
light NO The BYPASS function is enabled
Ethernet port MGMT NC The corresponding interface is in an
indicator light ETH1/ETH2/ET unconnected state
H3/ETH4 Color of The green color indicates that the current

operation is based on a gigabit rate.
The orange color indicates that the current

operation is based on a megabit rate

The indicator
light is

normally on

The interface has been established

The indicator

light flashes

The interface is sending and receiving data

3.1.4. Technical Specifications

Tab.2 Technical Specification for Industrial Firewalls

Model

S2106

S2112 S2124

Features

Firewall functions

Status detection packet filtering firewall

In-depth message

resolving

The in-depth message resolving of OPC, Siemens S7, Modbus-TCP/Modbus-

RTU, Ethernet/IP (CIP), MMS, IEC104, DNP3, FINS, PROFINET and other
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protocols, support for the dynamic port of OPC, OPC, Siemens S7, Modbus-
TCP, Ethernet/IP (CIP), MMS, IEC104, DNP3 read-only, message format
check, integrity check, support for OPC 3.0 specifications distributed by the

OPC Foundation.

Whitelist function

Whitelist based access control policy

Intelligent learning

rules

Help to generate rules by intelligent protocol detection

Rule test mode

Provide test modes to verify the correctness of security rules and business

applicability

Three-level
permission

management

The administrator permissions are separately divided for the approval

administrator, the configuration administrator and auditor

Local cache of logs

The security logs can be sent to the log server or to a local cache

IP/IMAC address

binding

Support manually or learning to establish the IP, MAC binding relationship,

avoiding address spoofing

User-defined

whitelist application

Identify the industrial control protocol according to the customer's actual

business on site, so as to facilitate the preparation free of misinformation

Unknown device

Quickly discover illegally connected devices

detection
Session Inquiry ongoing sessions in real time and individually set the session aging
management time

Performance characteristics

Number of data

collection points

More than 100,000 points

Packet delay

Less than 100us based on the full configuration policy

Concurrent
300000 300000 300000
connections
User limit Unlimited

Bypass function

Auto bypass when in case of a power failure or system exception

Hardware specification
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Dedicated multi-core

Dedicated multi-core

Dedicated multi-core

Processor
network processor network processor network processor
Memory DDR3 1G DDR3 1G DDR3 2G
Log storage 4G 4G 4G
16 gigabit ports +6

Business port

6 gigabit combo port

8 gigabit ports +4

gigabit combo ports

gigabit combo ports +2

gigabit SFP+ ports

Bypass

3 RJ45 interface

6 RJ45 interface

11 RJ45 interface

Management port

1 port 10/100/1000

Mbps adaptive

1 port 10/100/1000

Mbps adaptive

1 port 10/100/1000 Mbps

adaptive

Serial interface

RJ45 debugging port

RJ45 debugging port

RJ45 debugging port

USB interface

1 port, USB 2.0

1 port, USB 2.0

1 port, USB 2.0

Dimensions/power supply/operating environment

Working

environment

Temperature: -40 ~
75°C
Humidity: 5%-95%, no

condensation

Temperature: -10 ~
60°C
Humidity: 5%-95%, no

condensation

Temperature: -10 ~ 60°C
Humidity: 5%-95%, no

condensation

Storage

environment

Temperature: -40 ~
85°C
Humidity: 5%-95%, no

condensation

Temperature: -40 ~
85°C
Humidity: 5%-95%, no

condensation

Temperature: -40 ~ 85°C
Humidity: 20%-80%, no

condensation

MTBF 250,000 hours 250,000 hours 250,000 hours
100-240V AC,
9-36VDC, Redundant 100-240V AC, Redund
Power supply Redundant power
power supply ant power supply
supply
Typical power Typical power Typical power
Peak power consumption 14.5W, consumption 26W, consumption 29W, Max

Max 25W

Max 46W

50W
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Dimensions

89x150x135mm 440*400*44mm 440*400*44mm

(WxDxH) mm
35mm standard DIN Standard 19" rack Standard 19" rack mou

Installation method

rail clamping mounting nting

Protection grade P40 1P40 1P40

Authentication CE,CB CE, CB CE, CB

3.2. Startup and Login

3.2.1.Startup of Industrial Firewall

According to the Hardware Installation Manual for Industrial Firewalls, the industrial firewall is installed to a
specified position, guaranteeing that the power connector of the industrial firewall is normal. After connecting it to
the required power supply, the industrial firewall will begin to start properly. The console port can be used to monitor
the industrial firewall startup process as per the Installation Manual.

Fig.3-3 Powering on Industrial Firewall by Using Power Cord Supplied

After the industrial firewall is started, a new industrial firewall with no security policy configured will default
to the operation mode in the "initial status", under which the industrial firewall exists in a transparent manner,
intercepting no messages. If the security policy has been configured, the started industrial firewall will use the
security configuration available before the last shutdown.

The industrial firewall shall be connected to the management platform to go online normally before it can be
configured. Please insert the network cable into the MGMT port when connecting the management platform. The
default IP address of all industrial firewalls is set to 192.168.8.6 when leaving the factory, which can be changed to
the MGMT port address of the industrial firewall before or after connecting to the network for the management
platform. Before the management platform can manage the industrial firewall regularly, the command line interface
of the industrial firewall can configure the address of the management port and set the address of the management
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platform to be connected. The command line of industrial firewall shall be introduced in the following section. Refer
to 3.2.2.4 Change the IP Address of Management Port when setting the address of MGMT port of industrial firewall,
and 3.2.2.5 Set the Management Platform Address when setting the management platform address to be connected.

3.2.2.CLI Application

CLI (Command Line Interface) is a text-like command interface between users and devices. A user enters text
commands and submits them to the device to execute the corresponding commands by pressing Enter, so as to
configure and manage the device, and confirm the configuration result by viewing the output information.

Since some operations of the device need to be completed in this interface, after the industrial firewall device
is started, some necessary configuration needs to be done using the CLI command, such as to set the address of the
management platform to be connected.

The industrial firewall device supports a variety of ways to enter the CLI interface, such as to connect directly
through the Console port or enter the CLI interface after logging in the device via Telnet/SSH, etc. Either way, the
default username when logging in the device is: AVCOMM, and the default password is: AVCOMM. The CLI
interface of the device is shown below.

cavium-1linux login: winicssec
Password:

cLI=}

Fig.3-4 CLI Interface

Introduction to Common Commands:

3.2.2.1.Help

CLI>help
Display the help information.

3.2.2.2.System statistics related.

CLI>show pkt stat

View message statistics at all levels.
CLI>show mgmtip

View the IP address information on the management port.
CLI>show fpa

View the FPA information, mainly on various memory statistics.
CLI>show mem pool

View the mem pool information.
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3.2.2.3.Enter the system configuration view.

CLI> config
Enter the system configuration view for the following configuration.

3.2.2.4.Change the IP address of the management port.

Note: to configure, use the config command to enter the system view
CLI#set mgmtip <ip> [netmask]

Change the IP address of the device management port.

For example: change the IP address of the management port of Industrial Firewall A to 192.168.8.6. The full
command of the mask 255.255.255.0 is as follows:

CLI# set mgmtip 192.168.8.6 255.255.255.0

3.2.2.5.Set the address of the management platform.

CLI>show serverip

Check the IP address of the unified security management platform as configured in the industrial firewall
CLI#set serverip <IPV4ADDR: serverip>

Set the IP address of the unified security management platform to which the industrial firewall needs to be
connected.

For example: the address of the management platform is 192.168.8.8, then the complete command is as follows:

CLI>set serverip 192.168.8.8
CLI>config

Set the industrial firewall gateway command,

For example: if the gateway address of 192.168.1.1 needs to be added, the complete command is as follows:
CLI# set mgmtgw 192.168.1.1

3.3. Firewall Management

3.3.1.Introduction to Functions

An industrial firewall is the object of the management platform management. All policy configurations are
specific to a certain industrial firewall, for instance, only when the firewall security policy rules are distributed to a
specific industrial firewall, can such rules work. To facilitate the management of multiple industrial firewalls with
the same service, they system has also introduced the concept of firewall grouping.

Firewall grouping is the unified distribution and control when configuring industrial firewalls with the same
service. The grouping of operations will affect all online industrial firewalls under such a group, so as to configure
industrial firewalls of the same group in a unified manner. If the industrial firewall has an individualized
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configuration, it shall be removed from its own group.

3.3.2.Firewall Management

After successfully opening the browser and logging in the Web management interface of the management
platform, find [Industrial Firewall] in the upper menu bar, click the button (as shown in Fig.3-5), then find [Firewall
Management/Firewall Management] in the left navigation bar; click on the left side of the menu [Firewall
Management] (as shown in Fig.3-6) to see the Firewall Management page in the display page on the right side (as
shown in Fig.3-7):

Fig.3-5 Industrial Firewall in Upper Menu Bar

as Firewall Management

25 Whitelist Management

Routing Management

ACL Management

>

@

Security Domain

Fig.3-6 Firewall Management in Navigation Bar
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No

Firewall
Name

Whitelist Whitelist ACL ACL
Template Template Template  Template
Name Version Name Version

IPIMAC Time
Status Online

Firewall Firewall Online Work

Device Status SN P status. Mode

o
LN W]

Fig.3-7 Firewall Management Display Page

View the current running status of the industrial firewall, with the following meanings:

Tab.3 Instruction to Firewall Management List Display

Column Names

Instructions

Firewall Name

The name given by the system or users for each industrial firewall, for example:

"Industrial Firewall, Control Room, Production Workshop 1"

Device Status

Current running status of industrial firewalls, including CPU and memory utilization
ratio. If a certain value is always overloaded within 1min, a corresponding alarm will

be generated.

Firewall SN The unique identification number of the industrial firewall automatically assigned by
the system; an identification number represents a unique industrial firewall
Firewall IP IP address of the management network port of the industrial firewall

Online status

The current industrial firewall is connected to the management platform (that is,

online) or not connected (that is, offline)

Template Name

Work Mode Under which operation mode the current industrial firewall is in, the new industrial
firewall is defaulted to "initial state".
Whitelist The template name of the whitelist rules that are applied to the industrial firewall, if

blank, it means that currently the industrial firewall has no whitelist rules set yet

Whitelist
Template

Version

ACL Template

Name

The template version of the whitelist rules that are applied to the industrial firewall,
the version and the template ID uniquely determine a set of whitelist rules, each edit
whitelist and save, with the version number automatically +1 after each time the
whitelist is edited and saved.

The template name of the ACL rules that are applied to the industrial firewall, if blank,

it means that currently the industrial firewall has no ACL rules set yet

AVCOMM Technologies Inc.
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ACL Template

Version The template version of the ACL rules that are applied to the industrial firewall, the
version and the template ID uniquely determine a set of ACL rules, each edit ACL
template and save, with the version number automatically +1 after each time the ACL
template is edited and saved.

Time The last time the industrial firewall goes online

Online
View View more detailed information on industrial firewalls, view the

El e authorized function of each industrial firewall under the sub-page
Modify Modify and set the information, operation mode, whitelist template
D,a- Modify and security policy rules, etc. of industrial firewall
Operation Delete Delete the offline industrial firewall, unable to delete the online

'@' Delete

industrial firewall. After deleting the industrial firewall, click

"Display Deleted Ones" to view and restore the information

Upgrade

i#i Upgrade

Upgrade the software running on the industrial firewall online. Only
when the industrial firewall is online can this operation be conducted,

refer to Section 3.3.4 Firewall Upgrade

Restore the
factory

settings.

@ Faclory Rese

One-key reset the factory settings of fire walls devices

Back up all
policy
applications

._" Backup Pq

Copy all policies being applied on the source device to one or more

other online and non-learning devices for distribution
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3.3.2.1. Information view

Click <View> in the "Operation" property column of [Industrial Firewall Management], display the detailed

information on industrial firewall (as shown in Fig.3-8):

@ Firewall > Firewall Management > View

Firewall Basic Information
Firewall Name:
Firewall SN:
Firewall IP:
Software version:
Group:
Online status:
Physical Location:
Time Online:

Remarks:

Work Mode Information

Work Mode:

Deploy Mode Information

Deploy Mode:

Firewall160824069 M View authorization information
160824069

192.168.4.97

0.0.0.0

Offline

2019-11-13 20:00:06

Protection Mode

Transparent Mode

Applied Whitelist Template Setting (* Prompt: Remove the firewall from group to set individual whitelist for the firewalll)

Whitelist Template Name:

Firewall security Policy Template

Security Policy Template Name:

Firewall static routing configuration

Functional state: disabled
Firewall Interface Configuration:

Static Routing Table Name:

IPIMAC Addr. Binding

Functional state: enabled

Session Aging Time

TCP Aging Time:

UDP Aging Time:

whitelist_390

ACL-LHB

IP-MAC Configuration

1 Minute(s)

1 Minute(s)
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Firewall Syslogs Setting

Functional state: disabled
Server IP Addr :

Server Port:

Device Grab Configuration

Message In @ a ETHO@ OETH1 @ OETH2 @ OETH3
Message Out @ [m] ETHO@ O ETH1 @ OETH2 @ OETH3

Fig.3-8 Industrial Firewall Information View Page
In addition to the more detailed information on the device, the most important thing in this page is the
authorization information. Click <View authorization information> to open the authorization information page. For
operations relating to more specific authorization information, please refer to the Section 3.3.3 Authorization
Management.
Click <Back> in this page and go back to the [Firewall List Display] page.

3.3.2.2.Modify firewall.

Click <Modify> under the operation column of [Firewall List] (as shown in Figure.3-9) to open the industrial
firewall information modification page, which separately modifies "Basic Information on Industrial Firewall",
"Information on Operation mode", "Applied Whitelist Template Settings", "Firewall Security Policy Template",
"IP/MAC Address Binding" (as shown in Fig.3-10):

IR View | [#] Modify

ff) Delete %1 Upgrade

@ Factory Reset

i] Backup Policy

Fig.3-9 Modify Button

Firewall Basic Information

Firewall Name: Firewall160824069
Firewall SN: 160824069
Firewall IP: 192.168.4.97
CPU: 1.8GHz
Memory: 4G
Software version: V200R005C01B126
Group: Not grouped v [ 1
Online status: Online

Physical Location:

Time Online: 2019-11-14 11:53:10

Remarks: 4
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Work Mode Information

Work Mode: Protection Mode v
Deploy Mode Information
Deploy Mode: Transparent Mode v
Applied Whitelist Template Setting(* Prompt. Remove the firewall from group to set individual whitelist for the firewalll)
® Whitelist Template whitelist_390 v
Firewall security Policy Template
ACL-LHB v

Security Policy Template Name:

Firewal

Firewall Interface Configuration:

Static Routing Table Name:

IP/MAC Addr. Binding

¥ Enable

Session Aging Time Setting
TCP Aging Time

UDP Aging Time

Firewall Syslogs Setting
O Enable
Server IP Addr.:

Server Port:

Device Grab Configuration

Message In

Message Out

route configuration (* configure only in routing mode)

Routing Physical Interface

Please select v

Edit IP-MAC configuration

1 Minute(s)

1 Minute(s)

CJETH2 [Nl CJETH3

DETHO OETH
DETHO OETH1

CJETH2 [Nl CJETH3

o

Fig.3-10 Industrial Firewall Modification Page

Tab.4 Instruction to Industrial Firewall Modification Information

Column Names

Instructions

Firewall Name

Define a meaningful name for an industrial firewall that is easy to understand

and remember. Modify this when configuring an industrial firewall

Physical Location

The physical location of the department or where an industrial firewall

belongs to, for example, "Control Room, Production Workshop 1", optional

Remarks

Optional, additional explanatory information

333 West Loop N
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Operation mode

1. If the current mode is Learning Mode, only items Learning Completed and
Learning Mode are available in the drop-down mode list of the industrial
firewall.

2. If the current state is Learning Completed, items Learning Mode, Alarm
Mode and Protection Mode are available in the drop-down mode list of the
industrial firewall.

3. If the current mode is Alarm Mode, items Learning Mode and Protection
Mode are available in the drop-down mode list of the industrial firewall.

4. If the current mode is Protection Mode, items Learning Mode and Alarm
Mode are available in the drop-down mode list of the industrial firewall.

5. If the user changes the mode to Learning Mode, the whitelist template
settings below will turn gray out and become inoperable

6. If the user changes from Learning Mode to Learning Completed, an edit
box for whitelist template generation will appear in this case, allowing the
user to name the whitelist template generated by learning.

7. If the industrial firewalls are grouped, then the user cannot change the
operation mode and the whitelist template, which can be operated only after

quitting the group.

Whitelist Template

For the whitelist rule template currently used by the industrial firewall, only
when the industrial firewall changes to Alarm Mode or Protection Mode, the
edit box will be highlighted. In this case, a whitelist template must be

selected before saving it.

Security Policy Template

Name

The security policy template currently used for the industrial firewall,

optional

IPIMAC Addr. Binding

Configure IP/MAC address binding rules

Session  Aging Time
Setting
Device Grab

Configuration

Set the session aging time for TCP and UDP connections.
Check grab network port, support to capture the message of any one or more
ports including eht0, ethl, eth2, eth3, eth4, and eth5. It is possible to specify

to capture the incoming, outgoing or two-way message of each port. The
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management platform stores the captured messages according to the
device ports, and can to query and download the messages.

Message query and Download can view all messages captured network port
capture packet to capture all messages by network port grab package, which
can be downloaded

And download.

Save All modification information will be saved to the database and
taken into effect and returned to the industrial firewall

Operation information list display page.

Back Ignore all modifications and go back to the industrial firewall

information list display page.

3.3.2.3.Delete a firewall.

Click <Delete> under the operation column of [Firewall List] to delete the offline industrial firewall that is no
longer in use. (As shown in Fig.3-11):

Whitelist Whitelist ACL ACL
Work Mode  Templale Templale  Templale  Template
ame Varsion Name Version

Firewall
Name

IPIMAC Time

No Status Oniine

N Firewall Firewall Online
Device Slatus SN IP

S Operalion

60424069 92.168.4.9 Onling inatial State Disabled h L
14.18 211 . @

Fig.3-11 Delete an Industrial Firewall Button
However, please note that the online industrial firewall cannot be deleted. When clicking "Delete", a
corresponding prompt will be given.

3.3.2.4.Retrieve firewalls.
In the [Firewall List] page, industrial firewalls can be retrieved according to the conditions (as shown in Fig.3-
12):
Fig.3-12 Retrieve Firewalls

3.3.3.Authorization Management

A license means a permit, it is a contractual form for device suppliers to authorize the use scope and deadline,
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etc. of product features. The License can dynamically control whether certain features of a product are available or
not. Users can purchase a License to activate certain features and functions as needed. For this product, only one
activated License file exists in each industrial firewall device, and the activation of a new License will invalidate
the old one.

Currently, the device supports the following methods to activate a License:

e Manually activate it through the unified security management platform

After purchasing or updating a License and obtaining the License authorization certificate, the device
under management shall be authorized or the authorization shall be updated by logging in the specified
page of the unified security management platform.

Industrial firewall authorization management consists of three components: the authorization tool, the
industrial firewall and the unified security management platform. The authorization tool belongs to AVCOMM and

is only available to specified users within the Company.

3.3.3.1.Check authorization.

Click the left navigation bar [Firewall Management], open the page and select to view the authorized industrial
firewall, click <View> under the operation column, with the button (as shown in Fig.3-13) available in the opened
page:

Firewall > Firewall Management > View

Firewall Name: Firewall160824084 | ®, View authorization information
Firewall SN: 160824084
Firewall IP: 192.168.4.98
Software version: 0.0.0.0
Group:
Online status: Offline

Physical Location:

Time Online: 2019-11-14 11:55:00

Remarks:

Fig.3-13 Authorization Information on Industrial Firewalls
»  View the authorization information.
Click <View authorization information> to pop up a specific authorization information page (as shown in
Fig.3-14):
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Authorization ltem Status Expiry date

Fig.3-14 Authorization Details View Page

This page displays the authorization details for the current industrial firewall.
» Download File

Obtain the authorization file of the industrial firewall, which can be sent to the manufacturer for subsequent
update of the authorization information.
»  Renew Authorization

Update the authorization information on the current industrial firewall.
» Back

Close the current page and return to the industrial firewall view page. Get the authorization file.

In the opened industrial firewall authorization details page, click <Download File> to download the
authorization file, which can be sent to the manufacturer and used by the subsequent manufacturer as a basis for
updating the new authorization to the user.

3.3.3.2.Update the firewall authorization information.

In the opened industrial firewall authorization details page of, click <Renew Authorization > to pop up the
authorization file selection dialog box, to update the latest authorization file obtained by the user from the
manufacturer to a specified industrial firewall (as shown in Fig.3-15):

Get the latest authorization file

Please select an authorization file

Fig.3-15 Select New Authorization File to be Updated to Industrial Firewall
»  Please select...

Click Please select to pop up the file selection dialog box.

Find the new authorization file (for example: a file that is named with the device ID and suffixed with ".dat"),
double-click the file or select <Open>, then click <Upload>. The browser will upload this file to the management
platform of the server first, then notify the industrial firewall. The industrial firewall will update the authorization.
Upon the successful updating, the user will be able to view the page for the new authorization information.

» Back
Clicking <Back> will not execute any operations, but directly go back to the industrial firewall authorization

details page instead.
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3.3.4.Firewall Upgrade

When a new industrial firewall version that is more powerful in functions and more stable in operation is
launched, users can upgrade the industrial firewall device remotely through the unified security management

platform.
After opening the [Firewall Management] page, click <Upgrade> under the operation column of [Firewall

Information Display List] to pop up the dialog box [Firewall Upgrade] (as shown in Fig.3-16):

| Firewall Upgrade

Flzase select a file to upgrade

Fig.3-16 Industrial Firewall Upgrade File Selection

» Select File

Click "Select File" to pop up the file selection dialog box. Find the new upgrade file (for example: sys-fw.tar.gz),
double-click the file or select <Open>.
»  Start Upgrade

Upon clicking this button, the browser will firstly upload the upgrade file to the server where the unified
security management platform is located, and then notify and distribute the upgrade file to the industrial firewall,
which will execute specific upgrade operation.
» Close

Click <Close> will not execute any operations, but directly go back to the [Firewall Information Display List]

page instead.

3.3.5.IP/MAC Address Binding

Find [Firewall Management/Firewall Management] in the left navigation bar, click <Modify> to open the

industrial firewall modification page. (As shown in Fig.3-17):
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Firewall static route configuration (* configure only in routing mode)

Firewall Interface Configuration: Routing Physical Interface

Static Routing Table Name: Please select v

IP/MAC Addr. Binding

& Enable Edit IP-MAC configuration

Session Aging Time Setting
TCP Aging Time 1 Minute(s)
UDP Aging Time 1 Minute(s)

Fig.3-17 IP/MAC Configuration in Industrial Firewall Management Modification Page

3.3.5.1.Rule configuration

This feature can be "enabled" for a single industrial firewall or a group of industrial firewalls. Only after the

function is enabled can the configuration be edited.

If "IP/MAC Address Binding" is enabled, click <Edit IP/MAC Configuration> and skip to the IP/MAC
Configuration page (as shown in Fig.3-18):

Rule Configuration

No. IP Addr. MAC Addr. Qperation

m Delete

Fig.3-18 Rule Configuration Page

m Delete
Click <Add> to add rules, click to delete current rules, click <Save> to save rules.
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3.3.5.2.Learning data

Click <Learning Data> and skip to the Learning Data page (as shown in Fig.3-19):

Learning Data

Learning Data Tip: Entries added through learning data are automatically saved to the rule listl

O No. IP Addr. MAC Addr.

Total 0 Page(s) / 0 Record(s),Current Page 1 First Prev Next Last

Fig.3-19 Learning Data Page
Search the learning data according to the IP address and the MAC address conditions, click <Delete> to delete
the selected data (as shown in Fig.3-20):

Learning Data

Learning Data Tip: Entries added through learning data are automatically saved to the rule listl

' No. IP Addr MAG Addr.

Total 0 Page(s) / 0 Record(s),Current Page 1 First Prev Next Last

Fig.3-20 Delete Learning Data
Click <Add the selected> to add the selected rule to the rule configuration list (as shown in Fig.3-21):
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Learning Data

Learning Data Tip: Entries added through learning data are automatically saved to the rule listl

IP Addr.: MAC Addr.:

& No. IP Addr. MAC Addr.

Total 0 Page(s) / 0 Record(s),Current Page 1

Fig.3-21 Adding Learning Data

3.3.6.Group Management

Find [Firewall Management/Group Management] in the left navigation bar, click "Open" (as shown in Fig.3-
22) to see the Group List Information Display page in the display page on the right (as shown in Fig.3-23):

oy Firewall Mana

& Firewall Management

- Group Management

& Whitelist Management

Routing Management

ACL Management

1.
U

@

Security Domain

Fig.3-22 Group Management in Navigation Bar
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Firewall > Firewall Management > Group Management

Whitelist Template ~ Whitelist Template ACL Template ACL Template

No. Group Name Work Mode T Version Name Version

IP/MAC Status Firewalls Operation

Disabled B B Mo o 0

Fig.3-23 Group List Display Page
View the information on all industrial firewall groups in the system here, with the meaning as follows:

Tab.5 Instruction to Group Management List Display

Column Names Instructions

Group Name an industrial firewall group name that is easy to remember, for example

"6#DCS Industrial Firewall Group™

Work Mode The operation mode which currently all industrial firewalls under the group

are in, which means being in the initial status if without any additions

Whitelist Template | The name of the whitelist rule template applied to all industrial firewalls
Name under the group; If blank, it means that no whitelist rule is currently set in
the group
Whitelist Template | The version of the whitelist rule template applied to all industrial firewalls
Version under the group.
ACL Template | The name of the ACL template applied to all industrial firewalls under the
Name group; If blank, it means that no whitelist rule is currently set in the group.
ACL Template | The version of the ACL template applied to all industrial firewalls under the
Version group.
IPIMAC Status The state  of IPPMAC Binding Status, Enable means on,Disbale means off
Firewalls Industrial firewalls contained in the group
View View more detailed information on the group

Modify Modify and set group information, operation modes, whitelist

templates, firewall rules, industrial firewalls contained and so
Operation
on

Delete Delete the industrial firewall group; cannot deletes a group

containing industrial firewalls
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3.3.6.1.Add a group.

Click <Add> on the right side of the firewall group list tab under [Group Management] (as shown in Fig. 3-
24), with the Firewall Group Add page popped up (as shown in Fig. 3-25):

Group Managemen

Whitelist Template Whitelist Template S % A S
No. Group Name Work Mode < ACL Tempiate Name  ACL Template Version IP/MAC Status Firewalls
Version

Fig.3-24 Firewall Group Add Buttons

Group Basic Information
Firewall Group Name:

Remarks:

Fig.3-25 Firewall Group Add Page

Tab.6 Instruction to Firewall Group Add Information

Column Names Instructions

Firewall Group Name Define a meaningful name for the group that is easy to understand and
remember

Remarks Optional, additional explanatory information

In the adding process, enter the industrial firewall group name and other information to be noted, click <Save> to

finish adding, and view the newly added group in the industrial firewall group list.

3.3.6.2. Information view

Click <View> under the operation column of [Group List] to display the detailed group information (as shown
in Fig.3-26):

Work Mode nitial State
Deploy Mode: Transparent Mode

Whitelist Template Name
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Functional state: disabled
Firewall Interface Configuration :

Static Routing Table Name:

Functional state: disabled

Server IP Addr

Server Port:

Fig.3-26 Group Information View Page
Click <Back> and go back to the [Group List] page.

3.3.6.3.Modify a group.

Click <Modify> under the operation column of [Group List] (as shown in Fig.3-27) to open the [Group
Information Modification] page, which can separately modify basic information on the group, operation modes of
the group, whitelist template currently applied to the group and IP/MAC address binding configuration (as shown
in Fig.3-28):

Firewall Management > Group Management

Winitelist Template Whitelist Template
No. Group Name Work Made L ! B ACL Template Name  ACL Template Version IFMMAC Status Firewalls Operation
Name Version

Iniiai State Disabie

Total 1 Pageis) | 1 Recerdis),Current Page

Fig.3-27 Modify Button

Firewall = Firewall Management > Group Management

Group Basic Information

Firewall Group Name: test
Remarks: P
Firewalls
Firewall List: [ Please select the firewall ]
Work Mode Information
Work Mode: Initial State v
Deployment mode information (* It can only select transparent mode if this group has no firewall.)
Deploy Mode: Transparent Mode v
Applied Whitelist Template Setting
e Whitelist Template S7 sub-protocol read-only whitelist t v
Firewall security Policy Template
Security Policy Template Name: Please select v

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
32



Firewall Interface Configuration: Routing Physical Interface

Static Routing Table Name: Please selact v
O Enable Edit IP-MAC configuration
TCP Aging Time 3 Minute(s)
UDP Aging Time 3 Minute(s)
O Enable
Server IP Addr.:
Server Port:

Fig.3-28 Group Information Modification

Tab.7 Instruction to Firewall Group Modification Information

Column Names Instructions

Firewall Group Name Define a meaningful name for the group that is easy to understand and
remember

Remarks Optional, additional explanatory information

Firewall List All industrial firewalls under the current group can be edited by clicking

<Select a Firewall>

Work Mode 1. If the current mode is Learning Mode, only items Learning Completed and
Learning Mode are available in the drop-down operation mode list

2. If the current state is Learning Completed, items Learning Mode, Alarm
Mode and Protection Mode are available in the drop-down operation mode
list

3. If the current mode is Alarm Mode, items Learning Mode and Protection
Mode are available in the drop-down operation mode list

4. If the current mode is Protection Mode, items Learning Mode and Alarm
Mode are available in the drop-down operation mode list

5. If the user changes the mode to Learning Mode, the whitelist template

settings below will turn gray and become inoperable
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6. If the user changes from Learning Mode to Learning Completed, an edit
box for whitelist template generation will appear in this case, allowing the
user to name the whitelist template generated by learning

7. If the operation mode of the group is changed, the operation modes of all

industrial firewalls under the group will be changed

Whitelist Template It means the whitelist rule template name used by the industrial firewall.
Only when the operation mode is changed to Alarm Mode or Protection
Mode, the edit box will be highlighted. In this case, a whitelist template must

be selected to save it. Changes will affect all industrial firewalls under the

group

Security Policy Template | It means the security policy template name used by the group. Changes will

Name affect all industrial firewalls under the group

IP/MAC Addr. Binding Enable and edit IPMAC address binding

Session  Aging Time | Set the session aging time for TCP and UDP connections

Setting
Save Save all modification information to the database and make it
come into effect, and go back to the [Group Information Display
Operation List] page

Back Ignore all modifications and go back to the [Group Information

Display List] page

3.3.6.4.Add a firewall to the group.

In the opened [Group Information Modification] page, click <Please select the firewall> to open the [Please

select the firewall] page (as shown in Fig.3-29):

Whitels mplate utelist Te i
P Online status Work Mode T T T Time Online Operation

No. Firewall Name Firewall SN Firewall
Nama Version

Fig.3-29 Page of Selecting a Firewall in the Group
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Select the required industrial firewall in the opened page, click "Select" in the last row of "Operations";
deselect "\" in the column to cancel. Click <Confirm> to complete the operation after the operation is done.

3.3.6.5.Delete a group.

Click <Delete> under the <Operation> column of [Firewall Group List] to delete a group that is no longer used.
(As shown in Fig.3-30):

I > Group Management

Wininelist Templat Whitelist Template
Mo Group Name Work Made elist Tempiate elist Templat ACL Template Name  ACL Template Version IP/MAC Status Firewalls. Operation

Fig.3-30 Group Delete Buttons
The group cannot be deleted if a firewall is contained under it. All industrial firewalls under the group shall be
removed before deleting the group.

3.3.6.6.Retrieve a group.

In the [Firewall Group List] page, retrieve the group based on certain criteria (as shown in Fig. 3-31):

Firewall > Firewall Management > Group Management

Whitelist Template ~ Whitelist Template ACL Template ACL Template

No. ‘Group Name ‘Work Mode
: Nams Version Name Version

IP/MAC Status Firewalls Operation

Disatied B View (% Modfy @ De

Fig.3-31 Retrieve a Group

3.3.7.Firewall Syslog Configuration

3.3.7.1.Configuration process

After logging in the management platform, the user opens the [Firewall] ->[Firewall Management] page to
display the added firewalls. In this page, the user selects the firewall with its configuration to be modified, then
clicks <Modify> to and goes to the firewall modification page, finding the sub-item "Firewall Syslog Configuration".
After clicking <Enable>, the page sets the relevant controls for Syslog service configuration to editable. See the
following table for the contents that can be set:

Tab.8 Instruction to Firewall Syslog Configuration

Configuration Item Name Description Remarks
Server IP Address The IP address of Syslog
server, which supports both
IPv4 and IPv6 formats. IPv4 is
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represented with the dotted
decimal system, and up to one
address can be configured at
the same time

Server Port Number of ports used for
sending Syslog in range 1-
65535

When clicking <Enable> again, relevant controls are not editable.

See the diagram below:
Firewall Syslogs Setting
O Enable
Server IP Addr.:

Server Port:

Fig.3-32 Syslog Configuration Subitems in Firewall Modification Page

3.4. Whitelist Management

3.4.1.Introduction to Functions

Industrial control system security issues are different from traditional IT network security issues, which pay
more attention to serviceability and reliability, thus different in view of technical concepts and product realization.

The industrial control system emphasizes certainty, so what kind of traffic ought to be transmitted in the
network must be clear and controllable. However, the traditional "blacklist" idea pays more attention to the
identification and blocking of threats, which needs to frequently update the "blacklist feature library" of a product.
Secondly, only when an accident occurs can the features of new threats be extracted and identified. Thirdly,
understatement and misinformation often occur to such a product. To solve these problems, AVCOMM industry
firewalls by using the industrial protocol in-depth resolving technology, realize the powerful industrial protocol
whitelist function, helping customers to identify, define and control legal commands circulating at an industrial site
via an intelligent learning engine. However, for unknown commands, whether causes damage on the industrial site
or not, the firewalls will not allow them to "go through the wall", with the protection transforming from |"passively"
adding a blacklist feature after being damaged to "actively" defining a legal traffic, thus avoiding unknown threats
and attacks, in compliance with the required certainty and controllability for industrial sites.

The protection concept of industrial firewalls changes from "black" to "white" and from "passive defense" to
"active protection". It is completely and especially applicable to sites for various industrial production network
systems. Therefore, an important innovation of industrial firewall is whitelist management.

Whitelist management of the management platform can facilitate users to view, edit and use a whitelist.

3.4.2. Template Management

Click [Whitelist Management/Template Management] in the left navigation bar (as shown in Fig.3-33) and
go to the [Whitelist Template Management] page (as shown in Fig.3-34):
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ay Firewall Management

v

& Whitelist Management

Template Management

Routing Management

£ ACL Management

@ Security Domain

Fig.3-33 Select Whitelist Template Management

& Firewall > Whitelist Management > Template Management

Whielist Termplate Name N
No. Whitelist Template Name: Version Firewall group applying this template Applied By Edit Whitelist Operation
‘admin_123456 1 [ ekt B Epot B import [ View (] Modiy ) Delete

B Expart

B Exort

[ Exvart

[ Exvort

moa A B P

[ Expart

Fig.3-34 Whitelist Template Management
View information on all whitelist templates in the system here, with the meanings given below:
Tab.9 Instruction to Whitelist Template List Display

Column Names Instructions

Whitelist Template | A whitelist template name that is easy to remember, for example "Whitelist
Name Learned from Data Collection System 1"

Version The version of Whitelist rule template, the version and the template 1D

uniquely determine a set of whitelist rules. The version number will

automatically +1 after each time the whitelist is edited and saved

Firewall group applying | All firewall groups that are using this whitelist template

this template

Applied By All independent industrial firewalls that are using the whitelist template
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Edit Click and go to the specific whitelist item edit page for each

Edit Whitelist industrial protocol

Export Export the current whitelist rules in Excel format When clicked

Import Import the current whitelist rules in Excel format When clicked

View View more detailed information on whitelist templates

Modify Modify and set the whitelist template. This button is not

available to the whitelist template that are built-in the system

Operation
Delete Delete a whitelist template; cannot delete a whitelist template in

use. This button is not available to the whitelist template that are

built-in the system

3.4.2.1. Add a whitelist template.

Open [Template Management] in the left navigation bar, click <Add> on the right of the template management
list TAB (as shown in Fig.3-35) to pop up the Whitelist Template Add page (as shown in Fig.3-36):

Template Management

No Whitelist Template Name Version Firewall group applying this template Applied By Edit Whitelist Operation

Fig.3-35 Whitelist Template Add Button

Firewall > Whitelist Management > Template Management
Add whitelist template
Whitelist Template Name::

Remarks:

Fig.3-36 Whitelist Template Add Page
Tab.10 Instruction to Whitelist Template Add Information

Column Names Instructions

Whitelist Template | Define a meaningful whitelist template name that is easy to understand and
Name remember

Remarks Optional, additional explanatory information

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
38



3.4.2.2. Information view

Open the [Template Management List] of whitelist, click <View> under the operation column in the display
list to display the detailed information on whitelist template (as shown in Fig.3-37):
Whitelist Template Information
Template Name: admin_123456
Version: 1
Firewall group applying this template:
Applied By:
Creation time: 2019-11-14 15:42:32

Remarks:

Fig.3-37 Whitelist Template Information View Page
Click <Back> and go back to the [Whitelist Template List Display] page.

3.4.2.3.Modify a whitelist template.

Open the [Template Management] of the whitelist, click <Modify> under the operation column in the display
list (as shown in Fig.3-38) to open the [Whitelist Template Information Modification] page, separately modify the
basic information on the whitelist template (as shown in Fig.3-39):

Firewall > Whitelist Management > Template Management
Whitelist Ter ar
No. Whitelist Template Name Version Firewall group applying this template Firewall applying this template Edit Whitelist Operation
focal full match white It template 1 BE L e
: 1 Bt B
4 FINS read 1 BE B
FINS 1 1 GE B
Fig.3-38 Whitelist Template Modification Buttons
Firewall > Whitelist Management > Template Management
Whitelist Template Information
Whitelist Template Name: admin_rnd20191022112946
Version: 1
Creation time: 2019-10-22 11:29:50
Remarks: Y

Fig.3-39 Whitelist Template Modification Page

Tab. 11 Instruction to Whitelist Template Modification Information

Column Names Instructions
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Whitelist Template | Define a meaningful whitelist template name that is easy to understand and
Name remember
Remarks Optional, additional explanatory information
Save Save all modification information to the database and make
it come into effect, and go back to the Whitelist Template
Information List Display page
Operation Edit Click and go to the Whitelist Edit page for each specific
Whitelist industrial protocol
Back Ignore all modifications and go back to the Whitelist
Template Information List Display page

3.4.2.4.Delete a whitelist template.

Click <Delete> under the operation column in the [Template Management] information display list of the
whitelist to delete a whitelist template that is no longer used. (As shown in Fig.3-40):

Edit Whitelist Operation

[ Edit [ Expot [& Import B View [# Modify {ffj Delete

[3 Export R View
[ Export B View
[ Export R View
[ Export B View

Fig.3-40 Whitelist Template Delete Button

3.4.2.5.Retrieve a whitelist template.

In the [Template Management] information display list of the whitelist, retrieve a whitelist template the
whitelist template based on the conditions (as shown in Fig.3-41):
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Firewall > Whitelist Management > Template Management

et e e |:|

No. Whitelist Template Name Version Firewall group applying this template Applied By Edit Whitelist Operation

m g

' m o@mo@m

IR -

Fig.3-41 Retrieves a Whitelist Template

3.4.3.Whitelist Template Rule Management

Whitelist template rule items refer to the rules of a specific industrial protocol in a whitelist template. Its
management is the core of whitelist template management. All templates depend on each specific whitelist item.
Currently, industrial firewalls support whitelists of following standard industrial protocols:

OPC Classic 3.0, Siemens S7, Modbus TCP, Ethernet/IP (CIP), MMS, IEC 104, DNP3, FINS, PROFINET,

Industrial firewalls intend to support whitelists of all common industrial protocols in the near future.

Ways to enter the [Whitelist Template Rule Management] page:

The first path: click <Edit> in the [Whitelist Management]-[ Template Management]-[Edit Whitelist] column;

The second path: click <Modify> in the [ Whitelist Management]-[ Template Management]-[Operation] column
(as shown in Fig.3-42), click <Edit Whitelist> in the opened [Whitelist Template Modification] page (as shown in
Fig.3-43):

Edit Whitelist Operation

[# Edit [ Expot [& Import B View [# Modify {ffj Delete

[3 Export B View
[® Export B View
[® Export B View

[3 Export B View

Fig.3-42 Edit Button
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Firewall > Whitelist Management > Template Management
Whitelist Template Information

Whitelist Template Name : admin_rxd20191022112946
Version 1

Creation time: 2019-10-22 11:29:50

Remarks: 4

]

Fig.3-43 Whitelist Edit Button
OPC and Modbus protocols are used as examples to guide how to manage whitelist items. Other protocols will
be similar but different in specific fields. Therefore, no more detailed description will be given here.

3.4.3.1. Add an OPC whitelist item.

After opening the [Template Management] of the whitelist, click <Edit> under the "Edit Whitelist" column and
go to the specific rule edit page, click <Add> on the right of this page (as shown in Fig.3-44) to automatically add
a new whitelist line at the bottom of the OPC whitelist item list (as shown in Fig.3-45):

>wall > Whitelist Management > Template Management

Fig.3-44 Whitelist Template Add Button
Fig.3-45 Whitelist Template Added Successfully
Tab.12 Instruction to OPC Whitelist Item Field
Column Names Instructions
Src. IP IP address to initiate an OPC data request, dotted in decimal format
Dst. IP Destination IP address requesting the OPC data, dotted in decimal format
Src. IP mask The mask of the source IP, with the value taken usually from 0 to 32
Dst. IP mask The mask of the destination IP, with the value taken usually from 0 to 32
Interface The name of an interface in the OPC protocol specification, taken from the
drop-down box.
Operation (Method | A method under a specific interface as defined in the OPC protocol
Name) specification, taken from the drop-down box.
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Save Save all modification information to the database and make
it come into effect, and go back to the Whitelist Template

Operation Information List Display page

Back Ignore all modifications and go back to the Whitelist

Template Information List Display page

3.4.3.2.View OPC whitelist items.

After entering the [Whitelist Template Rule Management] page, with OPC whitelist items displayed by default,
click different TABs to display the whitelist items of corresponding tabs (as shown in Fig.3-46):

Firewall > Whitelist Management > Template Management

No src. 1P Dst. 1P Src. IP Mask Dst. IP Mask Interface Operation Delete

588

src 1P

wask DSt 1PMask Interface Operation tem ID Data Type Min, Value Max. Value Delete

Fig.3-46 OPC Whitelist Information View Page
Click <Back> and go back to the [Whitelist Template List Display] page.

3.4.3.3.Modify an OPC whitelist item.

After entering the [Whitelist Template Rule Management] page, click the edit box under a whitelist item to
change the source IP, destination IP, source IP mask, destination IP mask, interface name and method name of a
whitelist item, click <Save> after the modification.

3.4.3.4.Modify an OPC range.

After entering the [Whitelist Template Rule Management] page, click the edit box under a whitelist item to
change the point alias, source IP, destination IP, source IP mask, destination IP mask, interface name, method name,

ItemID, data type, minimum and maximum, click <Save> after the modification.

3.4.3.5.Delete an OPC whitelist item.

After entering the [Whitelist Template Rule Management] page, click <Delete> on the far right of a whitelist
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item to delete the corresponding whitelist item. (As shown in Fig.3-47):

Ne Src IP Dst 1P Src IP Mask Dst IP Mask Transpert Protocol Interface Operation “aia
0.0.0.0 0.0.0 o o T BPGASyTCIOS v ReadiiarAge v ]
0000 0.0.0 0 o GPCASEIO3 v ReadMarAge v o

No Tag Name Sic. 1P DstIP Src. IP Mask  Dst. 1P Mask In Oparatior ftem ID Data Type Min. Value Max_ Value Dalete

Fig.3-47 Whitelist Template Delete Button

3.4.3.6.Modbus protocol whitelist configuration

The resolving depth of Modbus protocol is different from other industrial protocols. Industrial firewalls can be
resolved to a specific value transmitted by Modbus protocol. Therefore, the rule configuration of Modbus protocol
in the whitelist template is mainly divided into three parts, namely protocol wildcard parameter, basic whitelist, and
range control.

Notably, protocol wildcard parameters mainly have three check options as shown in the following diagram:

irewall > Whitelist Management > Template Management

Fig.3-48 Modbus Protocol Wildcard Parameter Configuration Item

»  Syntax Check

With this option enabled, messages will be discarded and alarm by default if they do not conform to protocol
syntax in the protection mode. Other operation modes will not lose packets, but corresponding alarm information
will be available in the alarm mode.
> Reset

After enabling this option, if any message is discarded, the industrial firewall will send a Reset message to
both sides of Modbus communication to release connection resources.
»  Connection Tracking Check

With this option enabled, messages will be discarded and alarmed by default if the connection status is
abnormal in the protection mode. Other operation modes will not lose packets, but corresponding alarm information

will be available in the alarm mode.

3.4.3.7.Basic Modbus whitelist items

The configuration here is similar to that of the OPC protocol. Refer to the OPC protocol related parameter

configuration method.
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3.4.3.8.Modbus range control

Check the Global Enable option first by using Modbus range control, (as shown in Fig.3-49):

Modbus Int16 Endian Modbus Int32 Endian Modbus Fioat Endian Modbus Double Endian

FFHA FFHI FFH2 FFHT v FFHI FEHT FFHE FFHS FFHA FFH3 FRR2 FEHT v

No Tag Name src 1P Dst. IP Src. Mask Dst. Mask Function Address Data Type Offset HighB/Lows Min. Value Max Value Delete

Fig.3-49. Modbus Range Enable Item
After enabling range control, the following byte order can be edited. It is recommended to use the default
configuration and adjust it accordingly if the default configuration does not match the site.
"Point table configuration" is the most important for the range function. The meanings of each field in point
table configuration are explained in the following table.
Tab.13 Instruction to Modbus Click Field

Column Names Instructions

Tag Name A meaningful alias that represents an address in Modbus

Src. IP IP address to initiate an OPC data request, dotted in decimal format

Dst. IP Destination IP address requesting the OPC data, dotted in decimal format
Src. Mask The mask of the source IP, with the value taken usually from 0 to 32

Dst. Mask The mask of the destination IP, with the value taken usually from 0 to 32
Function Modbus protocol function code

Address The starting address of a point operated by the Modbus protocol

Data Type The data type of points

Offset The offset in the address for a specific type of data that is operated based on

some function codes, for example: when the data type as operated based on
06 Function Code is of the BOOL type, it needs to specify which bit in the

address indicates the BOOL value, with 0 taken by default

High8/Low8 Which byte is used in the address when operating a specific type of data
based on some function codes, for example, when the data type as operated
based on 06 Function Code (which can operate a 2-bit address) is of the Byte
type (1-bit), it needs to specify which bit (8-bit) in the operated address,

which is high 8 bits by default

Min. value Minimum value that is allowed to operate

Max. value Maximum value that is allowed to operate
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For adding, modifying, editing, and deleting a range rule item, please refer to the basic Modbus item operation.

3.4.3.9. Whitelist rule item learning append.

Either learned or manually created whitelist templates can be appended with new learned rules when the
learning is completed.

Firstly, switch the industrial firewall to be learned again to Learning Mode. For specific operation, please refer
to 3.3.2.2 Modification.

Then, after the appropriate learning process, switch the industrial firewall to Learning Completion. In this case,

the operation mode of the [Firewall Information Modification] page will provide existing whitelist templates in the
system, (as shown in Fig.3-50):

Applied Whitelist Templa

Setting(* Prompt: Remove the firewall from group to set individual whitelist for the firewalll)

® Whitelist Template: [Modbus full match whi v |*

Please select
admin_rxd20191022112946
7 sub-protocol full match white list template
S§7 sub-protocol read-only white list template
FINS read-only white list template
Security Policy Template Name: | FINS full match white list template
PROFINET 10 read-only white list template
PROFINET 10 full match white list template
PROFINET DCP read-only white list template
PROFINET DCP full match white list template
DNP3 full match white list template
. | DNP3 read-only white list template
reseliteioraieonbouaiog |IEC104 full match white list template

IEC104 read-only white list template
| MMS full match white list template

MMS read-only white list template

CIP full match white list template
Message prompt (View log management module for more atarm logs) © Enable the| CIP read-only whitelist template

Time Type Firewall IP Firewall Name Ala| Modous read-only white list template M

Firewall security Policy Template

Firewal

atic route configuration (* configure only in routing mode)

Static Routing Table Name:

Content
Fig.3-50 Select Existing Whitelist Templates in Case of Learning Completion
When selecting one of the templates and clicking <Save>, the newly learned whitelist rule item will
automatically remove the duplicated ones and be added to the selected whitelist template. If there are more than
3000 industrial protocol rules in the template, the template will be highlighted in red in the [ Template Management]
page, as shown in Fig.3-51, and cannot be distributed to the industrial firewall. The user needs to manually merge
the templates highlighted in red below to less than 3,000 entries before distributing them to the industrial firewall.

st Management > Template Management

No. VWniteast Tempiats Name: version Firewal group appiying this tempiate Applied By

Operation
1201916154058

outy @ Delste

Moty @ Delete

Moddy @i Delete

Fig.3-51 One of the Templates with over 3,000 Protocol Rules
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3.5. Route Management

3.5.1.Introduction to Functions

In the user network, the board card, as a router device, is not directly connected with other router devices.
Instead, the board card forwards data to the network segment where each interface is located. In this case, it is
unnecessary to configure the static route table, only to configure the interface IP instead. The network segments
where an interface is located can forward data mutually.

In the user network, the board card, as a router device, is connected with some interfaces of the device and the
interface of other router device. In this case, the board card forwards data from another network segment s (not the
network segment where the interface is located). It is necessary to configure the interface IP and the static route

table. The network segments where an interface is located can forward data mutually.

3.5.2.Static Route

3.5.2.1.Page navigation

After logging in the management platform, the configuration administrator clicks [Firewall] to find [Route

Management] on the left side of the navigation bar, as shown in the figure.

-

as Firewall Management

2 Whitelist Management

v

Routing Management

1 Static Routing

£ ACL Management

@ Security Domain

Fig.3-52 Static Route Navigation
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3.5.2.2.Retrieve a static route management list.

In the [Static Route Management List] display list page, retrieve the static route management list according to

the screening conditions, as shown in the figure

Static Routing Management List

Static Routing Table Name:

Fig.3-53 Screening Conditions for Static Route Table

3.5.2.3.Add the static route management list.

In the [Static Route Management List] display list page, click [Add] to add a new static route table template,

as shown in the figure

Firewall > Routing Management > Static Routing

(]

Fig.3-54 Add the Static Route Management Template

Firewall > Routing Management > Static Routing
ncrease static routing
Static Routing Name

Remarks:
)

Fig.3-55 Add the Static Route
Tab.14 Instruction to Adding a Static Route Template

Column Names Instructions
Static Route Name The template name allows only Chinese characters, numbers, letters,

underscores, and hyphens, with a total length cannot exceed 32 characters

Remarks Add the remark information for the template
Operation Save Save the added template
Back Go back to the template display list page without saving it

3.5.2.4.Edit a static route management list.

In the [Static Route Management List] display list page, click [Edit] to edit the static route configuration of the

static route table template, as shown in the figure
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Firewall > Routing Management > Static Routing

Mo tatic Routing Table Name Firewal group applying s template Applca By Eat Statc Routing Table Operation
Fig.3-56 Edit a Static Route Table Template
Firewall > Routing Management > St Routing
Number Dst Adr. 1P Mask Outgoing Interface Next Addr Operation
—
Nrmber st Ader 1P Mask Outgoing inertace Next Adar
Fig.3-57 Static Route Rule Information
Tab.15 Instruction to Filling in Static Route Rule Items
Column Names Instructions
Dst. Addr. Legitimate IP address
IP Mask Numbers 1-32
Outgoing interface Outgoing interface content
Next Addr. Legitimate IP address
Operation Add Add the static route rule information
Default routing Allow to edit default route enable
enable
Save Save the static route rule information
Back Go back to the static route template list page without
saving it
Tab.16 Content of Default Route Enable List
Column Names Instructions
Dst. Addr. Legitimate IP address
IP Mask Numbers 1-32
Outgoing interface Outgoing interface content
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Next Addr. Legitimate IP address

3.5.2.5. Export the static route management list.

Click <Export> under the operation column in the [Static Route Management List] template display list, export

the whitelist information list of the template in Excel format.

No Static Routing Table Name Firewall group applying this template Applied By Edit Static Routing Table Operation

# Edt B Egot [F B Vew [ Modity ffj Delete
1 ¥ E@ B E E 7 @ Modiy [ Deie

Fig.3-181 Export Static Route Table Template

Filename (N): |Static Routing Template_test 20191030xls
Save type (T): Microsoft Excel 97-2003 (*xis)

Fig.3-58 Excel Generated by Static Route Table

3.5.2.6.Import a static route management list.

Role: import [Policy Template Rule Information] in Excel format
Click <Import> under the operation column in the [Template Management List] template display list to pop up

the [Import Excel] page.
1) Click [Select File] to select an edited Excel template
2) Click <Import Excel> to execute the import operation.
3) Click <Close> to abandon the import operation, close the [Excel import] page.

Please select a excel file to upload!

Fig.3-59 File Selection

3.5.2.7. View a static route management list

Click <View> under the operation column in the [Static Route Management List] template display list to

display the static route information as shown in the figure
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No. Static Routing Table Name Firewall group applying this template Applied By Edit Static Routing Table Operation

B

¥ £t B Egon [ Import View [# Modiy f Deste

testt ? Ent B Egon [ Impon B vew (4 voary fif Deste

Fig.3-60 View the Static Route Table

Increase static routing

Static Routing Name: test
Version: 1
Firewall group applying this template:
Applied By:

Creation time: 2019-11-14 17:.04.27

Remarks:

Fig.3-61 Static Route Information
Click <Back> and go back to the static route management list page.

3.5.2.8.Modify a static route management list.

Click <Modify> under the operation column in the [Static Route Management List] template display list to
display the static route information as shown in the figure

No. Static Routing Table Name Firewall group applying this template Firewall applying this template Edit Static Routing Table QOperation

@ Edt [ Exot [& Impo }‘A.r.ﬂ Delete
Fig.3-62 Modify the Static Route Table

Firewall > Routing Management > Static Routing

Increase static routing

Static Routing Name: test
Version ID: 3
Version: 1
Creation time: 2019-10-30 15:17:18
Remarks:

Fig.3-63 Static Route Information
Tab.17 Instruction to Static Route Modification Page Buttons

Column Names Instructions
Operation Save Save the modified static route information
Edit Rule Enter the static route rule information page
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Back Go back to the static route template list page without

saving it

3.5.2.9.Remove the static route management list.

In the [Static Route Management List] display list page, click [Delete] to delete the static route template, as
shown in the figure

No. Static Routing Table Name Firewall group applying this template Applied By Edit Static Routing Table Operation

9 @
L B R
m
mo@po@

Fig.3-64 Static Route Table Template

Prompt

Are you sure to delete?

Fig.3-65 Confirmation Box
Click <Cancel> to abandon the deletion or click <Confirm> to execute the delete operation.

3.6. ACL Management

3.6.1.Introduction to Functions

As a type of firewall products, the built-in firewall management function of industrial firewalls is one of its
basic functions. Currently, industrial firewalls adopt the status detection firewall mechanism to achieve the
corresponding security control.

Here is a brief introduction to the status detection firewall. It adopts the status detection packet filtering
technology, which is an extension of traditional packet filtering. The status detection firewall has a check engine
interception data packet at the network layer, and it extracts information on the status of the application layer, based
on which a decision is made on whether to accept or reject the connection. This technology provides a highly secure
solution with good adaptability and scalability. The status detection firewall also typically includes agent-level
services that provide additional support for application-specific data content. The status detection technology is
optimal to provide limited support for UDP protocol. It treats all UDP packets passing through the firewall as a
virtual connection. When the reverse response group arrives, a virtual connection is deemed as having been
established. The status detection firewall overcomes the limitations of packet filtering firewalls and application
proxy servers. It detects the addresses of "to" and "from", requiring no agent for each application accessed to.
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3.6.2.Security Policy Template Management

Click [ACL Management/Security Policy] in the left navigation bar (as shown in Fig.3-66), go to the
[Security Policy Management] page (as shown in Fig.3-67):

a5 Firewall Management
& Whitelist Management
Routing Management

& ACL Management v

& Security Policy

& User-Defined Service

E» User-Defined Whitelist App

@& Security Domain
Fig.3-66 Selecting Security Policy Management

@ Firewall > ACL Management > Security Policy

Security Policy Template Name

} No. Security Policy Template Name Version Applied By Rules Operation Operation

[# Edt @ Ewor [E Import B view [# Modly [ Delete

Fig.3-67 Security Policy Management
View the information on all security policy templates in the system, with the meanings given below:

Tab.18 Instruction to Security Policy Template List Display

Column Names Instructions
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Security Policy Template | A security policy template name that is easy to remember, for example

Name "6#DCS Inbound Security Policy Template"

Version The version of security policy template, the version and the template 1D
uniquely determine a set of security policy rules. The version number will

automatically +1 after each time the security policy is edited and saved

Applied By All independent industrial firewalls that are using this security policy
template
Edit Click to enter the specific security policy rule item edit page
Rules Operation Export Click and then export the current security policy rule in Excel
format

Import Click to import the security policy rule in Excel format to the

current security policy rules

View View more detailed information on security policy templates

Modify Modify and set the information on security policy templates

Operation
Delete Delete a security policy template. The security policy template

in use cannot be deleted

3.6.3.Add a Security Policy Template

Open [Firewall Management/Security Policy Management], find <Add> on the right in [Security Policy
Template List], click it to pop up the security policy template add page (as shown in Fig.3-68):

Firewall > ACL Management > ACL Management
Security Policy Template Information
Securnity Policy Template Name:

Remarks:

Fig.3-68 Security Policy Template Add Page
Tab.19 Instruction to Security Policy Template Add Information

Column Names Instructions

Security Policy Template | Define a security policy template name that is easy to understand and

Name remember
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Remarks Optional, additional explanatory information

3.6.3.1.Information view

Click <View> under the operation column in the [Firewall Management/Security Policy Management]
template display list to display the detailed information on security policy templates (as shown in Fig.3-69):

Firewall > ACL Management > ACL Management

Security Policy Template Information

Security Policy Template Name: ral_all_pass
Version: 2
Creation time: 2019-10-22 11:10:23
Remarks:

Fig.3-69 Security Policy Template Information View Page
Click <Back> and go back to the return to the [Security Policy Management] page.

3.6.3.2.Modify a security policy template.

Click <Modify> under the operation column in the [Security Policy Management] security policy template list
to open the [Security Policy Template Information] modification page, which can modify the basic information on
security policy templates (as shown in Fig.3-70):

Firewall > ACL Management > ACL Management

Secunty Policy Template Information
Security Policy Template Name:: test
Version ID: &
Version: 1
Creation time: 2018-10-30 15:25:30
Remarks:

Fig.3-70 Security Policy Template Modification Page

Tab.20 Instruction to Security Policy Template Modification Information

Column Names Instructions
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Security Policy Modify the name of the security policy template

Template Name

Remarks Optional, additional explanatory information

Save Save all modification information to the database and
make it come into effect, and go back to the [Security

Policy Management] page

Operation Edit Rule Click to enter the specific security policy rule item
edit page
Back Ignore all modifications and go back to the [Security

Policy Management] page

3.6.3.3.Delete a security policy template.

Click <Delete> under the operation column in the [Security Policy Management] security policy template list
to delete security policy template that are not used any longer.
Note: the template cannot be deleted if it is being used by an industrial firewall or an industrial firewall group.

3.6.3.4.Retrieve a security policy template.

In the [Security Policy Management] display list page to retrieve a security policy template based on conditions.
(As shown in Fig.3-71):

Security Policy Template Name: [test

Fig.3-71 Retrieve a Security Policy Template

3.6.4.Security Policy Template Rule Item Management

The management of security policy rule items is the core of security policy management. All templates depend
on each specific security policy rule item.

To enter the [Security Policy Rule Item Management], click <Edit> under the security policy rule maintenance
column in the [Security Policy Management] display list, or click <Edit Rule> after entering the [Security Policy
Template Information] modification page (as shown in Fig.3-72):
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Firewall > ACL Management > Security Policy

No. Security Policy Template Name

Firewall > ACL Management > ACL Management

Security Policy Template Information

Security Policy Template Name:
Version 1D:
Version:

Creation time:

Remarks:

Version Applied By Rules Operation Operation

Expet [F Impon B vew (5 wmoasty ffj Oeiete

test
3
1

2019-10-30 15:25:30

Fig.3-72 Security Policy Rule Edit Button

3.6.4.1.Add a security policy rule.

After entering the [Policy Template Rule Information] page, click <Add> on the right (as shown in Fig.3-73)
to automatically add a line of new rules at the bottom of the security policy rule list (as shown in Fig.3-74):

Firewall > ACL Management > ACL Management

Src. Zone Dst. Zone Sre. MAC Dst. MAC Src. IP

-1

Dst. IP Sre. IP Mask Dst. IP Mask Start Time EndTime  Action  Service Operation

Fig.3-73 Security Policy Rule Add Buttons

Firewall > ACL Management > ACL Management

Src Dst S et
Zon.e . Src. MAC Dst. MAC Sre. IP Dst. IP IP P Start Time End Time Action Service QOperation
Mask Mask
v [am v [000000:000000 | [0000:00:000000 | [0.00.0 o v v @ o=
v v 0 00. 0.000 v v W De
v | lam v | loooo 0000 | [o0ooooooooon | oooo o T v v @ o
Fig.3-74 New Security Policy Rules
Tab.21 Instruction to Security Policy Rule Fields
Column Names Instructions
Src. Zone The security area initiating a data request, with "any" indicating full match
Dst. Zone The destination security area for the data request, with "any" indicating full
match
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Src. MAC The MAC address initiating a data request, in format of "00:00:00:00:00:00"

Dst. MAC The destination MAC address requesting the data, in the format of

"'00:00:00:00:00:00"

Src. IP The IP address initiating a data request, in dotted decimal format

Dst. IP The destination IP address requesting data, in dotted decimal format

Src. IP mask The mask of the source IP, with the value taken usually from 0 to 32

Dst. IP mask The mask of the destination IP, with the value taken usually from 0 to 32
Start Time The starting point-in-time at which the rule takes effect

End Time The last point-in-time at which the rules are no longer valid

Action When the rule is hit, the firewall processes the packet, passes, blocks, or

passes and logs it

Service The service types supported by the rule

Save Save all modification information to the database and make
it come into effect, and go back to the security policy

Operation management template list display page

Back Ignore all modifications and go back to the security policy

management template information list display page

3.6.4.2.View a security policy rule item.

After entering the [Policy Template Rule Information] page to view the specific security policy rule item under
the current policy template. (As shown in Fig.3-75):

Src Dst
Src. MAC Dst. MAC Src. IP Dst. IP P P Start Time End Time Action Service Operation
Mask  Mask

Sre. Dst.
Zone Zone

B 8 8 B8

Fig.3-75 Security Policy Rule Item Information View Page
If the template is new, the rule item is blank when viewed, and the rules can be viewed after completing the
corresponding add operation as per the following section. Click <Back> and go back to the [Security Policy
Management] template list display page.
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3.6.4.3.Modify a security policy rule.

After entering the [Policy Template Rule Information] page, click the edit box under a specific security policy
rule to modify the source Security Zone, destination Security Zone, source MAC, destination MAC, source IP,
destination IP, source IP mask, destination IP mask, start time, end time, an execution action and service of a specific
security policy rule, click <Save> after the modification.

3.6.4.4.Delete a security policy rule.

After entering the [Policy Template Rule Information] page, click the <Delete> on the far right of a specific

security policy rule to delete the corresponding security policy rule. (As shown in Fig.3-76):

Src Dst.
Src. MAC Dst. MAC Src. IP Dst. IP P 1 Start Time End Time Action Service Operation
Mask  Mask

Sre. Dst.
Zone Zone

Fig.3-76 Security Strategy Rule Delete Button
Click <Save> after deleting it.

3.6.5.User-Defined Service

In addition to using services pre-defined by the management platform, users can also define their own services
provided by other servers in the network.

Click [ACL Management/User-Defined Service] in the left navigation bar (as shown in Fig.3-77) to open the
[User-Defined Service] page.

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
59



ay Firewall Management

2 Whitelist Management
Routing Management

& ACL Management v

£ Security Policy

& User-Defined Service

B> User-Defined Whitelist App
@ Security Domain
Fig.3-77 Selecting a custom service.

3.6.5.1. Add a User-Defined service.

After entering the [User-Defined Service] page, click <Add> on the right (as shown in Fig.3-78) to pop up the
custom service add page (as shown in Fig. 3-79):

@ Firewall > ACL Management > User-Defined Service
o r ]
Service Name: Dst. Port Star Dst Part End: [ Semen |
No Service Name Protocol e Port Dst Pant Operation
Yokogawa Stardom TeP 85535 2000120015 Moy Woskete
2 w upP 155535 w02 Eoay Woekete
Tce 65535 84408441 Emodiy Woeiote
4 wacP TP 165536 5356 e
wssP Tce 85535 5345 Bvie
65535 5358 e
wrsp Toe 155535 5345 Eve

Fig.3-78 Custom Service Add Button
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Firewall > ACL Management > User-Defined Service
Service Basic Information

Service Name:
Protocol: TCP v

Src. Port Start:
Src. Port End:
Dst. Port Start:

Dst. Port End:

Fig.3-79 Custom Service Add Page

Tab.22 Instruction to custom service Add Fields

Column Names Instructions

Service Name The custom application name that cannot conflict with an existing one

Protocol Drop down to select the transport layer protocol on which the service
depends

Src. Port Start The source start port used by the service, from 1 to 65535, enter 1 if not
available

Src. Port End The Source end port used by the service, from 1 to 65535, enter 65535 if not
available

Dst. Port Start The destination start port used by the service, from 1 to 65535

Dst. Port End The destination end port used by the service, from 1 to 65535, same to that

of the destination start port if there is only one port

Save Save all modification information to the database and make
it come into effect, and go back to the custom service list

Operation display page

Back Ignore all modifications and go back to the custom service

list display page
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3.6.5.2.View a user-defined service.

After entering the [User-Defined service] page to view the built-in and customized services of the current
system. (As shown in Fig.3-80):

nt > User-Defined Service

@

Fig.3-80 Custom service Information View Page
3.6.5.3.Modify a user-defined service.

After entering the [User-Defined service] page, click <Modify> under the operation column TO modify the
custom service and modify the page (as shown in Fig.3-81):

Firewall > ACL Management > User-Defined Service

Service Basic Information

Service Name: PLC
Protocol: TCP v
Src. Port Start: 1
Src. Port End: 65535
Dst. Port Start: 22211
Dst. Port End: 22211

Fig.3-81 Custom service Modification Page

See 3.6.5.1 Adding a custom service for the meaning of each field.

3.6.5.4.Delete a user-defined service.

After entering the [User-Defined service] page, click <Delete> on the far right of a user-defined service to
delete the corresponding custom service. (As shown in Fig.3-82):
No. Service Name Protocol Src. Port Dst. Port Operation

o =

Fig.3-82 Custom service Delete Button
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Note: custom services that are being used by a security policy cannot be deleted

3.6.6.User-Defined Whitelist Applications

In certain industrial sites, the protocol running in the application layer and the port running by default for the

protocol may have changed. In this case, it may not accurately identify an industrial protocol simply by opening the

default port specified in the protocol in the firewall security policy rules or adopting the traditional DPI technology.
Therefore, AVCOMM industrial firewalls can solve the above problem by adding custom whitelist applications.
Click [ACL Management/User-Defined Whitelist App] in the left navigation bar (as shown in Fig. 3-83) to

open the [User-Defined Whitelist App] page (as shown in Fig.3-84):

&

as Firewall Management
2 Whitelist Management
Routing Management

£ ACL Management v

£ Security Policy

—

& User-Defined Service

User-Defined Whitelist App

& Security Domain

Fig.3-83 Selecting a User-Defined Whitelist Application

@ Firewall > ACL Management > User-Defined Whitelist App

Appiication Name Appication Protocal: |- v| Dt 1P

No Application Name Application protocol Transport Protocal Dst. IP Dst. Port Operation

Fig.3-84 Selecting a User-Defined Whitelist Application
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3.6.6.1.Add a User-Defined Whitelist Application

After entering the [User-Defined Whitelist Application] page, click <Add> on the right (as shown in Fig.3-85)
to pop up the user-defined whitelist application add page (as shown in Fig.3-86):

Firewall > ACL Management > User-Defined Whitelist App

L]

No. Application Name Application protocol Transport Protocol Dst. IP Dst. Port Operation

Fig.3-85 User-Defined Whitelist Application Add Button
Edit

User-Defined Whitelist App
Application Name:
Application protocol Name: [S7 v

Transport Protocol: [TCP v

Dst. IP:

Dst. Port:

Fig.3-86 User-Defined Whitelist Application Add Page
Tab.23 Instruction to Custom Whitelist Application Add Fields

Column Names Instructions

Application Name The custom whitelist application name that cannot conflict with the existing one

Application protocol | Drop down to select the industrial protocol with the application layer to be customized

Name
Transport Protocol Drop down to select the transport layer protocol on which the service depends
Des. IP Provide the device IP address of the industrial protocol server
Dst. Port A new port to replace the default port for this industrial protocol
Save Save all modification information to the database and make it come into
effect, and go back to the custom whitelist application list display page
Operation

Back Ignore all modifications and go back to the custom whitelist application

list display page
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3.6.6.2. View a user-defined whitelist application.

After entering the [user-defined Whitelist Application] page to view the current user-defined whitelist
applications. (As shown in Fig.3-87):

1t > User.Defined Whitelist App

No Application Name Application protocol Transport Protocol Dst 1P Dst. Port Operation

Fig.3-87 User-Defined Whitelist Application Information View Page

3.6.6.3.Modify a custom whitelist application.

After entering the [User-Defined Whitelist Application] page, click <Modify> under the operation column to
modify the user-defined whitelist application and modify the page (as shown in Fig. 3-88):

Edit

User-Defined Whitelist App
Application Name: 111 *

Application protocol Name: |s7 v

Transport Protocol: | TCP v
Dst IP: [192.168.11.10 :

Dst. Port: 19200 :
Fig.3-88 User-Defined Whitelist Application Modification Page
See 3.6.6.1 Adding a User-Defined Whitelist Application for the meaning of each field.

3.6.6.4.Delete a user-defined whitelist application.

After entering the [User-Defined Whitelist Application] page, click the <Delete> on the right of a custom
whitelist application to delete the corresponding custom whitelist application. (As shown in Fig.3-89):
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1t > User-Defined Whitelist App

No Application Name Application protocol Transpart Protecol Ist 1P Dst. Port Operation

Fig.3-89 User-Defined Whitelist Application Delete Button

Note: user-defined whitelist applications that are being used by a security policy cannot be deleted

3.7. Security Domain Management

3.7.1.Introduction to Functions

The traditional interface-based policy configuration mode needs to configure security policies for each
interface, which brings a great burden to the network administrator. The maintenance workload of security policies
increases exponentially, thus increasing the probability of security risks introduced due to the configuration.
Different from the traditional interface-based policy configuration mode, mainstream firewalls in the industry solve
the above problems by configuring security policies around the Security Domain.

A so-called Security Domain is an abstract concept, which can be divided into two ways:

» By interfaces.

The Security Domain can include three layers of common physical interfaces and logical interfaces and can
also include two layers of physical Trunk interfaces +VLAN. Interfaces that are of the same Security Domain
generally have consistent security requirements in view of security policy control.

» By IP addresses.

The Security Domain that is divided by IP address realizes security policy control according to the source IP
address or destination IP address of a service message.

With the introduction of the Security Domain concept, the security administrator can implement layered policy
management by classifying interfaces or IP addresses with the same security requirements (into different domains).
By introducing the Security Domain concept, it not only simplifies the policy maintenance complexity, but also
realizes the separation of network service and security service.

The management platform adopts interface division to realize Security Domain management.

3.7.2.Add a Security Domain

Click <Add> (as shown in Fig. 3-90) on the right of the [Security Domain Management] Security Domain list
tab to pop up the Security Domain add page. (As shown in Fig.3-90):

Firewall > Security Domain > Security Domain

Fig.3-90 Security Domain Add Button
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Firewall > Security Domain > Security Domain
Security Domain Basic Information

Security Domain Name:

Fig.3-91 Security Domain Add Page

Tab.24 Instruction to Security Domain Add Information

Column Names Instructions

Security Domain Name | A Security Domain name that is easy to remember

3.7.3.View a Security Domain

Click [Security Domain/Security Domain] in the left navigation bar, enter the [Security Domain] page (as
shown in Fig.3-92):

Security Domain > Security Domain

No. Security Domain ID Security Domain Name Priority Interfaces Operation

Q

]

o}
8B 8 8 8

Q

Fig.3-92 Security Domain Management Page
There are two basic Security Domain types, that is, Security Domains built in by the system, and Security
Domains created by a user himself. The former only allows to modify the priority, including these two properties of
firewalls; the latter can modify all other properties except ID. View all the Security Domain information in the
system here, with the following meanings given as below:
Tab.25 Instruction to Security Domain List Display

Column Names Instructions
Security Domain 1D The unique identification number of a Security Domain, which is automatically assigned
by the system

Security Domain Name | A Security Domain name that is easy to remember

Priority Set the priority of a Security Domain
Interfaces All industrial firewall interfaces contained in a Security Domain
Operation Modify Modify and set the Security Domain information
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Delete Delete a Security Domain

3.7.4.Modify a Security Domain

Click <Modify> under the operation column in the [Security Domain Management] Security Domain list to
open the [Security Domain Basic Information] modification page (as shown in Fig. 3-93), which can modify the
basic information on the Security Domain.

Firewall > Security Domain > Security Domain

Security Domain Basic Information

Security Domain ID: 4
Security Domain Name: Untrust
Interfaces: [ Please select ]

Fig.3-93 Information on Security Domain Modification

The most important thing here is to modify the corresponding interface of the Security Domain. Click <Please
select> in the [Security Domain Basic Information] page to pop up the page for selecting interfaces included in a

Security Domain, (as shown in Fig.3-94):

Firewall > Security Domain > Firewall List

Firewall Name:

No Firewall Name Firewall SN Firewall IP Interface

Firewall 160324084 160824084 192.168.4.98 Oetvo Oetit Oetv2 OETH

2 Firewall 160324069 160824069 192.168.4.97 Oetvo Oetit Oet2 OETH

Total 1 Page(s) / 2 Record(s),Current Page 1

Fig.3-94 Selecting Firewall Interfaces Included in a Security Domain
For an interface corresponding to a specific industrial firewall that is included in a Security Domain, the
network connected to such an interface shall be the Security Domain.
For example:
If the Security Domain Trusted contains ETH1, the interface for "Industrial Firewall, Production Domain 1",

and a security policy includes a pass policy from Trusted to any Security Domain, then it means that all sessions
initiated from ETH1 can pass.

3.7.5.Delete a Security Domain

Click <Delete> under the operation column in the [Security Domain Management] Security Domain list to
delete the Security Domain that is no longer used.
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Note: The Security Domain built into the system cannot be deleted, nor can the Security Domain being used
by the security policy rules.

3.7.6.Retrieve a Security Domain

In the [Security Domain Management] security display list page, a Security Domain can be retrieved based on
the conditions. (As shown in Fig.3-95):

Security Domain Name:

Fig.3-95 Retrieve a Security Domain

3.8. Log Management

3.8.1.Introduction to Functions

Log management can buffer or redirect logs generated by system events or packet filtering actions to the log
receiving server. By analyzing and archiving the log contents, the administrator can check the security bugs in the
network detected by the industrial firewall, understanding that when someone has tries to violate the security policy
rules and the whitelist template rules to access the network. In addition, real-time logging can be used to detect
ongoing intrusions and prohibit them.

Note:

Only auditor has the permission for log management.

3.8.2.Whitelist Alarm Log

Whitelist alarm logs are generated by messages flowing through the industrial firewall that violate the whitelist
rules for the industrial firewall. It is possible to generate such a log only when the industrial firewall is in alarm

mode or protection mode.

3.8.2.1.Log list

Click [Log Management/Whitelist Alarm Log] in the left navigation bar (as shown in Fig. 3-96), go to the
[Whitelist Alarm Log] list page (as shown in Fig. 3-97):
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#l Logs Management v

= Whitelist Alarm Logs

@ Firewall Alarm Logs

B Firewall Running Logs

B Status Monitoring Logs

B4 Address Spoofing Logs

B Logs Statistics

Fig.3-96 Whitelist Alarm Log Menu

@ Firewall > Logs Management > Whitelist Alarm Logs

. . Appecation Layer Avam Aam  Frocessing  Firewall
SCIP  SCDevice S Pot S MAC  DSLIP  DstDevice DsLPol  DSLMAG  Transport Protocol Biocked Firewall IP Operation
= Protocol Information Level Status Name

Aam
=

20181116 192168153 - 192168156 . N R
e 5 22931 so2 Ter MQDBUS

Fig.3-97 Whitelist Alarm Log List Page
View all the log information on whitelist alarms here, with the meaning given below:
Tab.26 Instruction to Whitelist Alarm Log Display

Column Names Instructions

Firewall Name A firewall name that is generated by the system or named by users, which is easy to
remember

Firewall IP The IP address assigned by the industrial firewall, in dotted decimal format

Src. IP The IP address initiating a data request, in dotted decimal format

Src. Device Display "-" if there is no device name, otherwise display the name of the source
device

Src. Port The port used by the machine initiating the data request
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Dst. IP The destination IP address requesting data, in dotted decimal format

Dst. device Displays "-" when there is no device name, otherwise displays the name of the
destination device

Dst. Port The port used by the target machine of the request

Transport Protocol

The protocol type of transport layer used by a message

Application Layer Protocol

Specific application types

Alarm information

Information on alarm description

Blocked

Whether to release or block the processing of a message

Alarm Level

Refer to 5.6.2 Instruction to Alarm Levels for the level of possible damage caused

by alarms

Processing Status

Whether alarms have been viewed and processed

Alarm Time

Time when an alarm occurs

Operation

Process Further processing of alarm information

In addition to displaying all unprocessed alarms, users can also view historical alarms that have been processed.
Check <Display Processed Logs> on the right side of the [Whitelist Alarm Log] whitelist alarm log list tab to

view processed alarms. (As shown in Fig.3-98):

Firewall > Logs Manage

Sre.
Device

Src.
Port

2ment > Whitelist Alarm Logs

Application
Layer
Protocol

Dst.
MAC

Alarm
Information

Sre. Dst
MAC PebiiR Device

Dst
Port

Transport
Protocol

Alarm Processing Firewall Firewall

Siocked Level Status Name P

Operation

Fig.3-98 Displaying Processed Whitelist Alarm Log List Page

3.8.2.2.Processing a log

Click <Process>under the operation column in the [Whitelist Alarm Log] display list to display the [Whitelist

Alarm Log Information] processing page as shown in the figure below. (As shown in Fig.3-99):
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Firewall> Logs Management = Whitelist Alarm Logs

hitelist Alarm Logs Information

Firewall181120117
181120117
192.162.15.94
No

160.196.1.1
49187

169.196.12
9600

TCP
Application co FINS
Violate FINS whitelist rule alarm, function code :0X0104:Muliple memory area read, AreaCode:7,beginningAdd: 100

2019-10-30 17:21:33

Fig.3-99 Whitelist Alarm Processing Page
Click the drop-down box of processing status, select "Close", fill in the relevant opinions in the processing
opinions field and click "Save" to complete the processing of alarm information. In this case, such a log will no
longer be seen in the list of [ Whitelist Alarm Log] page by default.
Or do not select "Close" but fill in the processing opinions instead.

3.8.2.3.Retrieve a log.

In the [Whitelist Alarm Log] list page, the logs can be retrieved based on conditions. (As shown in Fig.3-100):

Firewall > Logs Management > Whitelist Alarm Logs

Fig.3-100 Retrieving a Whitelist Alarm Log

3.8.3.Firewall Alarm Logs

Firewall warning logs are generated by messages flowing through the industrial firewall that violate the
security policy rules of the industrial firewall. Regardless of the operation mode of the industrial firewall, as long

as messages violate the security policy rules, this type of warning will be generated.

3.8.3.1.Log list

Click [Log Management/Firewall Alarm Log] in the left navigation bar (as shown in Fig. 3-101), enter the
[Firewall Alarm Log] list page (as shown in Fig.3-102):
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all > Logs Mar

No.  Alarm Time

Sic. Device Dst. IP Dst. Device Dst Port  Transport Protocol

| Logs Management v

= Whitelist Alarm Logs

@ Firewall Alarm Logs

B Firewall Running Logs
B Status Monitoring Logs
B Address Spoofing Logs
B Logs Statistics

Fig.3-101 Firewall Alarm Log Menu

iagement > Firewall Alarm Logs

Sic. 1P Dst P

Start Time: | 2019-07-20 00.00.00 EndTime: | 2019-11-19 235058

Application Layer Alam Frocessin
ppiicatk Alam Level ssing Firewall Name Firewall IP
Protocol Information staws

192.188.425

138 uDF HetBIOS-UDP Information Unprocessed

s I o NetBI0S UDP

1900 uoP UPRP-UDP

Fig.3-102 Firewall Alarm Log List Page

View all log information on firewall alarms here, with the meanings given below:

Tab.27 Instruction to Firewall Alarm Log Display

Operation

Column Names

Instructions

Firewall Name

An industrial firewall name that is generated by the system or named by

users, which is easy to remember

Firewall IP The IP address assigned by the industrial firewall, in dotted decimal format
Src. IP The IP address initiating a data request, in dotted decimal format

Dst. IP The destination IP address requesting data, in dotted decimal format

Dst. device Displays "-" when there is no device name, otherwise displays the name of

the destination device
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Dst. port The port used by the target machine of the request
Transport Protocol The protocol type of transport layer used by the message
Application Layer | Specific application types

Protocol

Alarm Information Information on alarm description

Alarm Level Possible damage levels that may be caused by alarms
Processing Status Whether alarms have been viewed and processed

Alarm Time Time when an alarm occurs

Operation Process Further processing of alarm information

In addition to displaying all unprocessed alarms, users can also view historical alarms that have been processed.
Check <Show Processed Logs> on the right side of the [Firewall Alarm Log] firewall alarm log list tab to view
processed alarms. (As shown in Fig.3-103):

Firewall Alarm Logs

Application Layer Alarm Pracessing
No Alarm Time s 1P Sit. Device Dst IP Dst. Device Dst Pon  Transpon Protocol P Atam Level - 9 Firewall Name Firewall IF Operation
Protocol Information Status

quest alowed to
2168.4.90 2400252 5158 UOF LLMNR information Closea rewall 160824069

information

Fig.3-103 Displaying Processed Firewall Alarm Log List Page

3.8.3.2.Processing a log

Click <Process> under the operation column in the [Firewall Alarm Log] display list to display the [Firewall
Alarm Log Information] processing page as shown in the following figure. (As shown in Fig.3-104):
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Firewall > Logs Management = Firewall Alarm Logs

Firewall Alarm Logs Information

Firewall Name:

Firewall160824069

Firewall SN: 160824069
Firewall IP: 192.168.4.97
Src. IP: 192.168.4.78
Dst. IP: 152.168.4.255
Dst. Port: 136
Transport Protocol: UDP

Alarm Time: 2019-11-17 10:27:07
Blocked: No
Alarm Level: Information

Alarm Information :

Processing Status:

Processing Opinions :

Request allowed to pass

Unprocessed v

Fig.3-104 Firewall Alarm Processing Page

Click the drop-down box of processing status, select "Back", fill in the relevant opinions in the processing

opinions field and click "Save" to complete the processing of alarm information. In this case, such a log will no

longer be seen in the list of [Firewall Alarm Log] page by default.

Or do not select "Close" but fill in the processing opinions instead.

3.8.3.3.Retrieve a log.

In the [Firewall Alarm Log] list page, the logs can be retrieved based on conditions. (As shown in Fig.3-105):

Firewall > Logs Management > Firewall Alarm Logs

Firewall Alarm Logs List

Firewall: | Please select v Firewall Name

Dst. Port: Alarm Information: | Please select

Application Layer Protocol

src. IP: Dst. IP

Start Time: | 2019-11-19 00:00:00 EndTime: | 2019-11-19 23:50:50

Fig.3-105 Retrieving a Firewall Alarm Log

3.8.4.Firewall Run Log

Firewall run log is a log to record the running status of industrial firewalls.

3.8.4.1.Log List

Click [Log Management/Firewall Run Log] in the left navigation bar (as shown in Fig. 3-106), enter the
[Firewall Run Log] list page (as shown in Fig.3-107):
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i Logs Management v

£ Whitelist Alarm Logs

@ Firewall Alarm Logs

Firewall Running Logs

Status Monitoring Logs

EE

B8 Address Spoofing Logs

¥l Logs Statistics

Fig.3-106 Firewall Run Log Menu

all > Logs Management > Firewall Running Logs

No. Content Fire\

Fig.3-107 Firewall Run Log List Page
View the information on all industrial firewalls run logs, with the meanings given below:
Tab.28 Instruction to Firewall Run Log Display

Column Names Instructions

Firewall Name An industrial firewall name that is generated by the system or named by

users, which is easy to remember

Firewall IP The IP address assigned by the industrial firewall, in dotted decimal format

Content Subsequent running status of industrial firewalls after logs are generated
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Operating Time Log generation time

3.8.4.2.Retrieve a log.

In the [Firewall Run Log] list page, the logs can be retrieved based on conditions. (As shown in Fig.3-108):

Firewall Run Logs List

Firewall: | Please select v Log Type Please select v Start Time: 2019-10-30 00:00:00 End Time 2018-10-30 23:59:59
Fig.3-108 Retrieving a Firewall Run Log

3.8.5.Status Monitoring Logs

Refer to 3.8.4 Introduction to Firewall Run Logs for relevant operations.

3.8.6.Address Spoofing Logs

Address spoofing logs are generated by messages flowing through the industrial firewall that violate IP/MAC
rules for the industrial firewall. It is possible to generate such a log only when the industrial firewall is in alarm
mode or protection mode.

3.8.6.1.Log list

Click [Log Management/Address Spoofing Log] in the left navigation bar (as shown in Fig. 3-109), enter the
[Address Spoofing Log] list page (as shown in Fig. 3-110):
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i Logs Management v

£ Whitelist Alarm Logs
@ Firewall Alarm Logs

E Firewall Running Logs

Status Monitoring Logs

B4 Address Spoofing Logs

¥l Logs Statistics

Fig.3-109 Whitelist Alarm Log Menu

@ Firewall > Logs Management > Address Spoofing Logs

No. Atarm Time Alarm Information Aarm Level Blocked Processing Status Firewall Name Firewall IP

Total O Paga(s) / 0 Record(s),Current Pags 1

Fig.3-110 Address Spoofing Log List Page
View the information on all address spoofing log s, with the meanings given below:

Tab.29 Instruction to Address Spoofing Log Display

Operation

Column Names Instructions

users, which is easy to remember

Firewall Name An industrial firewall name that is generated by the system or named by

Firewall IP The IP address assigned by the industrial firewall, in dotted decimal format
Alarm Information Information on alarm description

Blocked Whether to release or block the processing of a message

Alarm Level Warning of possible damage levels
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Processing Status Whether alarms have been viewed and processed

Alarm Time Time when an alarm occurs

Operation Process Further processing of alarm information

In addition to displaying all unprocessed alarms, users can also view historical alarms that have been processed.
Check <Display Processed Log> in the right side of the [address spoofing log] address spoofing log list tab to
view processed logs. (As shown in Fig.3-111):

Address Spoofing Logs

M. Alarm Time Asarm Information Alarm Level Bilocked Processing Stalus Firewall Name Firewall IP Operation

Fig.3-111 Displaying Processed Address Spoofing Log List Page
3.8.6.2.Processing a log
Refer to other log processing methods.
3.8.6.3.Retrieve the logo.
Refer to other log processing methods.

3.8.7.Log Statistics

Log statistics is divided into two modes, one is for the number of the four types of alarms for all industrial
firewall devices, and the other for the number of the four types of alarms for a single industrial firewall device.

3.8.7.1. Display

Click [Log Management/Log Statistics] in the left navigation bar (as shown in Fig.3-112), enter the [Log
Statistics] list page (as shown in Fig.3-113):
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#l Logs Management v
= Whitelist Alarm Logs
@ Firewall Alarm Logs
B Firewall Running Logs

Status Monitoring Logs

B4 Address Spoofing Logs

Logs Statistics

Fig.3-112 Log Statistics Menu

Logs Statistics

Firewall: |Please select v Start Time: 2019-10-23 End Time: 2019-10-30 m

Al Firewall Logs Statistics
100k 9419

25k 17776

- =

Whitelist Firewall Address
Alarm Alarm Spoofing

Fig.3-113 Log Statistics Page
3.8.7.2.Retrieve statistics.

In the [Log Statistics] page, which can retrieve the statistical data based on conditions. (As shown in Fig.3-
114):

Firewall: | Please select v Start Time: 2019-10-23 End Time: 2019-10-30 m

Fig.3-114 Retrieving Log Statistical Data
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4. Industrial Endpoint Guard (IEG)

4.1. Introduction to Products

The IEG module is used to manage and monitor the management module of IEG. IEG is the host security
software that is designed and developed based on AVCOMM's "soft trusted" technology with its own intellectual
property rights, which aims at defects in traditional anti-virus software and combines the workstation security
protection characteristics of an industrial control system.

The host security software innovatively introduce the application program whitelist management technology
into industrial control network security protection. Only programs that are in the whitelist are allowed to run in the
system, and all application programs that are not included in the whitelist are not allowed to run.

The software can manage and configure multiple industrial control hosts through the USM. Various alarm
information and logs that are generated by the industrial control host during operation will be summarized to the
management platform for data collection and analysis.

4.2. System Permissions

The system operator, administrator, and auditor (separately Sysoperator, admin and audit) shall be managed
uniformly in the management platform. For the IEG module, the administrator and the auditor will be synchronized
and used when installing the IEG client, with its permissions given below:

€ Administrator: has all configuration management permissions.

€ Sysoperator: has the user management authority of unified security management platform and industrial

control host guard (Windows version).

€ Auditor: has log audit related permissions

4.3. Real-time Alarm

When the auditor successfully logs in the unified management platform, click the "TEG" tab to enter. The upper
part mainly displays system information, with the menu list of the system module on the left and the real-time and
recent alarm information interfaces on the right (as shown in Fig.4-1):

zeal-time Alarm > Reaktime Alam

: IS o Devcs
. I /N //\
0 ."" A4 \‘" _ Deployment
. |
. 1n 1 1 Online Rate

Ne Time Glient Name Client IP System User Program Path Log Type Result

1 2018-11-18 10:18:55 CHENNIAN-WINT 192.168.3.51 SYSTEM

1954 CHENNIAN-WIN 192.168.3.51 SYSTEM iprogram files (<05 lieguraris

Fig.4-1 Real-time Alarm Page

The real-time alarm interface is the default display interface upon the successful login of the management
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platform, which mainly includes 6 parts: statistics of TOP10 alarm programs on the day, statistics of TOP10 alarm

clients on the day, alarm quantity trend, total alarms on the day, terminal overview and recent alarm.

*

TOP 10 program alarm statistics on the day: the pie chart shows the TOP 10 records with the most alarm
times of all programs on the day according to the classified statistics of program paths in view of all
program alarms on the day. When there are fewer than 10 records, only existing records are displayed.
Statistics of TOP 10 program alarm client on the day: bar chart shows the TOP 10 records with the most
alarm times of all programs on the day according to IP classification statistics. When there are fewer than
10 records, only existing records are displayed.

Alarm quantity trend: display the alarm quantity trend of program alarms and peripheral alarms in recent
7 days in the form of broken line graph. Switch between the two and display the program alarm quantity
trend by default.

Number of alarms on the day: display the number of program alarms and peripheral alarms on the day in
the form of a list. Click the number and go to the program alarm or peripheral alarm interface.

Terminal overview: displays the quantity of deployed and online clients, as well as the online rate, in the
form of a list. Click the quantity value of deployed (or online) clients and go to the client monitoring
interface.

Recent alarm (up to 25 records displayed): display the latest 25 alarm records on program alarms and
peripheral alarms in the form of a list, switch between the two and display program alarms by default.

4.4. Log Management

4.4.1.Log Classification

Through the log management module, the auditor can query and export program alarms, peripheral alarms,

firewall alarm logs, operating system logs, IEG run logs, access control alarms.

€ Program alarm: the client reports the generated program alarm log to the management platform, and
all program alarms of the day are displayed by default in the program alarm interface list. The
administrator can query related logs by setting conditions. Interface (as shown in Fig.4-2).

€ Device alarm: the client reports the generated device alarm log to the management platform, and all
device alarms of the day are displayed by default in the device alarm interface list. The administrator
can query related logs by setting conditions. Interface (as shown in Fig.4-3 Device Alarm).

€ Firewall log: the client reports the generated firewall log to the management platform, and all host
firewall alarms of the day are displayed by default in the firewall log interface list. The administrator
can query related logs by setting conditions. Interface (as shown in Fig.4-4).

€ Operating system log: the client reports the generated operating system log to the management
platform, and all operating system logs of the day are displayed by default in the operating system
log interface list. The administrator can query related logs by setting conditions. Interface (as shown
in Fig.4-5).

€ 1EG run log: the client will make a log of online & offline, CPU overload and memory overload, and
all IEG run logs of the day are displayed by default in the log interface list. The administrator can
query related logs by setting conditions. Interface (Fig.4-6).

€ Access control alarm: the client reports the generated consolidated alarm log of the host to the
management platform, and all access control alarms of the day are displayed by default in the access
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control alarm interface list. The administrator can query related logs by setting conditions. Interface
(Fig.4-7).

Operating system login/logout log: check the login/logout information on the operating system user

of the operating system where the client is located. The administrator query information by setting
conditions. Interface (as shown in Fig.4-8):

@ IEG > Log Management > Program Alam

No. Time Client Name Client P System User Program Pain Parent Process Company Name Product Name Version

Log Type Result

G418 102655 CHENNIAN-WINT 192168351

'S Office 0555¢
SN Nonc
2 2019-11-18 1026585 CHENNIAN-WINT 182 168351 Administrator WPS Office 10,1,0,5659 = nﬂ..w,rm
2019-11-18 10:26:55 CHENNIAN-WINT 192 168351 Administrator 'S Office 0 555
@ IEG > Log Management > Device Alarm
Chienit Name Chent IP: ype: [Sear Query 1 St vl Tim
No. Time Client Name Chient IP System User Type Content
Fig.4-3 Device Alarm
@ IEG » Log Management > Firewall Log
No. Time Client Name: Client IP Type Content
Fig.4-4 Firewall Alarm Log
EG > Log M
Event ID Client Name Client IP
t Time: 0 1 End Time : 2018-11-18
Ne. Time Type Source Event Level Event ID Client Name Client IP Description
Fig.4-5 Operating System Log
EG > Log Management > Run Log
Client IP: og Type: | Pleasa select ¥ Start Time:| 2019-11-18 End Time : |2019-11-18
No. Time Client Mame Client IP Log Type Content
Offline Offine

Fig.4-6 Run Log
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gement > Access Control Alam

No. Time Client Name Ciient IP Log Type Operation Type. System User Parent Process Patn

Fig.4-7 Access Control Alarm

5 > Lag Management > Linux Login and Logout Logs
Client Name Client IP o5 Login IP User Name Terminal Login Times * Logout Time Status

Fig.4-8 Linux Login and Logout Log

4.4.2.L.og Query and Export

The above program alarms, peripheral alarms, firewall alarm logs, operating system logs, run logs, operating
system login/logout logs, access control alarms and illegal outreach alarms can be queried and exported.
€ Query: enter the legal keyword for query conditions, click "Query" to query the relevant log.
€ Export: upon clicking "Export", the auditor can export the results to EXCEL files according to the

query conditions.

4.5. IEG Management

Through the IEG management module, the administrator can conduct client status monitoring, group
management, client group management, uninstalling or mandatorily uninstalling of the client, and distribute the

client upgrading notice.

4.5.1.Client Monitoring

Client monitoring: query the client's status according to the keywords listed in the group tree [Client List] and
refresh each status item of the client every 10 seconds. The administrator can click <Set Alias> to set an alias for
the client, and click <Refresh> to manually refresh the client status. The default page of the interface displays the
current status of all clients, can also filter and display the policy overview information of the client according to the
query conditions. The operation functions include "More", "View Boot System Load Files", "Set Alias" and
"Refresh". (As shown in Fig.4-9):

Cent Monitoring

Fig.4-9 Client Monitoring
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4.5.2.Group Management

Add, delete, and modify system organization. In the interface (as shown in Fig.4-10), the newly added
organizational structure is in the red box. When organizations are added through the organization management
interface, the administrator can divide the clients into different organizations.

3 Management > Group Management

Fig.4-10 Group Management

4.5.3.Client Group

Client group: provide functions such as to query the clients in the organization node, add clients to the basic-
level organization node created by the administrator in the organization management interface, delete or delete in
batches the added clients from the organization node. Interface (as shown in Fig.4-11):

No Chent Name Clent IP Operation

9 88aag

Fig.4-11 Client Group

4.5.4.Client Uninstallation

Client uninstallation: provide functions including client uninstallation, forced client uninstallation and real-
time command action log display. The client displayed in this interface is different from the one displayed in the
corresponding interface for IEG. If the client is uninstalled mandatorily, the management platform will stop
monitoring the client immediately. Uninstalling the client, and after the client returns a message for successful
uninstall, the management platform will no longer monitor the client. A specified client can be quickly and precisely
found according to the query keyword. The interface displays the latest instruction action log of the day by default.
The uninstall here does not affect the uninstall of the same function of the IEG. Click <Delete> to delete all

command action logs with one click. Interface (as shown in Fig.4-12):

Client Uninstall

Mo Client Name: Client 1P os Online Status Operation

Fig.4-12 Client uninstallation
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4.5.5.Client Upgrading

Client upgrading: this function only supports the IEG of Linux operating system, An upgrade notice is
distributed to the client for upgrade via the management platform. After receiving the message, the client will
actively request the upgrade package and upgrade. (As shown in Fig.4-13):

i » Client Upgrade

Fig.4-13 Client upgrading

4.6. Program Whitelist

Through the program whitelist module, the administrator can enable or disable each client program whitelist
related function. The program whitelist related functions include: scan exception template, process audit template,
system integrity check, whitelist management, program control, alarm processing, process audit. Complete the
operation quickly by creating a template. Find a specified client quickly and accurately according to keyword query.
The interface displays the latest command action log of the day by default. Click <Clear a Message Log> to delete
all instruction action logs with one click.

Based on scan exception template and process audit template, including to add, delete or modify, etc., the
administrator can enable and disable each client function, with templates created including scan exception template
and process audit template.

4.6.1.Scan Exception Template

Scan exception template: add, delete, modify and query scan exception templates. After adding the scan
exception template, click <Rule Configuration> to add the exception path that is not scanned.

Template operation interface, currently only supports Windows client (as shown in Fig.4-14):

st > Scan Exception Tempiate

Mo Template Name 05 Type Description Operation

28 1 Page

Fig.4-14 Scan Exception Template

Template configuration interface, (as shown in Fig.4-15):
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Scan Exceplion Template

No Excegtion Path Not Scanned Operation

Fig.4-15 Template Configuration Interface

4.6.2.Process Audit Template

Process audit template: add, delete, modify, and query process audit templates. After adding the process audit
template, click <Rule Configuration> to add the process name to be audited.

Template operation interface, including Windows and Linux templates (as shown in Fig.4-16):

si > Process Audit Template

Mo Template Name 08 Type Description Operation

Tatal O Page(s) 0 Re Cusrent Page 1 Page:

Fig.4-16 Process Audit Template
Template configuration interface (as shown in Fig.4-17):

st > ProCess Augi Tempiate

No Process Operation

Fig.4-17 Template Configuration Interface

4.6.3.System Integrity Check

Give an "Enable" or "Disable" Instruction to the client for system integrity check. Upon successful execution

of the client, refresh the interface automatically (as shown in Fig.4-18):

‘Whitelist > System Integrity Check

No. Client Name Client 1P os Oniine Status. System Integrity Check
exp-HadiBbd 192 188.3215 Windows XP Grline Disable

IN-RPOALBVAKH 82 166,365 fndows 7 Gfine Disable

Fig.4-18 System Integrity Check Interface

4.6.4.Whitelist Management

Whitelist management includes to set the scan exception path. By setting the scan exception path, specify
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a path that is not scanned when the whitelist is generated. The scan exception template is required for setting
the scan exception template, which is configured in the [Scan Exception Template]. The user can distribute the
scan exception path to the specified client by adding the scan exception template. By default, the system will
upload the default scan exception to the management platform when booting. Scan exception templates can be
generated by scanning exceptions for a single device. Interface (as shown in Fig.4-19):

Path not Scanned

yicexp-9fagfebs
No. Path
1 Ch\Windows\System32\format.com

2 C\Windows\System32\wbem\WMIC.exe

Fig.4-19 No Scan Path Interface

Upon the completion of whitelist exception path configuration, give the scan command to the specified
IEG via the whitelist management page and view the scan status, after the scan is finished, view the whitelist
list and its quantity, and support to export the whitelist as csv. Interface (as shown in Fig.4-20):

1 = Whitelist Management

Flaase seloct scan excepion temgiats ¥

L Client Name: Client 1P s Online Status Scanning Mode Update Time * Whitelist Quantity Operation

Fig.4-20 Whitelist Management Interface

View the whitelist interface (as shown in Fig.4-21):

View Whitelist

IEG = Whitelist Management = Whitelist

Enter the File Name

[Flease input nashcode
O No. File Hash Value

O 4  CIDOCUMENTS AND SETTINGSIALL USERSIAPRLICATION DATA  FETEFSC5370C12A7ED186812BF02EE22
WMICROSOFT\OFFICE\UICAPTIONS\10331ENVELOPR DLL ir<_dll  DCCST7BF

O, CADOCUMENTS AND SETTINGSIALL USERSWAPPLICATION DATA | 005C949699DC382EA030670257E169111
MICROSOFT\OFFICE\UICAPTIONS\1033\GRINTL32.DLL trx_dil 9E526F1

O 5  CADOCUMENTS AND SETTINGSIALL USERSWPPLICATION DATA  1FB6B16311A7507369ES54E599E3BF5C
WICROSOFTIOFFICE\UICAPTIONS\1033\GRINTL32 RESTtnc_dll | 7812A0F

Fig.4-21 Viewing the Whitelist Interface

4.6.5.Program Control

Enable or disable client program control. Upon the successful execution of the client, refresh the interface
automatically (as shown in Fig.4-22):
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Program Control

Fig.4-22 Program Control Interface

€ Disable: when disabled, executable files that are not in the whitelist can be executed, with no alarm
log generated.

€ Intercept and alarm: when enabled, scan the computer-generated program whitelist database, and
enable security protection. Executable files that are not in the whitelist cannot be executed, with an
alarm log generated.

€ Alarm: when enabled, scan the computer generated program whitelist database and enable security
protection. Executable files that are not in the whitelist can be executed, with an alarm log generated.

4.6.6.Alarm Processing

Add non-whitelist program alarm log information intercepted by the whitelist into the whitelist, retrieve

and export according to the conditions. The interface (as shown in Fig.4-23):

Alarm Processing

No. Client Name Client IP Alarm Time Program Path Number of Alarms Whether 1o Add to the Whitelist

Fig.4-23 Alarm Processing Interface

4.6.7.Process Audit

Add a process audit template when using the function, with the process audit template set in [Process Audit
Template]. Distribute the “Disable” or "Enable (Specific Template)" process audit policy to the client, refresh the
interface automatically upon the successful execution of the client (as shown in Fig.4-24):

Nitelist > Process Audit

[ Client Name: Client 1P os Oniine Status Program Control Process Audit

Fig.4-24 Process Audit Interface
After the process audit interface distributes the corresponding process audit template, [IEG will report the policy
based on this. By accepting the policy, View Policy Details in the above figure can be clicked to view the specific
policy information. As shown in Fig.4-25 Client Policy Details, a Generate a Policy button is at the bottom of the
interface. By clicking the button, a policy template can be generated and included in the process audit template.
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IEG > Program Whitelist > Process Audit > Detail

Client Name: shilili-rhel6.6-64 Client IP: 192.168.4.201

No Configuration Item

Fig.4-25 Process Audit Interface

4.7. Security Baseline

The security baseline configuration is divided into several levels: expert level, important level, intelligent level,
and custom level. In the meantime, the security baseline restore default configuration function is also provided.
When distributing Restore Default Configuration, the system is restored to the configuration when installed. The
client security baseline configuration can be synchronized in two ways: client self-configuration and management
platform distribution. When the management platform distributes the configuration, follow the process of

configuration prior to distribution.

4.7.1.Safety Baseline Template

Expert level, important level and intelligent level are the default templates of the system. The custom level
configuration template can be edited. All templates are capable of copying. A default template cannot be edited, but
with its configuration viewed only. The copied template can edit the template and carry out rule configuration,
distributing different templates for different clients.
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Template Definition Interface (as shown in Fig.4-28):

& IEG > Security Baseline > Security Baseline Template

e Template Name: 08 Type

select N _

No. Template Name 0S Type Description Operation
1 close Windows closs s @ Daiste
2 ssarch Windows W Deiete
. T —— . System high reinforcement configuration, which is the default configuration of the system and cannot 15 View Basic Rule Contiowaon G Copy as
e madified
System moderately reinforcement configuration, which is the default configuration of the system and c
4 important consguras s 5 View Basic Rule & View Configuration G Copy
portant configurabon Linu e [8 view Basic Rule & View Configuration G Copy as
stem common renforcemen h s the defaul configueation of the system and
5 smart configuiation nux S View Basic Rul niguration G Copy a5
art configural Linup ol b modiied [8 vier ule & View Canfiguration G Capy
5 Cra o System high reinforcement configuration. which is the default coniguration of the system and cannot I8 View Basic Rule & View Configuration € Copy as

be modified

Fig.4-28 Security Baseline Default Template Interface
Windows Default Expert Template Configuration Page (as shown in Fig.4-29):

@ IEG > Securtty Baseine > Policy Template

select No. Basetne Name Parameter Value

4 1 Open Audiing the Success or Faiure of System Event

o 2 Open Audting the Success or Fadure of [System] Logon Events

g 3 Open Audting the Success o Falure of Object Access

7 s Open Audting the Failure of Priviege Use

7 Open Audeing the Non-audiing of Process Tracking

v 6 Open Audting the Success o Failure of Policy Changing

] 7 Open Auditing the Success or Falure of Account Management

o ] Open Audiing the Failure of Directory Service Access

4 e Open Audting the Success or Falure of Account Logon Events

C4 10 Password must meet complexity requirement

= n ‘Minkoum nmber of characlers or B pessword iengh s

C4 2 Enforce Password Hstory 3

4 ) Maximum number of days for the pass %

v " Disable Guest Account

o 15 Account Lockout Threshold invalid Logon Attempts 3

=4 16 ‘Account Lockout Duration Minutes 15
o 17 Reset Account Lockout Gounter minutes 15
o 18 Clear virtual memory pagefile at shutdovmn

o 19 Don't display last signed-in at logon

o 20 Don't require Ciri-Alt+Del at logon

o 21 Do not allow anonymous enumeration of SAM accounts

4 22 Do not allow anonymous enumeration of SAM accounts and shares

o 23 Disable AutoPlay

" g 24 Disable Share by default

& 2 The maximum system log capacity (M), which will cover logs older than 30 days 100
& 2 The maximum size of the securiy log (M), which will cover logs older than 30 days 100
& 27 ‘The maximum size of the application log (MB), which wil cover logs older than 30 days 100
=4 28 Session maximum dle time (minutes) at which time he session will be suspended 15
o 29 Disable floppy disk replication and access to all drives and folders

o 30 Forbid Recovery Gonsole Autologon

o 3 Forbid svstem shutdown before loaon

& 2 Past logons saved in buffer 3

& 3 Disallow saving credentials or netpassports for cyber identification

& N Forbid sending remote assistance invitation from local computer

& E Close recovery and auto-restart

"9 36 Forbid Autologon at startup

"9 37 Forbid users changing IP

& 38 Forbid users changing computer name (requires restariing system application)

4 ) Enable User Account Control Sefting (UAC requires restarting system application)

o 4 Change remote desktop default service port 13389

4 a S basic components enable DEP (requires restarting system application)

o 2 0S and all processes enable DEP (requires restarting system application)

Fig.4-29 Windows Expert Template Page
Linux Default Expert Template Page (as shown in Fig.4-30)
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Select No. Baseine Name Parameter Value

Set the fimit minutes for the account login timeout (restart forlinx 42) 15
C4 2 Minimum number of characters for the password length 8
- 3 The new password s &t least 3 characters different from the old password
=4 s The new password must contain at least 1 capitalletter
& 5 The new password must contain at least 1 lowercase lefier
v 5 The new password must contain at least 1 numeric
v ¥ The new password must contain at least 1 special character
=4 s pudtaiintimes 3
v 9 Maximum number of days fof the password %
4 10 The minimum password usage pariod is 0 days
n fetcipasswd/ file permissions 644
4 2 shadow! file permissions 640
& 13
4 " Enable the limit number of reserved history commands. 200
C4 15 The system must enable the audt service
¥ 4 16 The system must create a log file
v 4 17 Ensure that system log files can only be appended
& 18 Ensure that the contents of the polled history log file cannot be modified
v 4 19 The system must enable the audit service
& 20 The system must create an audit log file
™4 21 Backup Firewall Policy
& 22 BASH shell-breaking vulnerability detection
™4 23 OpenSSL Heart Bleeding Vulnerability Detection
& 24 System firewall on state detection
™4 25 Only the UID of the ROOT account is 0
™4 26 Detect default accounts that are not needed in the system
& 27 Rename the ROOT Account Name
™ 28 Disable ROOT account remote login
™ 29 Non-owner file is forbidden in the system command directory
& 30 The 777-pemission file is forbidden in the system command directory
& M Ordinarv users can switch to ROOT account
L
%4 2 TP service shutdown status detection
o E:) Disable FTP anonymous login
w 3 ‘The root directory free space cannot be less than 10%
"4 3 ‘The system supports the RDP protocol.
"4 35 Disable TELNET remote management mode
] a7 Use encrypted remote management mode
g ] Web service shutdown status detection
g 39 Wiail service shutdown status detection
& 40 Syncookie Function On-state Detection
>4 a 0S DEP startup status detection (requires restart)
& 2 Prohibit giving permission to change host IF address
%4 3 Forbid non root users changing computer name.
o a Only SSH is allowed when users log in remotely
& 5 The password must not contain the account name.
o ® Restrict SSH remote login for a specified IP address range host
"4 a7 Limit SSH maximum connection, Pra-warning when the connection excaeds the designated value 500
4 s Public key authentication is prohibited for login between hosts, and password authentication mode should be used.

Fig.4-30 Linux Expert Template Page
Template Copy (Fig. 4-31):
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Basic

Template Name: *

05 Type: Windows

Mot exceeding 256 characters
Remarks:

Fig.4-31 Template Copy Interface
The copied template can have the option to edit rules (as shown in Fig.4-32), which cannot be illustrated due to the
document. Please be subject to the actual page:

@ Host Security Guarding > Security Baseline > Policy Template

test: Rule
g n MInimUM RUMDEr of CRaraCters fof the PASSWOId kngth 3 Range (2-14)
=g 12 Wangatory number of history passworde 3 Range (2:24)
g 13 Maxmum number of Gays Tor e password ~ Range (2.999)
™o 1 Disable Guest Account
o 15 Invaid login times for he account lacks the treshold N Range (2-698]
.4 16 Minutes for the account locksd 15 Range (2-999
.4 7 Resat acoount lock counter how many minutes laler 15 Range (2999,
C4 18 Ciear vinual memory page fie when shulting down
& 19 Donotaispiay e last user name when log
o 20 Mo need 1o press Cirls Alt+Del when log in
& 21 Donotallow anonymous enumeration af SAM accounts
o 22 Donotallow anonymous enumerafion of SAM sccounts and shares
0 23 Cuoss Adtoplay
] 24 Close Default Sharing

Fig.4-32 Copied Template Rule Edit Interface
Linux copied template configuration rules can also edit SSH remote login rules, bind SSH remote login IP
segments, users, and time periods (as shown in Fig. 4-33):
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SSH Remote Login Configuration

Note: The starting time starts at 0 seconds and the ending time ends at 59 seconds.

StartIP EndIP StartTime StopTime User Operation

Fig.4-33 Editing SSH Remote Logon Rules

4.7.2.Security Baseline Configuration

The security baseline policy configuration is distributed by Windows and Linux clients respectively. After the
successful execution of the client, the policy configuration information can be displayed by clicking View a Policy.
When viewing the policy information here, the reinforcement items of Windows and Linux clients are different. See
the following figure Policy Configuration Interface for the specific change (as shown in Fig. 4-34):

IEG > Securlly Baseline > Security Baseline Configuration

cusity Baseine Tempiats : | Please selec v

No. Client Name Client 1P s Qnine Status Bassine Leval Detatl

Fig.4-34 Policy Configuration Interface
Windows Client View Policy (as shown in Fig.4-35):

EG > Security Baseline > Detail

Fig.4-35 Windows Client Configuration View
Windows Client View Policy 2 (as shown in Fig.4-36):
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17 Reset Account Lockout Counter in 15 Minutes Matched

19 Dan't display last signed-in at logan Matched
20 Don't require Cirk-Alt+Del al logon Maiched
P2l Do not allow anonymous enumeration of SAM accounts. Matched
F<) Disable AutoPlay Matched
% System logs reach 100M. Override logs before 30 days Maiched
2 Security logs reach 100M. Override logs before 30 days Matched
2 15 minutes idie time is required before suspending @ session Matched
29 Disable floppy disk replicabion and access to all drives and folders Maiched
30 Forbid Recovery Console Autologon Maiched
» e =
R Past logons saved in bufler 3 Malched
E Disallow saving credentiats or netpassports for cyber identfication Maiched
') Forbid sending remole assistance invitation from local computer Maiched
3 Close recovery and auto-restart Matched
k] Enable User Account Contral Seitings (UAC, Need 1o Restart Sysiem Application) This system is nol supparted
40 Change remote deskiop defautt service port 13380 Matched
a2 08 and all processes enable DEF (raquires restarting system applicabion) Not Matched
[ s |
Fig.4-36 Old Windows Client Configuration View
Linux Client View Policy (as shown in Fig.4-37):
@ IEG > Security Baseline > Detail
Client Name: redhat7 4-hch Client IP: 192.168.3.154 Policy Configuration Time: 2019-11-18 11:56:39
No. Baseline Name Status.
1 Set account login timeout limit to 15 minutes Matched
2 Password length is at least 8 characters Matched
3 The new password is at least 3 characters different from the old password Matched
4 The new password must contain at least 1 capital letter Maiched
6 The new password must contain at least 1 numeric Matched
7 The new password must contain at least 1 special character Matched
8 Password login failed 3 times will lock the account 5 minutes Matched
9 The maximum password period is 90 days Matched
10 The minimum password usage period is 0 days Matched
" letc/passwd/  file permissions 644 Matched
12 letc/shadow! file permissions 640 Matched
13 UMASK Defaults to 022 Matched
14 Enable history command retention limit to 4 Maiched
16 The system must create a log file Matched
. T T ——— =
19 The system mus? enable the audit servica Matched
20 The system must create an audit log file: Maiched
Ed Rename the ROOT Account Name Manual Configuration is Recommaended
= OOy e
33 Disable FTP anonymous login Manual Canfiguration is Recommended
34 The root directory free space cannot be less than 10% Maiched
35 The system supports the RDP protocol. Manual Ceonfiguration is Recommended
36 Disable TELNET remote management mode Maiched
37 Use encrypted remote management mode Matched
38 ‘Web service shutdown status detection Matched
39 Mail service shutdown status detection Matched
40 Syncookie Function On-state Detection Matched
41 0S DEP startup status detection (requires restart) Matched
42 Prohibit giving permission to change host IP address Matched
43 Forbid non root users changing computer name: Maiched
44 Only SSH is allowed when users log in remotely Matched
45 The password must not contain the account name. Maiched
46 Restrict SSH remote login for a specified |P address range host Manual Configuration is Recommended
47 Limit the maximum number of SSH connections and alert when the number of connections exceeds 500 Matched
48 Public key authentication is prohibited for login between hosts, and password authentication mode should be used. Matched
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Fig.4-37 Linux Client Configuration View

4.8. Device Management

Device management is divided into "Windows device management" (device management corresponding to the
old version), "Linux device management" and "registered USB management".

4.8.1. Windows Device Management

Security USB: the built-in security encryption chip is used with the IEG software. The security USB cannot be
operated on a host without the IEG installed.

Common USB: a USB storage device that can be automatically loaded on any host.

Control the common USB, security USB, CD-ROM and WLAN operation permissions of the client.

Common USB control: control the use permission of common USB, including forbidden,read only and
read&write

Security USB control: control the use permission of security USB, including prohibition of use, read only use
and out of control

CD-ROM and WLAN control: control the enabling and disabling of CD-ROM and WLAN
After the successful execution of distributing a policy to the client, the interface will be automatically refreshed,
Device Control Interface (as shown in Fig.4-38):

et > Windows Device

No Chient Name Client IP os Online Status Comman USB Safe USB CD-ROM Wireless Network Card

Vindows XP nine Read&Wiita Read&Wita Enable

Read&virite Read&irte Enatie

Fig.4-38 Peripheral Control Interface

4.8.2.Linux Device Management

Linux Device Management currently only provides USB switch control to enable and disable USB control. In
the disabled state, the USB can do any operation without being controlled, In the enable state, the operation of the
registered USB will be controlled by the relevant policies of the registered USB management (as shown in Fig.4-
39):

No. Client Name Client IP Online Status USE Enable

Fig.4-39 Linux Device Management
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4.8.3.Registered USB Management

Control USB registration, unregistration, read and write execution functions, query the corresponding USB
according to the query conditions. (As shown in Fig.4-40):

vice Management > Register USB

Register ¥ | Readiwr Reaanins & Execute
Floase calos

USB Identification Code Client Name: Client IP os Online Status USB Enable Register Status Insert Status Read&Write Control

Record(s) Cumrent Page 1 P

Fig.4-40 Registered USB Management

4.9. Access Control

Through the functions of registry protection template, file protection template, subject template and object
template function, including to add, delete or modify, etc., the administrator can enable or disable each function of
the client.

Note: Linux does not support the registry protection template.

4.9.1.Registry Protection Template

Registry protection template: add, delete, modify, and query the registry protection template. After adding the
registry protection template, click <Rule Configuration> to add the registry key to be protected. This function is
only limited to protect the registry key values under the HKEY LOCAL MACHINE keyword. Rules can be
imported and exported.

Registry template configuration interface (as shown in Fig.4-41, Fig.4-42 Registry Rule Configuration Interface):

ol > Regestry Protection Template

Fig.4-41 Registry Template Configuration Interface

Registry Protection Template

REN

Fig.4-42 Registry Rule Configuration Interface

4.9.2.File Protection Template

File protection template: add, delete, modify, and query the configuration file template. After adding the file
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protection template, click <Rule> to add the configuration file to be protected. You can configure Linux templates
or windows templates. Rules can be imported and exported.

File protection template configuration interface (as shown in Fig. 4-43 and Fig. 4-44):

EG = Access Control > File Protection Template

No Template Name 05 Type Description Operation

Geasic QRue Wooste BEpot B
[Beasic QAuve W0okle BEwod [Eimpo

Fig.4-43 File Protection Template Configuration Interface

EG > Access Control > File Protection Template

No Configuration File Operation

ess Conlrol > File Prolection Template

No. Configuration File Operation

Fig.4-44 File Protection Rule Configuration Interface

4.9.3.File Protection Exception Template

File protection exception template: add, delete, modify, and query configuration file protection exception
templates. After adding the file protection exception template, click <Rule> to add the configuration file requiring
protect exception. Rules can be imported and exported.

File protection exception template configuration interface (as shown in Figs.4-45 & 4-46):

File Protection Exception Tempiate

No. Template Name 0s Type Description Cperation

Fig.4-45 File Protection Exception Template Configuration Interface

ol = File Protaction Exception Tamplate

No. Configuration File Operation

Fig.4-46 File Protection Exception Rule Configuration Interface
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4.9.4 Registry Protection Policy

Registry protection: when choose alarm mode (Intercept And Alarm/Warning), the specified registry entry is
not allowed to be modified. When chose alarm mode (Disabled), the above registry entry is allowed to be modified,
and registry entry to be protected can be specified via <Configure>. This function is only limited to protect registry
keys under the HKEY LOCAL MACHINE keyword. Using this function requires setting the registry protection
template, which is set in [Access Control -> Registry Protection Template].

irol > Regstry Protection Policy

No Client Name Client P os Oniine Status Aszrm Mode Registry Frotection

Fig.4-56 Registry Protection Policy Interface

4.9.5.File Protection Policy

Configuration file protection: when choose alarm mode (Intercept and Alarm/Warning), the specified system
file is not allowed to be modified. When choose alarm mode(disabled), the above file is allowed to be modified, and
a directory or file to be protected can be specified by the configuration button. To use this function, set the
configuration file protection template first, which is set in [Access Control --> File Protection Template]. Add the
alarm mode in the file protection policy interface (as shown in Fig.4-57), accept the file protection template and file
protection exception template as reported from the client at the same time.

File Protection Policy

o Client Name Client P os Online Status File Frotection File Protection EXception

Fig.4-57 File Protection Policy Interface

4.10. Two-factor Authentication

4.10.1. User Template

The user template is applicable to create templates used by a customer on the client. Specific functions are as
follows:

1) Basic functions including to add, delete and modify basic information. Click <Add> to pop up the Create
Template Page. As shown in the figure below, click <Save> to complete the creation successfully after filling in the

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
99



information. (Note: template names are not repeatable.) The template list page can conduct fuzzy query according
to the template name, click the delete button behind the template to delete the template. (As shown in Fig.4-69):

Add Template

Template Name:
0S5 Type: Windows v

) Mot exceeding 256 characters
Description:

Fig.4-69 User Template Add Interface

2) Click the basic rules behind the template to modify the template name and the remark information.

3) Click the rule configuration behind the template to carry out user management, including user creation,
deletion, password modification, USBKey binding, USBKey unbinding and PIN code reset. (Note: download and
install the USBKey plug-in when used for the first time. This page provides the link for downloading) (as shown in
Fig.4-70):

1 > User Template

Mo Template Mame 08 Type Description Operation

Fig.4-70 User Template List Interface

4) User creation. Click <Add> in the rule configuration page of the template to pop up the user creation page,
as shown in the figure below. There are two ways to fill in the user role, the default one is the drop-down button,
and the contents in the drop-down option are the common user group information reported from the client. The
second way is to click the toggle button behind the user role. The user role can be entered manually after clicking
the custom user group. (Note: manually entered user roles must exist on the client, otherwise the creation fails after
distribution). There are two options for authentication mode, the default one is normal password mode, or the
USBKey password mode, which needs to insert the USBKey tool, that is, Ukey for short. After inserting the
USBKey, change the modified name later. If there is no USBKey information in the drop-down box of the inserted

page, click <Refresh a List>, click <Save> to complete the creation successfully after entering the information. (As
shown in Fig.4-71/4-72):
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IEG > Two-factor Authentication > Local User

Add User To use Ukey password mode, download the USBKsy plug-in first, Download Link!
0 Type: Windows
User Name: * Only Chinese characters, numbers, lefters and underscores are allowed and the to
User Group: Please select ME
Password: “Password length range is [8.32]

Confirm Password:

Authentication Mode: Common Password Mode ¥

Description:
& 4

Fig.4-71 Add User Interface Normal Password

EG > Two-factor Authentication > Local User

To use Ukey password mode, download the USBKey plug-in first, Download Link!
0S Type: Windows
User Name * Only Chinese characters, numbers, letters and underscores are allowed and the to
User Group Please select
Password *Password length range s [8,32]

Confirm Password

Authentication Mode: Ukey Password Mode
USBKaey List: Please select
Description:

Fig.4-72 Add User Interface Normal USBKey Password
5) To modify the password means to modify the password of this user (as shown in Fig.4-73):

IEG > Two-factor Authentication > User Template > Rule

lodify Password

User Name: asdsa
Current Password:
New Password:

Confirm New Password :

Fig.4-73 Modify Password Interface
6) USBKey binding, USBKey unbinding and PIN code reset. When the user selects the normal password
authentication mode, USBKey binding appears behind the user. Click <USBKey Binding> to pop up a USBKey
list, select the USBKey and click to save it (as shown in Fig.4-74):

IEG > Two-factor Authentication > User Template > Rule

User Binding USBKey Download the USBKey plug-in first to use the function of this page, Download Link
User Name: asdsa
USBKey List: 46755A523B022A60-s558555 ¥

Fig.4-74 User Binding USBKey Interface
When the user is in the USBKey password authentication mode, USBKey unbinding, and PIN code reset will
appear behind the user list. Clicking <USBKey Unbinding>, the user authentication mode will be changed to normal
password mode. Click to reset the PIN code, with the PIN code of the USBKey set to the default value. The default
value is Admin@123.

4.10.2. Authentication Policy

This function is mainly used to distribute the client's authentication policy command. By selecting and
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matching various policies, the user distributes to a single or a batch of clients (as shown in Fig.4-75):

on > Authentication Palicy

No. Client Name Client 1P os OnlineStatus  DomainName  Whether 1o Bind UKey  Two-factor Aulhenticalion ;ﬁlz:si‘;ﬁ:: Forbid ©S Securily Mode  Local User

Disabied

Disabied

Disatied Dissdiea Enatie

Fig.4-75 Authentication Policy Interface

1) Notably, the enabling and disabling of USBKey authentication is to control client authentication. The user can
login with the USBKey and the password only when enabled. Enabling USBKey authentication requires a user
binding USBKey on the client or a client joining in the domain.

2) For local users, when enabled, the existing user can use the operating system at the client normally; when disabled,
the existing user cannot use it, and only the user distributed and created under the management platform can
use it.

3) The user template, that is, the template created by the user template module. The template is overwritten when
distributed, that is, to keep the existing users of the system and the users of the template only. When the
management platform template is blank, all users created in the management platform at the client will be
deleted.

4) OS password authentication, that is, the password authentication switch of the operating system where the client
is located. (the OS system password turns off can only turn off the two factor switch, not the operating system
switch.).

5) Disable the OS security mode, the security mode of the operating system is not available when enabled, with the
security mode of the operating system available when disabled.

6) User management in the client operation column for Windows, click <User Management> to pop-up the user
information reported from the client. As shown in the figure below, carry out USBKey binding, USBKey
unbinding and PIN code reset for locally created users. (As shown in Fig.4-76):

tor Authentication > Authentication Policy > User Management

No. User name: User Group Enable Status. Authentication Mode USBKey Name Hard Ware Serial Number Operation

Fig.4-76
User Management Interface
7) User management in the client operation column for Linux, click <User Management> to enter the user
management page at the client. (As shown in Fig.4-77):

" redhat.4-hch 192.168.3.154 Linux

No. User Name User Group Enable Status Authentication Mode USBKey Name Hard Ware Serial Number Operation

1 ot t Enal

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
102



Fig.4-77 User Management Interface

4.10.3. Domain User Binding Information

Domain user management information mainly involves domain related operations, carrying out USBKey
binding and unbinding for users joining the domain. The data in the list is added and reported from the client. (As
shown in Fig.4-78):

ntication = Domsain User Binding

No. Domain Name Domain User Name USBKey Name Hard Ware Serial Number Binding Time: Operation

Fig.4-78 Domain User Binding List Interface
1) Click <Add> to add the domain user USBKey binding relationship (as shown in Fig.4-79):

Add Domain User Binding

LISEKey List: Flease select v

Domain Mame:

Domain User Mam
g

Fig.4-79 Domain User Binding Interface
2) Unbinding & unbinding. Only by inserting the corresponding USBKey can unbinding be done and deleted

successfully.

4.11. Basic Configuration

Through the basic configuration module, the administrator can carry out basic system configuration, system
operation log audit, authorization and uploaded non-whitelist file configuration.

4.11.1. Basic Configuration

This function controls the client (including Windows and Linux clients) to enable or disable the client self-
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protection and alarm prompt.

Self-protection: when enabled, all configurations, registry entries and processes required for normal operation
of this product are not allowed to be modified; when disabled, the above items are allowed to be modified.

Alarm prompt: when enabled, the operating system taskbar will pop up bubbles to prompt alarm information
while generating real-time alarm; when disabled, bubbles will no longer be popped up to prompt alarm information.

Note: the Linux client is incapable of alarm prompt.

Function interface (as shown in Fig.4-86 Basic Configuration Interface):

= Basic Configuration

No. Chient Name Client IP os Online Status Selr-protection Alarm Prompt

92.168.3.18 Windaws 7 nine Dieat Enable

Enable

Windaws 7 e Enabie Enable

Fig.4-86 Basic Configuration Interface

4.11.2. Operating System Log Audit

The client can set the time to audit the operating system logs through this interface and distribute it to the
specified client. Interface (as shown in Fig.4-87):

n > OS Log Audit

Mo Client Name Client 1P os Oniine Status Upioad System Log Augit Cycie
a7 4-nch 152.168.3.154 Inu line Disable

92 1683215 dows XP i Disable

LEVAKHE 92.160.3.65 ndows Oniing Disanle

Fig.4-87 Operating System Log Audit Interface

4.11.3. Authorization Management

The administrator can view the current authorization information through this interface (as shown in Fig.4-88).
When authorization expires or the administrator needs to add authorization nodes, the update authorization operation
can be executed. Before installing the IEG server version, the unified management platform must import the
authorization file first. Click <Please select the authorization file> to pop up the selection window (as shown in
Fig.4-89), select the correct .Ics file and click <Open>. Click <Start to Upload> in the [ Authorization Management]
interface, upload the selected license file to the USM. The authorization management function list of the IEG module
is: program whitelist, access control, security baseline, two-factor authentication, network whitelist, illegal outreach
and peripherals management.
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IEG > Basic Configuration > License Management

Authorization Expiration Date : 2020/M12/31
Number of total authorized points : 444
Number of Remaining License Points : 441

Program Whitelist
Access Control
Security Baseline
Authorization Function List :
Two-factor Authentication

Unauthorized External Connection

Device Management

Fig.4-88 Authorization Management

€ Open it
“ v A Gka v ThisPC » Local Disk (C) v O Search Local Disk (C:) R
Organize v New folder = W @
Mame - Date modified Type Size

3 Quick access

Perflogs 7/16/2016 7:47 PM File folder
I Desktop ) )
Program Files 8/21/201911:43 AM  File folder
¥ Downloads Program Files (x36) 10/28/201911:39 .. Filefolder
[l Documents Users 8/21/2019 11:42 AM  File folder
=] Pictures Windows 10/28/201912:22 ...  Filefolder
[ This PC | | 20180801114148-9001-00F10030-099%.Ics 8/1/2018 11:41 AM LCS File TKB
@ OneDrive
[ This PC
¥ Network
File name: | 20180801114148-9001-00f10030-0999.Ics v| Al Files w

cance'

Fig.4-89 Selecting a License File

4.11.4. Upload a Non-Whitelist File

When this function is enabled, if the registered IEG client system has executed the executable program in the
non-whitelist, and the executable program is less than 5M, the executable program will be uploaded to the unified
safety management platform for future audit.

Functional interface (see Fig.4-90):
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IEG > System Setftings > Upload Non-white List File

Upload Non-white List File: Disable v

Fig.4-90 Uploading a Non-whitelist File.

4.11.5. Installation Package Management

The function of the installation package management page function is to easily save, download and manage
the installation package files of IEG and other programs. It is convenient to upload and download, with enhanced
convenience and improved work efficiency. Interface (as shown in Fig.4-91):

1EG > Basic Configuration > Installation Package

Mo Name. MD5 File Sz (unit: MB) Upioad Time Cperation

ne_IpaiErmor phg 55082 365a61c50a5 16c7Ba0ad5bosa 0.00 20191118 144452 % Downioad @ Delete

Fig.4-91 Installation Package Management Interface
Click <Add> to pop up the installation package page. Allow to upload a single file with a size up to 200M and
up to 10 files uploaded in total (as shown in Fig.4-92):

Add Installation Package

File Upload:
File Name: The file name is automatically created after the file is uploaded
File Size: The file size is automatically created after the file is uploaded

Fig.4-92 Add Installation Package Page
Click <Save> to save the uploaded file and go back to the installation package management list display page.
Click <Back> to cancel the operation and go back to the installation package management list display page.
In the installation package management list display page, click <Download> in any installation package
operation, allowing to download the corresponding files to local; click <Delete> in any installation package
operation, allowing to delete the corresponding files (as shown in Fig.4-93):

1EG > Basic Configuration > Installation Package

MDs File Size (unit: MB) Upioad Time Operation

00 20191118 144452

Fig.4-93 Installation Package Operation Button
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5. Monitoring Audit

5.1 Introduction to Products

5.1.1 Product Overview

AVCOMM monitor audit is the leading audit product of industrial control industry. Its innovative advanced
independently developed hardware is excellent in performance, low in power consumption and suitable for a variety
of complex industrial production site environments. The software is of completely independent research and
development. Combined with the independently developed hardware, it gives full play to the advantage of the
hardware, supports network connection status detection, industrial protocol in-depth resolving, industrial protocol
detection, historical traffic data audit of the entire network, network anomaly detection, key industrial event
detection, user-defined rules alarm and industrial protocol industrial no traffic detection.

AVCOMM monitor audit is an information security audit system dedicated for the industrial control network.
It adopts bypass deployment, of "zero risks" to the industrial production process. Based on the in-depth resolving
(DIP, Deep Packet Inspection) of communication messages for the industrial control protocol (e.g., IEC104, S7,
DNP3, Modbus TCP, OPC), it can detect network attacks, mis operation by users, illegal operation by users, illegal
device access and the spread of worms, viruses and other malicious software in real time in view of the industrial
protocol and give real-time alarms. In the meantime, it makes a detailed record on all network communication
behaviors, including the command-level industrial control protocol communication records. It provides a solid
foundation for security accident investigations on the industrial control system.

AVCOMM monitor audit, is widely used in power, oil, petrochemical, rail transit, tobacco, coal, iron & steel,
advanced manufacturing and other industries.

AVCOMM monitor audit generally adopts decentralized deployment and centralized management. The product
consists of two major components: UM and intelligent monitoring terminal. Notably, the intelligent monitoring
terminal hardware device is distributed and deployed at the mirror port of the customer's network switch or
connected into the specified network to receive centralized management of the management platform.
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5.1.2 Appearance and Description

Fig.5-1 Appearance of Intelligent Monitoring Terminal
(D Reset button
@ LED indicator light
3 Console serial port, RS232
@ USB 2.0 interface
® Management network port, 10/100/1000BASE-T adaptive Ethernet port
® Service port, 10/100/1000BASE-T adaptive Ethernet port

5.1.3.Indicator Light Description

There are three indicator lights on the device, namely PWR, RUN and BP

¢ s
S8

Fig.5-2 Indicator Light

Tab.30 Instruction to Intelligent Monitoring Terminal

Indicator Light Panel Screen | Status Instructions
Printing
Power light PWR NC It is not powered on or a power failure

occurs to the host

NO in green The power supply is normal, and the host is

powered on normally
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Run light NC The device is not powered on or breaks down
RUN Flashing in The device works regularly
green
Flashing in The device fails or undergoes a network
red attack.
Bypass indicator BP NC The bypass function is not enabled
light NO The bypass function is enabled
Ethernet electrical MGMT NC The corresponding interface is in an
interface indicator ETH1/ETH2/E unconnected status
light TH3/ETH4 Color of The green color indicates that the current
indicator operation is based on a gigabit rate.
lights The orange color indicates that it is currently

operating at 100 megabits

The indicator
light is

normally on

The interface has been established

The indicator

light flashes

The interface is sending and receiving data

5.1.4. Technical Specifications

Tab.31 Technical Specifications for Intelligent Monitoring Terminals

Level-1 e
. . e e Specific Parameters
Demand Title Description Specification items .
e . or Indicators
Classification
OPC DA, HAD, A&E,
Conduct in-depth resolving DX
for communication Modbus TCP
Network  |Protocol messages of the industrial . . :
o g _ |Recorded industrial |Siemens S7
Anomaly |communication|control protocol, recording .
. - protocols include DNP3
Detection |record the communication logs on
the industrial control IEC104
protocol. CIp
MMS
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Record the network
connection information for
non-industrial control
protocols or industrial
control protocols. Record
contents include time (start,
end), source MAC, source
IP address, source port,
destination MAC,
destination IP address,
destination port, protocol,
number of messages
(uplink, downlink), number
of bytes (uplink, downlink).

PROFINET

FINS

Configure whether to
record industrial
control protocol
session information
in the command line
of the terminal

Support

The one-month
record on each
industrial control
protocol for a single
table supports up to

10 million entries

Record all network

session information

session information  [Support
by default

Set rules of whether

to record certain Support

\When setting a rule,
the configuration
items for the rule
include

Source IP, destination
IP, source IP mask,
destination IP mask,
protocol, start source
port, end source port,
start destination port,
end destination port,
and execution action

This rule is included
in a template, with
each template
specification
supporting up to

1,000 entries

The one-month
record on industrial
control protocol
supports up to

10 million entries

Modeling
normal
communication
behaviors

Based on the
communication record on
industrial control protocol,
the industrial control
communication model
whitelist is established by
self-learning, that is, the

Industrial protocols
that can establish a
whitelist include

OPC DA, HAD, A&E,
DX, OPC protocols
support dynamic port
tracking

Modbus TCP

Siemens S7

DNP3
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normal communication
behaviors are modeled.
Support the administrator to
manually adjust the
industrial control
communication model
whitelist.

IEC104

CIP

MMS

PROFINET

FINS

Total rules included
in each whitelist
template can support
up to

3,000 entries (either in
view of learning or
manually adding)

Compare the current

Add an alarm event
to the whitelist with

Yes, but alarms for
violating Modbus TCP
range, OPC DA range,
Siemens S7 range do

Abnormal industrial control protocol _ _
communication|communication behavior ~ |2N€ Click not support to add into
behavior ~|with the whitelist, and give the whitelist with one
detection an alarm for behaviors click.
deviating from the whitelist |For one month, such
alarms can support up|10 million entries
to
Graphical display of
. Support
abnormal traffic PP
Abnormal traffic .
. . . 5 minutes
Monitor the inflow and statistics cycle
outflow traffic of the Abnormal traffic
Abnormal . . . .
) device, give an alarm when |alarm confirmation
traffic . . Support
exceeding the baseline and alarm status
value linkage
Manual configuration
of abnormal traffic  [Support
baselines
OPC DA, HAD, A&E,
DX
Modbus TCP
. To detect and alarm the i
Industrial . . . Siemens S7
format of the industrial Industrial protocols
Network attack [control DNP3
. control protocol messages [that can be detected
detection protocol attack ) . IEC104
. that do not conform to its  |include
detection e . CIP
specification
MMS
PROFINET
FINS
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Support not to detect
a specific protocol of
some IPs, with no-
detection rules that
can configure up to

1,000 entries

For one month, the
system supports up to

10 million entries

User-defined
warning rules

Allow the administrator to
customize the industrial
control protocol
communication alarm rules
and give an alarm for
communication behaviors
meeting the alarm rules.

OPC DA, HAD, A&E,
DX

supports up to

Modbus TCP
Industrial control Siemens S7
protocols supporting |DNP3
User-defined alarm |IEC104
setting include: CIP
MMS
PROFINET
FINS
Each protocol
P 1,000 entries

For one month,
support up to

1 million entries

Set a detection threshold for

Protocols supporting
range control include

Modbus TCP, OPC
DA, Siemens S7

Detection specific process status X . -

P P This rule supports up (3,000 entries, including
based on parameter and the control -

. . to the whitelist rules.
parameter signal, give an alarm for — -
thresholds events exceeding the For one month, _10 m||_||on entries,

including the Modbus
threshold. support up to .
whitelist rules.
Specify that this
function can be Subport
Within the set time, a enabled or disabled PP
No traffic service of a single IP (such |0n the terminal
detecti as Modbus) receives no No traffic time range |5-86,400 seconds
etection
message, thus requiring an [This rule supports up .
Key event alarm. o 1,000 entries
detection For one month
’ 100,000 entries
support up to
Give an alarm for engineer |Key event definition |Built in the system
Key event station configuration User-defined key
. . . Not support
detection change, control instruction |events

changes, PLC download,

Key events include

The write operation
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load change and other key
events.

For S7 protocol: 26
request downloads, 27
start download, 28
complete downloads,
29 request upload, 30
start upload, 31
complete uploads,
40CPU start, 41CPU
stop

This rule supports up
to

1,000 entries

For one month,
support up to

1 million entries

Network
connection
statistics

Network
connection
view

Network connection real-
time view, real-time
graphical display of all
network connections within
the monitoring range, and
abnormal network
connections highlighted in
red.

Network connection history
view, graphical display of
all network connections
within the monitoring range
for a certain time period,
and abnormal network
connections highlighted in
red.

Double-click an IP to
display details of each
connection connected to
such an IP.

Support filtering based on
source and destination IP
addresses, only displaying
connection views related to
a certain IP address.
Supports filtering based on
source and destination ports,
only displaying connection
views related to a certain

port.

Provide a connection
with the
configuration
interface well-
configured.

Support

Exception
connections need to
be stored in the
database and used in
the history view from
being established to
ended

Store historical
connection data for up
to 3 months

Connection details
include time (start,
end), source MAC,
source IP address,
source port,
destination MAC,
destination IP
address, destination
port, protocol,
number of messages
(upstream,
downstream), number
of bytes (upstream,
downstream)

There is no upper limit
for the number of
entries displayed in real
time

Real-time views
display: number of
nodes connected by

each IP node; number

Support
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Support filtering based on
source and destination
MAC addresses, only
displaying connection views
related to a certain MAC
address.

of ports enabled,;
number of upstream
and downstream
messages

IP configuration
displayed or hide in
the connection
diagram

Support

The configuration
items in the
connection baseline
include: source IP,
destination IP,
destination port

Support up to 1,000
entries

The network traffic
baseline
configuration items
include: source IP,
destination IP,
number of upstream
bytes and
downstream bytes

Support up to 1,000
entries

Traffic
statistics

Provide statistics of real-
time, historical minutes,
historical days
(customizable range), etc. of
network traffic and number
of messages.

Real-time traffic
display is realized in
three specifications

For the last 60 minutes,
one point for the
horizontal axis refers to
every 5 minutes

Last 24 hours

Last 30 days

The history view can
customize statistics
objects (select which
host to make
statistics), and the
traffic and messages
can be reflected in the
same view

Support

Order statistics

The hosts and network
devices sorted by outflow,
inflow and total traffic
within a certain time range
are shown in a bar chart,

Traffic TOP N can be
set

N range: 1-50

The type of traffic
statistics is available
for drop-down

options

Drop-down options
include all, send and
receive
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which can skip to detailed
messages.

The hosts and network
devices sorted according to
the number of outflow,
inflow and total messages
within a certain time range
are shown in a bar chart,
which can skip to detailed
messages.

The hosts and network
devices sorted by outflow,
inflow and total connection
ports within a certain time
range are shown in a bar
chart, which can skip to
detailed messages.

The hosts and network
devices sorted by
connection ports within a
certain time range are
shown in a bar chart, which
can skip to detailed
messages.

Message number
TOP N can be set

N range: 1-50

The type of message
statistics is available
for drop-down
options

Drop-down options
include all, send and
receive

Port statistics TOP N
can be set

N range: 1-50

The type of port
statistics is available
for drop-down
options

Drop-down options
include all, source port
and destination port

All statistics can be
configured with a
time range

Support

Operation
mode support

The system can
work in
multiple modes

Learning mode: the system
collects learning data in this
mode to assist in generating
whitelist rules. In this mode,
there is no alarm for the
whitelist, with other alarms
normally generated

Operation mode: for
messages violating the
whitelist rules and the
protocols, give an alarm for
messages of user-defined
rules, no traffic rules and
key events, which can be
viewed in the management
center

Effective time for
switching the mode

<3s

Deployment
mode support

The terminal
device can be

According to the actual
network requirements, the

Bypass deployment

Support
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deployed in

terminal supports various

many ways deployment modes Serial deployment  |Support
Bypass forwardin
p g Support
deployment
. Time accuracy of Time accuracy
Time accuracy . . <lms
communication records requirement
Depending on different
server configurations, the
Performance ]
Number of number of terminals that are [The low-end server )
. . . 10 terminals
terminals online at the same time as  |supports up to
supported by each type of
server are different
Maximum timeout Maximum query time, [30s
beyond which the
uery will sto
Session table - a y i
query Maximum number of Maximum number of 120000
sessions sessions supported by
a single intelligent
_ monitoring terminal
Session TCP default time Factory default TCP |3 minutes
management . o
session aging time
TCP session aging time A session aging time  |1-120 minutes
Session aging [setting range can be set
time UDP default time Factory default UDP |3 minutes
session aging time
UDP session aging time A session aging time  |1-120 minutes
setting range can be set
Industrial protocol
whitelist template Support
management
Protocol parameter
. . Support
] ) configuration
. Provide a friendly user .
Management |Policy . Protocol detection
. management interface to .
functions management . exception template  [Support
manage policies
management
No traffic detection
Support

template management

Key event detection
template management

Support
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User-defined rules  |Support
Network session
audit template Support

management

Alert statistics

make statistics and
summarize all alarm
information in the system

Alarms supported
include

Industrial protocol
whitelist alarm

Industrial protocol
alarm

No traffic alarm

User-defined alarm

Graphical display

Support, including
histograms, pie charts
and trend charts

Statistical result
export

Support PNG, JPG,
SVG and PDF format
export

A special tool
authorizes the
specified device

Support

The management
platform can view,
download and update

interface

viewed include

the authorization, Support
The intelligent monitoring |with the result
Authorization |terminal is authorized to prompted when
control play the role in monitoring |updating
and audit It is in the yellow
background color
when the
authorization is less Support
than 1 month, and in
the red background
color in case of
expired authorization
Information refresh
. <5s
. The status information on [time
Terminal the device can be viewed in CPU
device status .. usage
view real time in the management|Statuses that can be

Memory usage

Hard disk usage
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All components within the

Automatic upgrade of

platform

the management Not support
platform

Manual upgrade of

the management Support

Automatic upgrade of

Upgrade the intelligent Not support
P9 system can be upgraded .. g . PP
management monitoring terminal
seamlessly
Manual local upgrade
of the intelligent Support
monitoring terminal
The management
latform upgrades the
I.O . P9 .. |Support
intelligent monitoring
terminal
Remote Able to configure and Manage the system
manage policies in the based on the Web Support
management
system remotely method
Need to authenticate Suoport
the user's ID PP
Support, including the
User separation of  [system operator, the
powers configuration
o administrator, auditor
o ID authentication
Permission Length 8-16, a

authentication

Password strength

combination of upper
and lower case letters,
numbers, special
characters (#@!
,._%/\&*)

Trusted host

IP authentication

Support

MAC authentication [Support, optional
All alarms and Log storage mode Database Support, MySQL
log data Log storage cycle Support up to 3 months
Storage generated by - -
management  [the system will A d.edlcated tool is Support
be saved to the [AAPle to query the logs in the available for query
server for system Process alarm Support

incidents
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centralized Logs can be retrieved
management based on specified  |Support
conditions
Regular backup Yes, up to 3 months
Maximum number
Refer to each
supported for each functional indicat
Performance type of logs unctional indicator
Maximum number
Refer to each
supported for each . -
functional indicator
type of alarms
The audit management Disk usage limits 50%-90%
platform supports to back  |Storage cycle usage )
: _g . 4 g 1-99, unit: days
up the data automatically to |restrictions
a specifi(?d Server. The server address to
Automatic backup supports | hich the backup can|Support
Database two check policies: the disk | a get
backup space reaching the usage
limits and the real-time data
reaching the specified Anonymous user
. . Support
limits. Also, able to specify |hackup
to which server the backup
is done
Number of decoding
Decodin engine configuration
System . g . . . J J
. . engine Decoding engine loading  |protocols loaded at <16
configuration . . .
configuration the same time for the
USM

5.2. Startup and Login

5.2.1.Startup of Intelligent Monitoring Terminal

Based on the intelligent monitoring terminal hardware installation manual, install the intelligent monitoring
terminal to a specified position, guaranteeing that the power connector of the intelligent monitoring terminal can
work normally. After connecting it with the required power supply, start the intelligent monitoring terminal normally.
Use the console port as per the installation manual to monitor the startup process of the intelligent monitoring

terminal.

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
119



Fig.5-3 Powering on the Intelligent Monitoring Terminal with the Power Cord Provided

After the normal startup of the intelligent monitoring terminal, the new intelligent monitoring terminal will be
authorized before it works. With the "initial status" as the default operation mode, the intelligent monitoring terminal
has no monitoring policies now, thus will not make any records on all messages from the intelligent monitoring
terminal. When starting to monitor, corresponding configurations shall be made in the "policy management"
configuration page of the management platform. Then the intelligent monitoring terminal to enable monitoring shall
be selected, with the configured policy application assigned to the terminal.

If the intelligent monitoring terminal has been registered to the management platform, then when enabled, the

intelligent monitoring terminal will use the policy configuration before the last startup.

5.2.2.Use of CLI

CLI (Command Line Interface) is a text-like command interface between users and devices. A user enters text
commands and submits them to the device to execute the corresponding commands by pressing Enter, so as to
configure and manage the device, and confirm the configuration result by viewing the output information.

Since some operations of the device are to be completed in this interface, after the device is started, some
necessary configuration shall be done using the CLI command, such as to set the address of the management
platform connected.

The intelligent monitoring terminal supports multiple ways to enter the CLI interface, such as to directly
connect via the Console port or enter the CLI interface by logging in the Telnet/SSH logon device, etc. Either way,
the default username when logging in the device is: AVCOMM, and the default password is: AVCOMM. CLI
interface of the device. (As shown in Fig.5-4):

cavium-Tinux login: winicssec
Password:

Entering character mode
Escape character is "A]".

=== WELCOME TO WNT CLI ===
CLI=

Fig.5-4 Command Line Interface - Common View
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5.2.2.1.Help

CLI>help
Display help information.

5.2.2.2.System statistics related.

CLI>show pkt stat
View message statistics at all levels.
CLI>show fpa
View the FPA information, mainly on various memory statistics.
CLI>show mem pool
View the mem pool memory information.
CLI>config
Enter the system view.

5.2.2.3.Service-related

CLI# show log level
Level: TRACE (5)
View the log level.
CLI# show log plane
View the enabling of a module log
CLI# set log level <level>
Set the log level.
CLI# set log plane <module id> [dp/mplap]c]]
Set/disable a module log.

5.2.2.4.Set the IP address of the management platform.

CLI>show serverip

View the IP address of the management platform configured on the intelligent monitoring terminal.

CLI#set serverip 192.168.8.8

Set the IP address of the management platform to which the intelligent monitoring terminal shall be connected

CLI>config
Set the industrial firewall gateway command,

For example: if the gateway address of 192.168.1.1 needs to be added, the complete command is as follows:

CLI# set mgmtgw 192.168.1.1

AVCOMM Technologies Inc.
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5.2.2.5.Set the access mode of the intelligent monitoring terminal.

CLI#set sma deploy mode access.
Set the access mode of the intelligent monitoring terminal to serial deployment.
CLI#set sma deploy mode port-mirror.
Set the access mode of the intelligent monitoring terminal to mirror deployment.
CLI# set sma deploy mode mirror-forward.
Set the access mode of the intelligent monitoring terminal to bypass forwarding deployment

5.2.2.6.Change the IP address of the intelligent monitoring terminal.

CLI#set mgmtip 192.168.8.6
Change the IP address of the intelligent monitoring terminal.

5.3. Intelligent Monitoring Terminal Management

5.3.1.Introduction to Functions

The intelligent monitoring terminal is the management object of the management platform. All configurations

aim for specific intelligent monitoring terminals. For example, the whitelist policy rules of intelligent monitoring

terminals shall be distributed to a specific intelligent monitoring terminal to play a role.

5.3.2.Intelligent Monitoring Terminal Management

After successfully logging in the management platform, find [Monitoring Audit] in the upper menu bar, click

the button, then find [Intelligent Monitoring Terminal Management/Intelligent Monitoring Terminal Management]

in the left navigation bar, click the menu (as shown in Fig.5-5) to view the intelligent monitoring terminal

management page (as shown in Fig.5-6):
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Probe Management

Policy Management

® Network Connection

A Abnormal Traffic

f# System Configuration

Fig.5-5 Intelligent Monitoring Terminal Management in Navigation Bar

& Probe > Probe Management > Probe Management

Probe IF
No. Probe Device Status Probe SN Probe IP Working Status Online Status Operation
@ Deete

18.53 2543 37.371

Fig.5-6 Intelligent Monitoring Terminal Management Page
View the current running status of the intelligent monitoring terminal, with the following meanings:

Tab.32 Instruction to Intelligent Monitoring Terminal Management List Display

Column Names Instructions

Intelligent  monitoring | A name used by the system or a user for each intelligent monitoring terminal,

terminal name for example "Intelligent Monitoring Terminal, Control Room, Production
Workshop 1"
Device status Current running status of the intelligent monitoring terminal, including CPU

usage, memory usage and hard disc space usage. If a certain value is always

overloaded within 1min, a corresponding alarm will be generated.
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Intelligent ~ monitoring | The unique identification number of the intelligent monitoring terminal
terminal 1D automatically assigned by the system. A number represents the unique

intelligent monitoring terminal

Intelligent  monitoring | IP address of the intelligent monitoring terminal management network port

terminal IP
Working status Under which operation mode the intelligent monitoring terminal is currently
in, the new intelligent monitoring terminal is defaulted to "initial state".
Online status The current intelligent monitoring terminal is connected to the management
platform (that is, online) or not connected (that is, offline)
details View more details of the intelligent monitoring terminal,
s=modaiy | including to change the operating mode of the terminal and
adjust the policy
Delete Delete the offline intelligent monitoring terminal, not allow
1 Delete deleting online intelligent monitoring terminals. Click "Display
Deleted Intelligent Monitoring Terminal” to view and restore
the information in view of the deleted intelligent monitoring
terminal
Upgrade | Upgrade the software running on the intelligent monitoring
imiveorace | terminal online. Conduct the operation only with the intelligent
Operation

monitoring terminal online. Refer to chapter 5.3.2.3 Intelligent

Monitoring Terminal Upgrade

Authoriz | View and change the authorization items of the intelligent

ation monitoring terminal

() Authorize

Restore Restore the specified intelligent monitoring terminal to the
the factory state, clear all configurations except those authorized for
factory the intelligent monitoring terminal

settings.

i Factory Reset
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Back up | Copy all policies being applied on the source device to one or
all policy | more other online and non-learning devices for distribution
applicati

ons

m Backup Policy

5.3.2.1.Information view

Click <Details> under the operation column in [Intelligent Monitoring Terminal List] to display the detailed
information on the intelligent monitoring terminal (as shown in Fig.5-7):

Probe > ProbeManagement > Modify

Probe Basic Information

Probe: Probe160824004
Probe SN: 160824004
Probe IP: 192.168.77.157
Software Version: V200R005C01B122
Online Status: Online
Time online: 2019-10-28 17:29:17
Industrial Protocol Detection
Protocol Detection Exception Template: Please select v
Protocol Detection Exception Template Version:
o-Traffic Detection
No-Traffic Detection Template: Please select v
No-Traffic Detection Template Version:
Critical Event Detection

Critical Event Template: Please select A

Critical Event Detection Template Version:

Netwark Session Audit Template: Please select v

Network Session Audit Template Version:

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
125



TCP Aging Time

UDP Aging Time

Deployment Mode:

ICS Protocol Logs:

Minute(s)

Minute(s)

Bypass v

Record v

ssage (*Prompt: Saving alarm messages will consume more storage spacel

DO'Whitelist Alarm O User-Defined Alarm O Protocol Alarm O Retain All Messages

Message In DE'HD DE'H1 DET-Z DETH3
Message Out DE’HU DE7H1

Fig.5-7 Intelligent Monitoring Terminal Information View Page

This page contains more details about the selected device.

Click <Back> in this page and go back to the [Intelligent Monitoring Terminal List Display] page.

Directly modify the intelligent monitoring terminal configuration via <Details>, including basic information
on intelligent monitoring terminal, operation mode of intelligent monitoring terminal, whitelist template currently
applied to intelligent monitoring terminal, industrial protocol detection template, no traffic detection template, key
event detection template, network session audit template and alarm message save configuration.

Tab.33 Instruction to Intelligent Monitoring Terminal Details

Column Names

Instructions

Intelligent monitoring

terminal name

Define a meaningful name for the intelligent monitoring terminal that is easy

to understand and remember

Intelligent monitoring

terminal number

Number given when delivering the intelligent monitoring terminal

Intelligent monitoring

terminal IP

IP address of the intelligent monitoring terminal management network port

Software version

Software version that is currently used for the intelligent monitoring terminal

Online status

Connection status of the intelligent monitoring terminal and the management

platform

Time online

Online time of the intelligent monitoring terminal

Operation mode

1. If the current mode is Learning Mode, only items "Learning Completed”,
and "Learning Mode" are available in the drop-down operation mode list.
2. If the current mode is Learning Completed, only items “Learning Mode"

and "Operation mode" are available in the drop-down operation mode list.
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3. If the current mode is Operation mode, item "Learning Mode" is available
in the drop-down operation mode list.

4. If the user changes the mode to Learning Mode, the whitelist template
settings below will turn gray and become inoperable

5. If the user changes from Learning Mode to Learning Completed, a
whitelist template generation edit box will appear, allowing the user to name

the whitelist template generated by learning

Whitelist template name

The whitelist rule template name used by the intelligent monitoring terminal.
Only when the intelligent monitoring terminal changes to "running mode™
can the edit box be highlighted, and a whitelist template must be selected

before it can be saved.

Whitelist template

version

The whitelist template version number applied to the intelligent monitoring

terminal

Protocol detection

exception template

The protocol detection exception template name applied to the intelligent

monitoring terminal

Protocol detection
exception template

version

The protocol detection exception template version number applied to the

intelligent monitoring terminal

No traffic detection

template

The no traffic detection template named applied to the intelligent monitoring

terminal

No traffic detection

template version

The no traffic detection template version number applied to the intelligent

monitoring terminal

Key event detection

template

The Key event detection template name applied to the intelligent monitoring

terminal

Key time detection

template version

The key time detection template version applied to the intelligent monitoring

terminal

Network session audit

template

The network session audit template name applied to the intelligent

monitoring terminal
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Network session audit

template version

The network session audit template version number applied to the intelligent

monitoring terminal

TCP aging time

The TCP session aging time of the intelligent monitoring terminal

UDP aging time

The UDP session aging time of the intelligent monitoring terminal

Deployment mode

The deployment mode of the intelligent monitoring terminal

Industrial protocol audit

Whether the intelligent monitoring terminal sends an industrial protocol

log audit log
Warning messages save | Whitelist alarm Whether the intelligent monitoring terminal saves
messages generating a whitelist alarm

User-defined Whether the intelligent monitoring terminal saves

alarm messages generating a custom alarm

Protocol alarm Whether the intelligent monitoring terminal saves
messages violating the protocol

Retain all | Whether the intelligent monitoring terminal saves all

messages original messages

Network port grab Check grab network port, support to capture the message of any one or more
ports including eth0, ethl, eth2, eth3, eth4, and eth5. It is possible to specify
to capture the incoming, outgoing, or two-way message of each port. The
management platform stores the captured messages according to the
device port, and can query and download the messages.

Save Save all modification information and make it come
into effect, and go back to the intelligent monitoring
terminal page

Back Ignore all modifications and go back to the intelligent

Operation monitoring terminal information list display page

Query session | View the session table on the intelligent monitoring

table terminal

Message  query | View all the messages captured by the network port

and download grab, which can be downloaded
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5.3.2.2.Delete an intelligent monitoring terminal.

Click <Delete> under the operation column in the intelligent monitoring terminal list to delete oftline

intelligent monitoring terminals that are no longer in use. (As shown in Fig.5-8):

No Probe Device Status Frobe SN Probe 1P Working Status Oniine Status Operation

Fig.5-8 Deleting the Intelligent Monitoring Terminal

5.3.2.3.Intelligent monitoring terminal upgrade

When a new intelligent monitoring terminal version that is more powerful in functions and more stable in
operation is launched, users can upgrade the intelligent monitoring terminal device remotely through the
management platform.

After opening the [Intelligent Monitoring Terminal Management] page, click <Upgrade> under the operation
column in the intelligent monitoring terminal list to pop up the [Please Select an Upgrade File] dialog box. (As
shown in Fig.5-9):

| — ]

Intelligent Monitoring Terminal Upgrade

Fig.5-9 Selecting an Upgrade File for Intelligent Monitoring Terminal
»  Please select an upgrade file

Click [Please Select an Upgrade File] to pop up the file selection dialog box. Find the new upgrade file (for
example: sys-sensor.tar.gz), double-click the file or select <Open>.
»  Start upload.

When clicking this button, the browser will first upload the upgrade file to the server where the management
platform is located, and then inform the intelligent monitoring terminal, which will execute specific upgrading
actions.

» Close
Click <Close> will not execute any operations, but directly go back to the intelligence monitor terminal list

page instead.

5.3.2.4. Authorization management

A license means a permit, it is a contractual form for device suppliers to authorize the use scope and deadline,
etc. of product features. The License can dynamically control whether certain features of a product are available or
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not. Users can purchase a License to activate certain features and functions as needed. For this product, there can
only be one License file in active state in each intelligent monitoring terminal device, and activating the new License
will invalidate the old License.

Currently, the device supports the following methods to activate a License:

e Manually activated through the management platform

After purchasing or updating a License and obtaining the License authorization certificate, the device
under management shall be authorized or the authorization shall be updated by logging in the specified

page of the management platform.

Intelligent monitoring terminal authorization management consists of three components: authorization tool,
intelligent monitoring terminal and management platform. The authorization tool belongs to AVCOMM and is only

available to specified users within the Company.

5.3.2.4.1. Check authorization.

After opening the [Intelligent Monitoring Terminal Management] page, click<Authorization> under the
operation column in the intelligent monitoring terminal list to enter the detailed authorization information page. (As
shown in Fig.5-10):

License Management

Fig.5-10 Authorization Details View Page

This page displays the authorization details of the current intelligent monitoring terminal.
» Renew License

Update the authorization information on the current intelligent monitoring terminal
» Download

Download the authorization file for the current intelligent monitoring terminal.
» Back

Close the current page and return to the intelligent monitoring terminal management page.
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5.3.2.4.2. Update the intelligent monitoring terminal authorization information.

In the opened intelligent monitoring terminal authorization page, click <Update Authorization> to pop up the
authorization file selection dialog box to update the latest authorization file obtained by the user from the
manufacturer to a specified intelligent monitoring terminal (as shown in Fig.5-11):

fanagement > License Management

Fig.5-11 Selecting the New Authorization File to be Upgraded to the Intelligent Monitoring Terminal
»  Select a file.

Click "Select a File" to pop up the file selection dialog box.

Find the new authorization file (for example: a file that is named with the device ID and suffixed with ".dat"),
double-click the file or select <Open>, then click <Upload>. The browser will upload this file to the server where
the management platform is located first, then notify the intelligent monitoring terminal. The intelligent monitoring
terminal will update the authorization. Upon the successful upgrade, the user will be able to view the new
authorization information in the authorization page.
> Back

Clicking <Back> will not execute any operations, but directly go back to the intelligent monitoring terminal
authorization details page instead.

5.3.2.5.Retrieve an intelligent monitoring terminal.

In the [Intelligent Monitoring Terminal List] page, intelligent monitoring terminals can be retrieved according
to the conditions. (As shown in Fig.5-12):

Probe > Probe Management > Probe Management

No. Probe Device Status Probe SN Probe IP Working Status Online Status Operation

Fig.5-12 Retrieving an Intelligent Monitoring Terminal

5.4. Policy Management

Policy management can manage all monitoring templates used by intelligent monitoring terminals, including
industrial protocol whitelist template, protocol parameter configuration, protocol detection exception template,
critical event detection template, user-defined rules, network session audit template and no traffic detection template.
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5.4.1.Industrial Protocol Whitelist Template

5.4.1.1. Introduction to functions

An important innovation in intelligent monitoring terminals is security policy audit in form of whitelists. Due
to the stability of industrial control networks, security audit based on whitelists is an important and efficient way to
solve its security issues.

Whitelist management of the management platform can facilitate users to view, edit and use a whitelist.

5.4.1.2. Template management

Click [Policy Management/Industrial Protocol Whitelist Template] in the left navigation bar (as shown in Fig.5-
13), enter the [Industrial Protocol Whitelist Template] page (as shown in Fig.5-14):

& Probe Management

=! Policy Management W

Whitelist Template

& Exception Template
7 No-Traffic Template
3 Critical Event Template
E User-Defined Rule
O

Net Session Template

& Network Connection
A Abnormal Traffic

£+ System Configuration

Fig.5-13 Selecting an Industrial Protocol Whitelist Template
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ent = Whitelist Template

No Tempiate Name version Applied By Edit Operation

y

Fig.5-14 Whitelist Template Management
View information on all industrial protocol whitelist templates in the system here, with the meanings given
below:
Tab.34 instruction to Whitelist Template List Display

Column Names Instructions

Template name A whitelist template name that is easy to remember, for example "Whitelist

Learned from Data Collection System 1"

Version humber The version of the whitelist rule template, the version and the template 1D
uniquely determine a set of whitelist rules. The version number will

automatically plus 1 after each time the whitelist is edited and saved

Intelligent All intelligent monitoring terminals using this whitelist template
monitoring terminal

using this template

Edit Import Industry protocol whitelist rules imported to an excel sheet

Export Export the industry protocol whitelist rules from the template

to an excel sheet

Basic View the basic information on whitelist template. The whitelist

configuration | template built in the system does not have this button

Rule View and modify the whitelist template rule configuration. The
Operation configuration | whitelist template built in the system does not have this button
Delete Delete a whitelist template, cannot delete a whitelist template

in use. This button is not available to the whitelist template that

is built-in the system

5.4.1.3.Add a whitelist template.

Click <Add> on the right side of the [Industrial Protocol Whitelist Template] template management list tab of
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policy management (as shown in Fig.5-15) to pop up the whitelist template add page (as shown in Fig.5-16):

ent > Whitelist Template

Applied 8y

Fig.5-15 Whitelist Template Add Button

Add Template

Template Name

Femarks

Fig.5-16 Whitelist Template Add Page
Tab.35 Instruction to Whitelist Template Add Information

Column Names Instructions

Template Name Define a meaningful industrial protocol whitelist template name that is easy

to understand and remember

Remarks

Optional, additional explanatory information

5.4.1.4.Export a whitelist template.

Click <Export> under the operation column in the [Industrial Protocol Whitelist Template] of policy
management (as shown in Fig.5-17), export the rules in whitelist template in excel (as shown in Fig.5-18):
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Edit Operation

[3Export ['5 Basic
[BExport ['5 Basic
[BExport ['5 Basic

Fig.5-17 Industrial Protocol Whitelist Template Export Button
Click <Export>to export a file named "whitelist template  {template name} {date}.xIs", for example, the rule
file name that is exported on November 18, 2015 and with a template name of "Test" is "whitelist
template test 20151118.xIs". The exported excel sheet contains all the rules for the template. (As shown in Fig.5-
18):

A B c D Ef F G H

1 TemplateID Version Sre. IP Dst. TP Transport Protocol Operation Operation Sre. Mask D
2

3

4

5

6

7

8

9

10

1

12

13

14

15

16

17

18

19

20

21

22

23

24

o OPC Whitelist | OPC Value Range | 57 | MODBUS Whitelist | MODBUS Range Control | MO ... @

Fig.5-18 Example of Exported an Excel File

5.4.1.5.Import a whitelist template.

Click <Import>under the operation column in the [Industrial Protocol Whitelist Template] display list of policy
management (as shown in Fig.5-19), import the rules from the whitelist template saved in an excel sheet into the
template (as shown in Fig.5-20):
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Edit Operation

[PExport [® import (5 Basic L& Rule ] Delete
[PExport [® import (S Basic L& Rule ] Delete
[PExport [® import (G Basic L& Rule ] Delete
[PExport [* import [ Basic L& Rule i Delete
[PExport [* import S Basic L& Rule M Delete

Fig.5-19 Industrial Protocol Whitelist Template Import Rule Button
Click <Import>, select the file to be imported in the dialog box for selecting an excel file, and click <Import
Excel> to import the rules. (As shown in Fig.5-20):

Select file Please select a file to import

Import Excel Close

Fig.5-20 Importing the Excel File Selection Dialog Box

5.4.1.6.Basic industrial protocol whitelist template configuration

Click <Basic Configuration> (as shown in Fig.5-21) under the operation column of the [Industrial Protocol
Whitelist Template] of policy management, open the [Whitelist Template Information] page to view the basic
information on the whitelist template (as shown in Fig.5-22):
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Edit Operation
BEport [® import [G Basic EhRule ] Delete
BExport [® import (8 Basic L& Rule ] Delete
[PExport [® import (8 Basic L& Rule ] Delete
[PExport [® import (8 Basic L& Rule ] Delete
[BExport [® import (8 Basic L& Rule ] Delete

Fig.5-21 Whitelist Template Basic Configuration

Probe > Policy Management > Whitelist Template

Template Information

Template Name: asdsa
Version: 1
Applied By:

Creation Time: 2019-11-16 18:37:59

Remarks:

Fig.5-22 Whitelist Template Basic Configuration View Page

Tab.36 Instruction to Whitelist Template Basic Configuration Information

Column Names

Instructions

Template Name

The name of the whitelist template

Version The version number of the whitelist template, which will automatically plus
1 after being modified each time
Applied By A list of intelligent monitoring terminals using this template

Creation time

Whitelist template creation time

Remarks

To give additional information, optional

5.4.1.7.Industrial protocol whitelist template rule configuration

The management of industrial protocol whitelist items is the core of whitelist template management. All
templates depend on each specific whitelist item. Currently, intelligent monitoring terminals support whitelists of
eight standard industrial protocols: OPC, Siemens S7, Modbus, DNP3, IEC104, CIP, MMS, FINS and PROFINET,

and will support whitelists of all general industrial protocols in the future.

OPC and Modbus protocols will be taken as an example below to guide how to manage whitelist items. The
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case is similar for other protocols, but only with different specific fields.

5.4.1.7.1. View an OPC whitelist item.

Enter the [Rule] page, display the OPC whitelist item by default, click different tabs to display the whitelist

item corresponding to the tab. (as shown in Fig.5-23):

Probe > Policy Management > Whitelist Template

No sic P Dst IR Src. Mask Dst Mask Transport Protocol Intertace Operation Ceete

No Tag Name N Dst IR Sic. Mask  Dst Mask Intertace Operation item 1D Data Type Min. Value Max. Value Delete

Fig.5 -23 OPC Whitelist Item Information View Page
Click <Back> and go back to the [Industrial Protocol Whitelist Template List Display] page.

54.1.7.2. Add an OPC whitelist item.

Enter the [Rule Configuration] page, click <Add> on the right (as shown in Fig.5-24) to automatically add a
line of new white items at the bottom of the OPC whitelist item list (as shown in Fig.5-25):

Probe > Policy Management > Whitelist Template
OPC ST MODBUS DNP3 EC104 CIP MMS PROFINET FINS BACNETProtoco

SWIEE_TCPProtocol| | SWIEE_UDPProtocol

Fig.5-24 Industrial Protocol Whitelist Template Add Button

No. Sic. IP Dst. IP Src. Mask Dst Mask Transport Protocol Interface S
W
mw
N Tag N: P Src. Mask  Dst. Mask Interf; Opef I Min. Valus M: n;.»l-.»l-
.
o=
Fig.5-25 Industrial Protocol Whitelist Template Add Page
Tab.37 Instruction to OPC Whitelist Item Fields
Column Names Instructions
Src. IP The IP address initiating an OPC data request, in dotted decimal format
Dst. IP The destination IP requesting OPC data, in dotted decimal format
Transport layer protocol | The transport layer protocol is TCP
Interface An interface name in the OPC protocol, built in the data dictionary
Operation A method under an interface specified in the OPC protocol, built in a data
dictionary
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Tab.38 Instruction to OPC Range Whitelist Item Fields

Column Names

Instructions

Src. IP

The IP address initiating an OPC data request, in dotted decimal format

Dst. IP

The destination IP requesting OPC data, in dotted decimal format

Transport layer protocol

The transport layer protocol is TCP

Interface An interface name in the OPC protocol, built in the data dictionary
Operation A method under an interface specified in the OPC protocol, built in a data
dictionary
Item ID Unique identifier of points
Data type Value types
Min. value Minimum value type
Max. value Maximum value type
Save Save all modification information to the database and make
it come into effect, go back to the Whitelist Template
Operation Information List Display page

Back Ignore all modifications and go back to the Whitelist

Template Information List Display page

5.4.1.7.3. Modify an OPC whitelist item.

Enter the [Industrial Protocol Whitelist Template] rule configuration page to change the source IP, destination

IP, interface name and method name of a whitelist item, click <Save> after the modification.

54.1.7.4. Delete an OPC whitelist item.

Enter the [Industrial Protocol Whitelist Template] rule configuration page, click <Delete> on the far right of a

whitelist item to delete the corresponding whitelist item. (As shown in Fig.5-26):

No

Dst 17 Src. Mask Dst Mask Transport Protoco Interface Operation Delste
7 0 Sechnns v e Al |

o

Fig.5-26 Industrial Protocol Whitelist Template Delete Button

The deletion is only provisional. Click Save when making the deletion effective.

Carry out similar operations for other protocols to add, modify and delete an industrial protocol whitelist item.
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5.4.1.7.5. Modbus protocol whitelist configuration

The resolving depth of the Modbus protocol is different from that of other industrial protocols. Industrial
firewalls can resolve specific values transmitted by the Modbus protocol. Therefore, the rule configuration of the
Modbus protocol in whitelist template mainly includes two parts: basic whitelist and range control.

5.4.1.7.6. Basic Modbus whitelist items

The configuration here is similar to that of the OPC protocol. Refer to the OPC protocol related parameter
configuration method.

5.4.1.7.7. Modbus range control

To use the Modbus range control function, first check the global enable, (as shown in Fig.5-27):

Probe > Policy Management > Whitelist Template

No s 1P Dst. IP Src. Mask Dst. Mask Function Start Addr. End Adar. Transport Protocol Detete

Modbus Int16 Endian

32 Endian Modbus Float Endian

No Tag Name Src 1P Dst IP Sic. Mask  Dst Mask Function Address. Data Type Offset High&/Low8 Min. Value Max Value

Fig.5-27 Modbus Protocol Range Enablement
After enabling range control, the following byte order can be edited. It is recommended to use the default
configuration and adjust it accordingly if the default configuration does not match the site.
"Point table configuration” is the most important for the range function. The meanings of each field in point
table configuration are explained in the following table.
Tab.39 Instruction to Modbus Click Fields

Column Names Instructions

Tag name A meaningful alias that represents an address in Modbus

Src. IP The IP address initiating a Modbus data request, in dotted decimal format
Dst. IP The destination IP requesting Modbus data, in dotted decimal format
Src. Mask Source IP mask

Dst. Mask Destination IP mask

Function Modbus protocol function code

Address The start addresses for a point operated by the Modbus protocol

Data type Data type of points
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Offset The offset in the address for a specific type of data that is operated based on
some function codes, for example: when the data type as operated based on
06 Function Code is of the BOOL type, it needs to specify which bit in the

address indicates the BOOL value, with 0 taken by default

High8/ Low8 Which byte is used in the address when operating a specific type of data
based on some function codes, for example, when the data type as operated
based on 06 Function Code (which can operate a 2-bit address) is of the Byte
type (1-bit), it needs to specify which bit (8-bit) in the operated address,

which is high 8 bits by default

Min. Value Minimum value that is allowed to operate

Max. Value Maximum value that is allowed to operate

For adding, modifying, editing and deleting a range rule item, please refer to the basic Modbus item operation.
5.4.1.8.Delete a whitelist item.

Click <Delete> under the operation column in the [Industrial Protocol Whitelist Template] information display
list of policy management to delete a whitelist template that is no longer in use. The whitelist template being used
cannot be deleted. (As shown in Fig.5-28):

Probe > Policy Management > Whitelist Template

No. Whitelist Template Name Version Applied By Edit Operation

Beoo i 5 basc Gy fuie
Fig.5-28 Industrial Protocol Whitelist Template Delete Button

5.4.1.9.Retrieve a whitelist template.

In the [Industrial Protocol Whitelist Template] information display list of policy management, the whitelist
template can be retrieved according to the conditions. (As shown in Fig.5-29)

emplate Management List

Template Name:

Fig.5-29 Retrieving a Whitelist Template
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5.4.2.Protocol Detection Exception Template

5.4.2.1. Introduction to functions

The intelligent monitoring terminal will detect messages according to the industrial protocol. When messages
not meeting the protocol are detected, the intelligent monitoring terminal will give an alarm. If customers do not
want intelligent monitoring terminals to execute protocol detection on some data connections, they can disable the
protocol detection function of intelligent monitoring terminals by configuring the protocol detection exception
template.

5.4.2.2. Template management

Click the [Policy Management/Protocol Detection Exception Template] in the left navigation bar (as shown in
Fig.5-30), enter the [Protocol Detection Exception Template] page (as shown in Fig.5-31):

<» Probe Management
=! Policy Management v

B Whitelist Template

B Exception Template

7 No-Traffic Template

o

Critical Event Template

User-Defined Rule

1 I T

Net Session Template

§ Network Connection

A Abnormal Traffic

## System Configuration

Fig.5-30 Selecting a Protocol Detection Exception Template
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Probe = Policy Management > Protocol Detection Exception Template

No Template Name Version Applied By Edit Operation

Fig.5-31 Protocol Detection Exception Template Management
View information on all protocol detection exception templates in the system here, with the meanings given
below:
Tab.40 Instruction to Protocol Detection Exception Template List Display

Column Names Instructions

Template Name A protocol detection exception template name that is easy to remember, for

example "Protocol Exception of Data Collection System 1"

Version The version of protocol exception template, the version and the template 1D
uniquely determine a set of protocol exception detection rules. The version
number will automatically plus 1 after each time the protocol detection exception

rule is edited and saved

Applied By All intelligent monitoring terminals that are using this template
Edit Import The protocol detection exception rules imported in an excel
sheet
Export Export the protocol detection exception rules in the template to

an excel sheet

Basic View the basic information on protocol detection exception
templates
Operation Rule View and modify the rule configuration of protocol detection

exception templates

Delete Delete the template. The template in use cannot be deleted

5.4.2.3.Add a protocol detection exception template.

Click <Add> (as shown in Fig.5-32) on the right of the [Protocol Detection Exception Template] template
management list of policy management to pop up the protocol detection exception template add page (as shown in
Fig.5-33):

Fig.5-32 Protocol Detection Exception Template Add Button
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Add Template

Template Name:

Remarks:

Fig.5-33 Protocol Detection Exception Template Add Page

Tab.41 Instruction to Protocol Detection Exception Template Add Information

Column Names

Instructions

Template Name

Define a meaningful protocol detection exception template name that is easy

to understand and remember

Remarks

Optional, additional explanatory information

5.4.2.4. Export a protocol detection exception template.

Click <Export> under the operation column in the [Protocol Detection Exception Template] display list of

policy management (as shown in Fig.5-34), export the rules in the protocol detection exception template in an excel

sheet (as shown in Fig.5-35):
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Edit Operation

[ Export [ Import [G Basic £ Rule T{ffj Delete
[ Export [ Import [G Basic £§ Rule T{ffj Delete
[ Export [ Import [ Basic £§ Rule T{ffj Delete

Fig.5-34 Protocol Detection Exception Template Export Button
Click <Export> to export a file named "protocol detection exception template _ {template name} {date}.xls",
for example, the rule file name that is exported on November 18, 2015 and with a template name of "Test" is
"protocol detection exception template test 20151118.xIs". The exported excel sheet contains all the rules for the

template.
A B C D E! B G
Template ID Version Src. IP Dst. IP Src. Mask Dst. Mask Protocol
|
|
° IP exception template MAC exception template | @ 4
A B C D E F G
Template ID | Version | Sre. MAC | Dst. MAC Sre. MAC Mask Dst. MAC Mask Protocol
| IP exception template | MAC exception template [ @ q

Fig.5-35 Example of an Exported Excel File
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5.4.2.5.Import a protocol detection exception template.

Click <Import> under the operation column in the [Protocol Detection Exception Template] display list of
policy management (as shown in Fig.5-36), import the rules in the protocol detection exception template saved in
excel into the template (as shown in Fig.5-37):

Edit Operation
[ Export [€ Import [E Basic £§ Rule T{ffJ] Delete
[ Export [€ Import [S Basic £§ Rule T{ffj] Delete
[ Export [& Import [G Basic £§ Rule T[] Delete

Fig.5-36 Protocol Detection Exception Template Import Rule Button
Click <Import>, select the file to be imported in the dialog box for selecting an excel file, and click <Import
Excel> to import the rules.

Please select a file to import

Fig.5-37 Importing the Excel Selection File Dialog Box

5.4.2.6.Basic configuration of protocol detection exception template

Click <Basic Configuration> under the operation column in the [Protocol Detection Exception Template]
display list of policy management (as shown in Fig.5-38), open the [Protocol Detection Exception Template] basic
configuration page, view the basic information on protocol detection exception templates (as shown in Fig.5-39):
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Edit Operation

[ Export [« Import [S Basic| £y Rule TfJ] Delete
[ Export [€ Import [E Basic £§ Rule T{ffj] Delete
[ Export [€ Import [G Basic £§ Rule T{ffj] Delete

Fig.5-38 Protocol Exception Detection Template Basic Configuration

Probe = Policy Management = Protocol Detection Exception Template

Template Information
Template Name: dfsa
Version: 1
Applied By:
Creation Time: 2019-11-16 18:41:17

Remarks:

Fig.5-39 Protocol Detection Exception Template Basic Configuration View Page

Tab.42 Instruction to Whitelist Template Basic Configuration Information

Column Names Instructions
Template Name The name of the template
Version The version number of the template, which will automatically plus 1 after

being modified each time

Applied By A list of intelligent monitoring terminals using this template
Creation time Template creation time
Remarks To give additional information, optional

5.4.2.7.Protocol detection exception template rule configuration

The management of protocol detection exception rules is the core of protocol detection exception template

management. All templates depend on each specific rule.

5.4.2.7.1. View protocol detection exception rules.

Enter the [Rule Configuration] page to display protocol detection exception items, including IP rule and MAC
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rule configurations (Fig.5-40):

Probe > Policy Management > Protocol Detection Exception Template

No sic. IP Dst IP Src. Mask Dst. Mask Protacol Operation

Probe > Policy Management > Protocol Detection Exception Template

No Src. MAC Dst. MAC Src. MAC Mask Dst. MAC Mask Protacol Operation

Fig.5-40 Protocol Detection Exception Item Information View Page

Click <Back>, go back to the [Protocol Detection Exception Template List Display] page.

5.4.2.7.2. Add a protocol detection exception rule.

After entering the [Rule Configuration] page, click <Add> on the right (as shown in Fig.5-41) to automatically

add a new line of protocol detection exception rules at the bottom of the rule (as shown in Fig.5-42):

Probe > Policy Management > Protocol Detection Exception Template
x|
Fig.5-41 Protocol Detection Exception Template Add Button
Froe = Poiicy Managemen: > Protocol Detestion Exception Tempiate
Fig.5-42 Protocol Detection Exception Template Add Page
Tab.43 Instruction to Protocol Detection Exception IP Rule Fields
Column Names Instructions
Src. IP The IP address initiating a protocol detection exception connection request,
in dotted decimal format
Dst. IP The destination IP address for protocol detection exception connection, in
dotted decimal format
Src. Mask The mask of the source IP address, generally ranging from 0 to 32
Dst. Mask The mask for the destination IP address, generally ranging from 0 to 32
Protocol Industrial protocols for protocol detection exceptions, with options including
OPC, Modbus, S7, DNP3, IEC104, CIP, MMS and 853
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Delete Delete a specified rule, click <Save> to submit the deletion
request, re-submit the deleted data to the database
modification information, save it in the database and make it
come into effect, go back to the protocol detection exception

template information list display page at the same time

Operation Save Save all modification information to the database and make
it come into effect, go back to the protocol detection
exception template information list display page at the same

time

Back Ignore all modifications and go back to the protocol

detection exception template information list display page

Tab.44 Instruction to Protocol Detection Exception MAC Rule Fields

Column Names Instructions

Src. MAC The MAC address initiating a protocol detection exception connection
request

Dst. MAC The destination MAC address for protocol detection exception connection

Src. MAC Mask A mask for the source MAC address, ranging from 0 to 48

Dst. MAC mask A mask for the destination MAC address, ranging from 0 to 48

Protocol Industrial protocols of protocol detection exception, with options including

PROFINET DCP, PROFINET IORE

Delete Delete a specified rule, click <Save> to submit the deletion
request, re-submit the deleted data to the database
modification information, save it in the database and make it
come into effect, go back to the protocol detection exception

Operation template information list display page at the same time

Save Save all modification information to the database and make
it come into effect, go back to the protocol detection
exception template information list display page at the same

time
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Back Ignore all modifications and go back to the protocol

detection exception template information list display page

5.4.2.7.3. Modify a protocol detection exception rule.

Enter the [Protocol Detection Exception Rule Configuration] page, change the source IP, destination IP, source

IP mask, destination IP mask and protocol of a rule, click <Save> after the modification.

5.4.2.7.4. Delete a protocol to detect exception rule.

Enter the [Protocol Detection Exception Rule Configuration] page, click <Delete> on the far right of a rule to

delete the corresponding rule. (As shown in Fig.5-43):

Probe > Policy Management > Protocol Detection Exception Template

No. sic. 1P Dst 1P SiT. Mask Dst. Mask Protocol Operation

Probe > Policy Management > Protocol Detection Exception Template

Fig.5-43 Protocol Detection Exception Rule Delete Button

5.4.2.8.Delete a protocol detection exception template.

Click <Delete> under the operation column in the [Protocol Detection Exception Template] information
display list of policy management to delete protocol detection exception templates that are no longer in use. The

protocol detection exception template being used cannot be deleted. (As shown in Fig.5-44):

Probe > Policy Management > Protocol Detection Exception Template

Tem

No. Template Version Applied By Edit Operation
G exon [E Impor [5 Basc € Rue (fJ Delete
B Exwort [E Impor [5 Basic g R

Fig.5-44 Protocol Detection Exception Template Delete Button
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5.4.2.9.Retrieve a protocol detection exception template.

In the [Protocol Detection Exception Template] information display list page of policy management, protocol
detection exception templates can be retrieved according to conditions. (As shown in Fig.5-45):

Template Management List
Template Name:

Fig.5-45 Retrieving a Protocol Detection Exception Template

5.4.3.Critical Event Template

5.4.3.1.Introduction to functions

Some key operations are built in the intelligent monitoring terminal, such as engineer station configuration
change, control instruction change, PLC download and load change, etc. Users can detect critical events occurred
to a specified connection by configuring the critical event detection template.

5.4.3.2. Template management

Click [Policy Management/Critical Event Template] in the left navigation bar (as shown in Fig.5-46), enter the
[Critical Event Template] page (as shown in Fig.5-47):

Probe Management
=i Policy Management v
B Whitelist Template
& Exception Template
& No-Traffic Template
8 Critical Event Template
@ User-Defined Rule
[ Net Session Template
# Network Connection
A Abnormal Traffic

£+ System Configuration

Fig.5-46 Selecting a Critical Event Detection Template
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ment > Critical Event Template

No. Template Name Version Applied By Edit Operation

e [ imvort tse ar @ osier

Fig.5-47 Critical Event Detection Template Management
View information on all critical event detection templates in the system here, with the meanings given below:
Tab.39 Instruction to Protocol Detection Exception Template List Display

Column Names Instructions

Template Name A critical event detection template name that is easy to remember, for example

"Critical Event, Data Collection System 1"

Version The version of critical event detection template, the version and the template 1D
uniquely determine a set of critical event detection rules. The version number
will automatically plus 1 after each time the critical event detection rules are

edited and saved

Applied By All intelligent monitoring terminals that are using this template
Edit Import Critical event detection rules imported to an excel sheet
Export Export the critical event detection rules in the template to an
excel sheet
Basic View the basic information on the critical event detection
template
Operation Rule View and modify the critical event detection template rule
configuration
Delete Delete the template. The template in use cannot be deleted

5.4.3.3.Add a critical event detection template.

Click <Add> on the right side of the [Critical Event Detection Template] template management list tab of
policy management (as shown in Fig.5-48) to pop up the critical event detection template add page (as shown in
Fig.5-49):

Fig.5-48 Protocol Detection Exception Template Add Button
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Add Template

Template Name:

Remarks:

Fig.5-49 Protocol Detection Exception Template Add Page

Tab.40 Instruction to Critical Event Detection Template Add Information

Column Names Instructions

Template Name Define a meaningful critical event detection template name that is easy to

understand and remember

Remarks Optional, additional explanatory information

5.4.3.4.Export a critical event detection template.

Click <Export> (as shown in Fig.5-50) under the operation column of [Critical Event Detection Template]

display list of policy management, export the rules in the protocol detection exception template in an excel sheet

(as shown in Fig.5-51):

Edit Operation

[ Export [€ Import [5 Basic £} Rule 1) Delete

[ Export [€ Import [5 Basic £} Rule

Fig.5-50 Critical Event Detection Template Export Button
Click <Export> to export a file named "critical event detection template {template name} {date}.xls", for

example, the rule file name that is exported on November 18, 2015 and with a template name of "Test" is "critical
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event detection template test 20151118.xIs". The exported excel sheet contains all the rules for the template.

Template ID | Version | Src. IP ‘ Dst. IP ‘ Src. Mask ‘ Dst. Mask ‘
IP rule configuration | MAC rule configuration ® 4

Template ID Version Sre. MAC Dst. MAC Sre. MAC Mask Dst. MAC Mask
IP rule configuration | MAC rule configuration ® 4

Fig.5-51 Example of an Exported Excel File

5.4.3.5.Import a critical event detection template.

Click <Import> under the operation column in the [Critical Event Detection Template] display list of policy
management (as shown in Fig.5-52), import the rules in the critical event detection template saved in excel into the
template (as shown in Fig.5-53):
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Edit Operation

[ Export [« Import [5 Basic £} Rule 1} Delete

[ Export [& Import [5 Basic £}, Rule

Fig.5-52 Critical Event Detection Template Import Rule Button
Click <Import>, select the file to be imported in the dialog box for selecting an excel file, and click <Import
Excel> to import the rules.

Please select a file to import

Fig.5-53 Importing the Excel Selection File Dialog Box

5.4.3.6.Critical event detection template basic configuration

Click <Basic Configuration> under the operation column in the [Critical Event Detection Template] display
list of policy management (as shown in Fig.5-54), open the [Critical Event Detection Template] page, view the basic
information on the critical event detection template (as shown in Fig.5-55):

Edit Operation

[® Export [ Import S Basic £} Rule 1} Delete

[® Export [ Import 5 Basic £} Rule

Fig.5-54 Critical Event Detection Template Basic Configuration

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
155



Probe = Policy Management = Critical Event Template

Template Information

Template Name: hh
Version: 3
Applied By: Probe160824084
Creation Time: 2019-11-16 14:19:31

Remarks:

Fig.5-55 Critical Event Detection Template Basic Configuration View Page

Tab.41 Instruction to Critical Event Detection Basic Configuration Information

Column Names

Instructions

Template name

The name of the template

Version number

The version number of the template, which will automatically plus 1 after

being modified each time

Applied By

A list of intelligent monitoring terminals using this template

Creation time

Template creation time

Remarks

To give additional information, optional

5.4.3.7.Critical event detection template rule configuration

The management of critical event detection rules is the core of critical event detection template management.

All templates depend on each specific rule.

5.4.3.7.1. View the critical event detection rules.

After entering the [Rule Configuration] page, the critical event detection rules are displayed. (as shown in

Fig.5-56):
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Probe > Policy Management > Critical Event Template

No. Src. IP Dst. IP Src. Mask Dst. Mask Operation
0000 0000 0 0 m

Probe > Policy Management > Critical Event Template

No. Src. MAC Dst. MAC Src. MAC Mask Dst. MAC Mask Operation
00.00:00:00:00.00 [o0-00-00:00:00-00 0 o ]

Fig.5-56 Critical Event Detection Rules View Page
Click <Back> and go back to the [Critical Event Detection Template List Display] page.

5.4.3.7.2. Add the critical event detection rules.

Enter the [Rule Configuration] page, click <Add> on the right (as shown in Fig.5-57) to automatically add a
new line of critical event detection rules at the bottom of the rule (as shown in Fig.5-58):

Probe > Policy Management > Critical Event Template

Fig.5-57 Critical Event Detection Template Add Button

Probe > Policy Management > Critical Event Template

No. Src. IP Dst. IP Src. Mask Dst. Mask Operation

o Delete

Probe > Policy Management > Critical Event Template

No. Src. MAC Dst. MAC Src. MAC Mask Dst. MAC Mask Operation

[00:00:00.00-00:00 00:00:00.00:00:00 0 o o Delate

Fig.5-58 Critical Event Detection Template Add Page
Tab.45 Instruction to Critical Event Detection IP Rule Fields

Column Names Instructions

Src. IP The IP address initiating a critical event detection connection request, in

dotted decimal format
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Dst. IP

The destination IP address for critical event detection connection, in dotted

decimal format

Src. mask The mask of the source IP address, generally ranging from O to 32
Dst. mask The mask for the destination IP address, generally ranging from 0 to 32
Save Save all modification information to the database and make
it come into effect, and go back to the template information
Operation list display page
Back Ignore all modifications and go back to the template

information list display page

Tab.46 Instruction to Critical Event Detection MAC Rule Fields

Column Names

Instructions

Src. MAC

The MAC address initiating a critical event detection connection request

Dst. MAC

The destination MAC address for critical event detection connection

Src. MAC mask

A mask for the source MAC address, ranging from 0 to 48

Dst. MAC mask

A mask for the destination MAC address, ranging from 0 to 48

Operation

Save Save all modification information to the database and make
it come into effect, and go back to the template information
list display page

Back Ignore all modifications and go back to the template

information list display page

5.4.3.7.3. Modify the critical event detection rules.

Enter the [Critical Event Detection Template Rule Configuration] page, change the source IP, destination IP,

source IP mask, destination IP mask of a rule, click <Save> after the modification.

5.4.3.7.4. Delete the critical event detection rules.

Enter the [Critical Event Detection Template Rule Configuration] page, click <Delete> on the far right of a

rule to delete the corresponding rule. (As shown in Fig.5-59):

333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us

AVCOMM Technologies Inc.

158




Probe > Palicy Management > Critical Event Template

No. Sre. IP Dst. IP Src. Mask Dst. Mask Operation

Probe > Policy Management > Critical Event Template

No. Src. MAC Dst. MAC Src. MAC Mask Dst. MAC Mask Operation
100:00.00.00:00.00 100.00.00.00:00.00 0 0 m

Fig.5-59 Critical Event Detection Rules Delete Button

5.4.3.8.Delete the critical event detection template.

Click <Delete> under the operation column in the [Critical Event Detection Template] information display list
of policy management to delete the critical event detection templates that are no longer in use. The template being
used cannot be deleted. (As shown in Fig.5-60):

Probe > Policy Management > Critical Event Template

No. Template Version Applied By Edit Operation

Probe160824002 G Exort [ import [3 Basic £ Rule

Fig.5-60 Critical Event Detection Template Delete Button

5.4.3.9.Retrieve a critical event detection template.

In the [Critical Event Detection Template] information display list page of policy management, the critical
event detection template can be retrieved according to the conditions. (As shown in Fig.5-61):

Template Name:

Fig.5-61 Retrieve a Critical Event Detection Template
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5.4.4 User-Defined Rules

5.4.4.1. Introduction to functions

In addition to the key operations built in the intelligent monitoring terminal, the intelligent monitoring terminal
allows users to configure operations they care about. When a user-defined operation is detected, the intelligent

monitoring terminal will give an alarm.

5.4.4.2.Rule configuration

Click [Policy Management/User-Defined Rules] in the left navigation bar (as shown in Fig.5-62) to enter the
[User-Defined Rules] page (as shown in Fig.5-63):

Probe Management
= Policy Management v
B Whitelist Template
% Exception Template
= No-Traffic Template

5 Critical Event Template

[E] User-Defined Rule

[E Net Session Template
# Network Connection
A Abnormal Traffic
%+ System Configuration

Fig.5-62 Selecting User-defined Rules.

Probe > Policy Management > User-Defined Rule

No. Src. IP Src. Mask Dst. IP Dst. Mask Transport Protocol Interface Operation Delete

Fig.5-63 User-defined Rules
Currently, intelligent monitoring terminals support user-defined rules for five standard industrial protocols:
OPC, Siemens S7, Modbus, DNP3, IEC104, CIP, MMS, PROFINET and FINS, and will support custom rules for
all general industrial protocols in the future. The OPC protocol will be taken as an example below to guide how to
manage user-defined rules. The case is similar for other protocols, but only with different specific fields.
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5.4.4.3.0PC User-Defined Rule Configuration

5.4.4.3.1. View the OPC user-defined rules.

After entering the [User-defined Rules] page, the OPC protocol items are displayed by default. Click different
tabs to display the user-defined rules of corresponding tabs. (As shown in Fig.5-64):

Probe > Policy Management > User-Defined Rule

No. Src. IP Src. Mask Dst. IP Dst. Mask Transport Protocol Interface Operation Delete

w

Fig.5-64 OPC User-defined Rules Information View Page

5.4.4.3.2. Add the OPC user-defined rules.

Enter the [User-defined Rules] page, click <Add> on the right (as shown in Fig.5-65) to automatically add a
new line of OPC user-defined rules at the bottom of the OPC whitelist item list (as shown in Fig.5-66):

Probe > Policy Management > User-Defined Rule
Fig.5-65 OPC User-defined Rule Add Button
Probe > Policy Management > User-Defined Rule
No. Sre. IP Sre. Mask Dst. IP Dst. Mask Transport Protocol Interface Operation Delete

Fig.5-66 OPC User-defined Rule Add Page
Tab.47 Instruction to OPC User-defined Rule Fields

Column Names Instructions

Src. IP The IP address initiating an OPC data request, in dotted decimal format
Src. mask The mask of the source IP address, generally ranging from 0 to 32

Dst. IP The destination IP requesting OPC data, in dotted decimal format

Dst. Mask The mask of the destination IP address, generally ranging from 0 to 32
Transport Protocol Transport layer protocol

Interface An interface name in the OPC protocol, built in the data dictionary
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Operation A method under an interface specified in the OPC protocol, built in a data

dictionary

Delete Delete the selected OPC user-defined rule

Save all modification information to the database and make it come into
Save
effect

5.4.4.3.3. Modify the OPC user-defined rules.

Enter the [User-Defined Rules] page, change the source IP, source IP mask, destination IP, destination IP mask,
interface name and method name of a user-defined rule, click <Save> after the modification.

5.4.4.3.4. Delete the OPC user-defined rules.

Enter the [User-Defined Rules] page, click <Delete> on the far right of a rule to delete the corresponding rule.
(As shown in Fig.5-67):

Probe > Policy Management > User-Defined Rule

No. Sre. IP Sre. Mask Dst. IP Dst. Mask Transport Protocol Interface Operation Delete

Fig.5-67 OPC User-defined Rule Delete Button

Other protocols use similar operations to add, modify and delete the user-defined rules.

5.4.5.Network Session Audit Template

5.4.5.1. Introduction to functions

The Intelligent monitoring terminal make a record on traffic flowing via it by default. When a user does not
want to record all traffic, he/she may configure the traffic he/she cares about based on the network session audit
template, and other traffic will not be recorded by the intelligent monitoring terminal.

5.4.5.2. Template management

Click [Policy Management/Network Session Template] in the left navigation bar (as shown in Fig.5-68) to
enter the [Network Session Template] page (as shown in Fig.5-69):
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& Probe Management

=: Policy Management v

£ Whitelist Template

B Exception Template

..))

No-Traffic Template

Critical Event Template

User-Defined Rule

El
=

Net Session Template

@ MNetwork Connection

A Abnormal Traffic

{3 System Configuration

Fig.5-68 Selecting a Network Call Audit Template

@ Probe > Policy Management > Network Session Audit Template

No Template Name Version Applied By Edit Operation

Total 0 Paga(s) / 0 Record(s).Current Page 1

Fig.5-69 Network Session Audit Template Management
View information on all network session audit templates in the system here, with the meanings given below:
Tab.48 Instruction to Network Session Audit Template List Display

Column Names Instructions
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Template Name A network session audit template name that is easy to remember, for example
"Audit Template, Data Collection System 1"

Version The version of network session audit template, the version and the template 1D
uniquely determine a set of network session audit rules. The version number will
automatically plus 1 after each time the network session audit rules are edited
and saved

Applied By All intelligent monitoring terminals that are using this template

Edit Import Network session audit rules imported to an excel sheet
Export Export the network session audit rules from the template to an

excel sheet
Basic View the basic information on the network session audit
template

Operation Rule View and modify the network session audit template rule

configuration
Delete Delete the template. The template in use cannot be deleted

5.4.5.3.Add a network session audit template.

Click <Add> on the right side of [Network Session Audit Template] template management list tab of policy

management (as shown in Fig.5-70) to pop up the network session audit template add page (as shown in Fig.5-

71):

[ |

Fig.5-70 Network Session Audit Template
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Add Template

Template Name:

Remarks:

Fig.5-71 Network Session Audit Template Add Page
Tab.49 Instruction to Network Session Audit Template Add Information

Column Names Instructions

Template Name Define a meaningful network session audit template name that is easy to

understand and remember

Remarks Optional, additional explanatory information

5.4.5.4.Export the network session audit template.

Click <Export> (as shown in Fig.5-72) under the action column in the [Network Session Audit Template]

display list of policy management, export the rules in the network session audit template in excel (as shown in Fig.5-

73):

Edit Operation

[ Export [€ Import (G Basic £ Rule Tff Delete

Fig.5-72 Network Session Audit Template Export Button
Click <Export> to export a file named "network session audit template  {template name} {date}.xls", for
example, the rule file name that is exported on November 18, 2015, and with a template name of "Test" is "network
session audit template test 20151118.xIs". The exported excel sheet contains all the rules for the template.
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Template [D | Version | Sre. IP | Dst. [P | Sre. Mask | Dst. Mask | Protocal | srcPortsart | sre
"42 2 0.0.00 0.0.0.0 0 0 (] 0 65535

Network Session Audit Template o

Fig.5-73 Example of an Exported Excel File

5.4.5.5.Import a network session audit template.

Click <Import> under the action column in the [Network Session Audit Template] display list of policy
management (as shown in Fig.5-74), import the rules from the network session audit template saved in excel into
the template (as shown in Fig.5-75):

Edit Operation

[ Export [ Import (G Basic £ Rule ff Delete

Fig.5-74 Network Session Audit Template Import Rule Button
Click <Import>, select the file to be imported in the dialog box for selecting an excel file, and click <Import
Excel> to import the rules.

Please select a file to import

Fig.5-75 Importing the Excel Selection File Dialog Box

5.4.5.6.Network session audit template basic configuration

Click <Basic> (as shown in Fig.5-76) under the operation column in the [Network Session Audit Template]
display list of policy management, open the [Network Session Audit Template] basic configuration page, view the
basic information on the network session audit template (as shown in Fig.5-77):

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
166



Edit Operation

[ Export [& Import (G Basic|Ly Rule T{ffj Delete

Fig.5-76 Network Session Audit Template Basic Configuration
Probe > Policy Management > Network Session Audit Template

Template Information
Template: 11
Version 2
Applied By:

Creation Time 2019-10-15 11:07:20

Remarks:

Fig.5-77 Network Session Audit Template Basic Configuration View Page

Tab.50 Instruction to Network Session Audit Template Basic Configuration Information

Column Names Instructions
Template Name The name of the template
Version The version number of the template, which will automatically plus 1 after

being modified each time

Applied By A list of intelligent monitoring terminals using this template
Creation time Template creation time
Remarks To give additional information, optional

5.4.5.7.Network session audit template rule configuration

The management of network session audit rules is the core of network session audit template management. All

templates depend on each specific rule.

5.45.7.1. View the network session audit rules.

After entering the [Rule Configuration] page, the network session audit rules are displayed. (As shown in Fig.5-
78):
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Probe > Policy Management > Network Session Audit Template

No. Src. IP Dst. IP Src. Mask Dst. Mask Protacol Src. Port Start Src. Port End Dst. Port Start Dst. Port End Perform the Action ~ Operation

1 [oooo p000 o 0 T 0 lo5535 ] Recod ¥ O oo

Fig.5-78 Network Session Audit Rule View Page
Click <Back> and go back to the [Network Session Audit Template List Display] page.

5.45.7.2. Add the network session audit rules.

Enter the [Rule Configuration] page, click <Add> on the right (as shown in Fig.5-79) to automatically add a
new line of network session audit rules at the bottom of the rule (as shown in Fig.5-80):

Probe > Policy Management > Network Session Audit Template

Fig.5-79 Network Session Audit Rule Add Button

No. Src. IP Dst. IP Src. Mask Dst. Mask Protocol Src. Port Start Src. Port End Dst. Port Start Dst. Port End Perform the Action ~ Operation

1 b000 vooo o TeR ¥ o /65535 0 65535 Recods ¥ B oo

Fig.5-80 Network Session Audit Rule Add Button
Tab.51 Instruction to Network Session Audit Rule Fields

Column Names Instructions

Src. IP The IP address initiating a network connection request, in dotted decimal
format

Dst. IP The destination IP address for network connection, in decimal format

Src. mask The mask of the source IP address, generally ranging from 0 to 32

Dst. mask The mask for the destination IP address, generally ranging from 0 to 32

Protocol Transport layer protocol, optional TCP or UDP

Src. Port Start The starting value of the source port, ranging from 0 to 65535

Src. Port End The end value of the source port, ranging from 0 to 65535, and the end source
port must be greater than the start source port

Dst. Port Start The starting value of the destination port, ranging from 0 to 65535

Dst. Port End The end value of the destination port, ranging from 0 to 65535. The end
destination port must be larger than the start destination port
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Delete Delete a specified rule

Save Save all modification information to the database and make
it come into effect, and go back to the template information

Operation list display page

Back Ignore all modifications and go back to the template

information list display page

5.45.7.3. Modify the network session audit rules.

Enter the [Network Session Audit Rule Configuration] page, change the source IP, destination IP, source IP
mask, destination IP mask, protocol, start source port, end source port, start destination port and end destination port
of a certain rule. Click <Save> after the modification.

5.45.7.4. Delete the network session audit rules.

Enter the [Network Session Audit Rule Configuration] page, click <Delete> on the far right of a rule to delete
the corresponding rule. (As shown in Fig.5-81):

Probe > Policy Management > Network Session Audit Template

No. Src. IP Dst. IP Src. Mask Dst. Mask Protocol Src. Port Start Src. Port End Dst. Port Start Dst. Port End Perform the Action QOperation

Fig.5-81 Network Session Audit Rule Delete Button

5.4.5.8.Delete a network session audit delete button.

Click <Delete> under the action column in the [Network Session Audit Template] information display list of
policy management to delete the network session audit template that is no longer in use. The template being used
cannot be deleted. (As shown in Fig.5-82):

anagement > Network Session Audit Template

No. Template Name Version Applied By Edit Operation

Fig.5-82 Network Session Audit Template Delete Button
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5.4.5.9.Retrieve a network session audit template.

In the [Network Session Audit Template] information display column page of policy management, the network
session audit template can be retrieved based on conditions. (As shown in Fig.5-83):

Template Name:

Fig.5-83 Retrieving a Network Session Audit Template

5.4.6.No Traffic Detection Template

5.4.6.1.Introduction to functions

The intelligent monitoring terminal can detect cases in which network connections that a user cares about has
no traffic due to certain reasons and give an alarm. Users can configure the related traffic through the no-traffic

template.

5.4.6.2. Template management

Click [Policy Management/No Traffic Template] in the left navigation bar (as shown in Fig.5-84), enter the
[No Traffic Detection Template] page (as shown in Fig.5-85):

Probe Management
=i Policy Management v
3 Whitelist Template

E Exception Template

2 No-Traffic Template

% Critical Event Template
B User-Defined Rule
[E Net Session Template
® Network Connection
A Abnormal Traffic
T+ System Configuration

Fig.5-84 Selecting a No Traffic Detection Template
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Cy Management > No-Traffic Template

No. Template Name Version Applied By Edit Operation

Fig.5-85 No Traffic Detection Template Management
View information on all no traffic detection templates in the system here, with the meanings given below:
Tab.52 Instruction to Network Session Audit Template List Display

Column Names Instructions

Template Name A no traffic detection template name that is easy to remember, for example *No

Traffic Detection Template, Data Collection System 1"

Version The version of no traffic detection template, the version and template 1D
uniquely determine a set of no traffic detection rules. The version number will

automatically plus 1 after each time the no traffic detection rules are edited and

saved
Applied By All intelligent monitoring terminals that are using this template
Edit Import No traffic detection rules imported to an excel sheet
Export Export the no traffic detection rules in the template to an excel
sheet
Basic View the basic information on no traffic detection templates
Rule View and modify the no traffic detection template rule
Operation
configuration
Delete Delete the template. The template in use cannot be deleted

5.4.6.3.Add a no traffic detection template.

Click <Add> (as shown in Fig.5-86) on the right side of the [No Traffic Detection Template] template
management list tab of policy management to pop up the no traffic detection template add page (as shown in Fig.5-
87):

Probe > Policy Management > No-Traffic Template

Fig.5-86 No Traffic Detection Template Add Button
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Add Template

Template Name:

Remarks:

Fig.5-87 No Traffic Detection Template Add Page

Tab.53 Instruction to No Traffic Detection Template Add Information

Column Names Instructions

Template Name Define a meaningful no traffic detection template name that is easy to

understand and remember

Remarks Optional, additional explanatory information

5.4.6.4.Export a no traffic detection template.

Click <Export> under the operation column in the [No Traffic Detection Template] display list of policy
management (as shown in Fig.5-88), export the rules in the no traffic detection template in excel (as shown in Fig.5-

89):

Edit Operation
[ Export [ Import [G Basic L& Rule 1) Delete
[ Export [€ Import [G Basic L& Rule  {ffj Delete

Fig.5-88 No Traffic Detection Template Export Button
Click <Export> to export a file named "no traffic detection template _ {template name} {date}.xIs", for

example, the rule file name that is exported on November 18, 2015 and with a template name of "Test" is "no traffic
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detection template test 20151118.xIs". The exported excel sheet contains all the rules for the template.

n %) 9 %) = ' <}
Template ID ‘ Version ‘ Src. IP | Dst. IP ‘ Dst. Port ‘ Transport Protocol ‘ No-Traffic Time ‘
f141 2 0.0.0.0 0.0.0.0 0 3 4

No-traffic detection template @ <«

Fig.5-89 Example of an Exported Excel File

5.4.6.5.Import a no traffic detection template.

Click <Import> under the operation column in the [ No Traffic Detection Template] display list of policy
management (as shown in Fig.5-90), import the rules in the no traffic detection template saved in excel into the
template (as shown in Fig.5-91):

Edit Operation
[ Export [& Import [ Basic L& Rule 1) Delete
[ Export [& import [G Basic L& Rule  {ffj Delete

Fig.5-90 No Traffic Detection Template Import Rules
Click <Import>, select the file to be imported in the dialog box for selecting an excel file, and click <Import
Excel> to import the rules.

Pleasze select a file to import

Fig.5-91 Importing the Excel Selection File Dialog Box
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5.4.6.6.No traffic detection template basic configuration

Click <Basic Configuration> (as shown in Fig.5-92) under the operation column in the [No Traffic Detection
Template] display list of policy management, open the [No Traffic Detection Template] basic configuration page,
view the basic information on the no traffic detection template (as shown in Fig. 5-93):

Edit Operation
[ Export [ Import (5 Basic | £ Rule  {ffj Delete
[ Export [ Import [G Basic L& Rule 1) Delete

Fig.5-92 No Traffic Detection Template Basic Configuration
Probe > Policy Management > No-Traffic Template
Template Information
Template import222
Version: 2

Applied By:

Creation Time: 2019-10-15 11:05:12

Remarks

Fig.5-93 No Traffic Detection Template Basic Configuration View Page

Tab.54 Instruction to No Traffic Detection Template Basic Configuration Information

Column Names Instructions
Template Name The name of the template
Version The version number of the template, which will automatically plus 1 after

being modified each time

Applied By A list of intelligent monitoring terminals using this template
Creation Time Template creation time
Remarks To give additional information, optional

5.4.6.7.No traffic detection template rule configuration

The management of no-traffic detection rules is the core of no-traffic detection template management. All

templates depend on each specific rule.
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5.4.6.7.1. View the no traffic detection rules.

After entering the [Rule Configuration] page, no traffic detection rules are displayed. (As shown in Fig.5-94):

Probe > Policy Management > No-Traffic Template

No. Sre. IP Dst. IP Dst. Port Transport Protocol No-Traffic Interval (Second) Operation

o

Fig.5-94 No Traffic Detection Rule View Page
Click <Close> and go back to the [No Traffic Detection Template List Display] page.

5.4.6.7.2. Add the no traffic detection rules.

Enter the [Rule Configuration] page, click <Add> on the right (as shown in Fig.5-95) to automatically add a
new line of non-traffic detection rules at the bottom of the rule (as shown in Fig.5-96):

Probe > Policy Management > No-Traffic Template

Fig.5-95 No Traffic Detection Rule Add Button

Probe > Policy Management > No-Traffic Template

No. Src. IP Dst. IP Dst. Port Transport Protocol No-Traffic Interval (Second) Operation

rek v 5 o Dete

Fig.5-96 No Traffic Detection Rule Add Item
Tab.55 Instruction to No Traffic Detection Rule Fields

Column Names Instructions

Src. IP The IP address initiating a network connection request, in dotted decimal
format

Dst. IP The destination IP address for network connection, in decimal format

Dst. port The port of server monitoring, ranging from 0 to 65535

Transport Protocol Transport layer protocol, optional TCP or UDP

No-Traffic Interval The no traffic time for detecting the configuration rules, ranging from 5
seconds to 86,400 seconds

Delete Delete a specified rule
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Save Save all modification information to the database and make
it come into effect, and go back to the template information

Operation list display page

Back Ignore all moadifications and go back to the template

information list display page

5.4.6.7.3. Modify no traffic detection rules.

Enter the [No Traffic Detection Rule Configuration] page, change the source IP, destination IP, destination port,
transport layer protocol and no traffic time of a rule. Click <Save> after the modification.

5.4.6.7.4. Delete the no traffic detection rules.

Enter the [No Traffic Detection Rule Configuration] page, click <Delete> on the far right of a rule to delete the
corresponding rule. (As shown in Fig.5-97):

Probe > Policy Management > No-Traffic Template

No. src. IP Dst. IP Dst. Port Transport Protocol No-Traffic Interval (Second) Operation

Fig.5-97 No-traffic Detection Rule Delete Button
5.4.6.8.Delete a no traffic detection template.

Click <Delete> under the operation column in the [No Traffic Detection Template] information display list of
policy management to delete the no traffic detection template that is no longer in use. The template being used
cannot be deleted. (As shown in Fig.5-98):

Edit Operation
[ Export [ Import [G Basic L& Rule & Delete
[ Export [ Import (G Basic L& Rule T} Delete

Fig.5-98 No Traffic Detection Template Delete Button
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5.4.6.9.Retrieve a no-traffic detection template

In the [No Traffic Detection Template] information display list page of policy management, the no-traffic
detection template can be retrieved according to the conditions. (As shown in Fig.5-99):

Template Name:

Fig.5-99 Retrieving a No Traffic Detection Template

5.5. Log Management

5.5.1.Introduction to Functions

Log management can buffer or redirect events occurred to the system or logs generated by message audit to
the log receiving server. By analyzing and archiving the log contents, the administrator can check the security bugs
of the network, understanding that when someone has tries to violate the security policy. In addition, real-time
logging can be used to detect ongoing intrusions.

5.5.2.Industrial Protocol Whitelist Alarm

The industrial protocol whitelist alarm is generated by messages flowing through the intelligent monitoring
terminal in violation of the industrial protocol whitelist rules on the intelligent monitoring terminal. Only when the
intelligent monitoring terminal is in operation mode can this log be generated.

5.5.2.1.Log list

Click [Log Management/Industrial Protocol Whitelist Alarm] in the left navigation bar (as shown in Fig.5-100),
enter the [Industrial Protocol Whitelist Alarm] list page (as shown in Fig.5-101):
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Network Connection
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A Abnormal Traffic

Statistical Analysis

Logs Management A4

i

B Whitelist Alarm

ICS Protocol Alarm

P

No-Traffic Alarm

Critical Event Alarm

8 ® P

Abnormal Traffic Logs

5 User-Defined Alarm

Net Session Logs

ICS Protocol Logs

P

Probe Run Logs

Q

Fig.5-100 Industrial Protocol Whitelist Alarm Menu
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Alarm
Time

Src. IP Src. Device Src Port  Dst. IP Dst Device Dst Port

8

jement > Whitelist Alarm

Application
Layer  Src MAG Dst MAC Description
Protocol

Transport
Protocol

Alarm  Processing
Level  Status

152 Davice157406101 oS! rule alan Emeigen . Probelsiszd

Fig.5-101 Industrial Protocol Alarm List Page

View all the log information on whitelist alarms here, with the meaning given below:
Tab.56 Instruction to Whitelist Alarm Log Display

Column Names

Instructions

Alarm Time Time when an alarm occurs

Src. IP The IP address initiating a data request, in dotted decimal format

Src. device The system automatically generates a source device name according to the
source IP, supporting custom source device name

Src. Port The port used by the machine initiating the data request

Dst. IP The destination IP requesting data, in dotted decimal format

Dst. device The system automatically generates a destination device name according to
destination IP, supporting custom destination device name

Dst. port The port used by the requested destination machine

Transport Protocol

The protocol type of transport layer used by the message

Application Layer

Specific application protocol types

Protocol

Src. MAC The MAC address initiating a data request

Dst. MAC The destination MAC address requesting the data

Description Information on alarm description

Alarm Level Warning of possible damage levels, refer to 5.6.2 Instruction to Alarm
Levels.

Probe An intelligent monitoring terminal name that is generated by the system or
named by users, which is easy to remember

Probe IP The IP address assigned by the intelligent monitoring terminal, in dotted

decimal format

Probe  Probe P Operation
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AVCOMM Technologies Inc.

179



Operation Process Further processing of alarm information

In addition to displaying all unprocessed alarms, users can also view historical alarms that have been processed.
Check <Show Processed Logs> on the right of the [Industrial Protocol Whitelist Alarm] whitelist alarm list tab,
view the processed logs. (As shown in Fig.5-102):

robe > Logs Management > Whitelist Alarm

Alarm Transport APPICaten

No Sc P Sic Device Src Port  DstIP  Dst Device Dst Port oo Layer  Src MAC Dst MAC  Description
Time Profocol Y
ratoco

Alarm  Processing

e e Probe  ProbelP  Operation

Tutal 0 Page() / 0 Record(s). Cumrent Page 1 Pagals:

Fig.5-102 Displaying Processed Whitelist Alarm List Page

5.5.2.2.Process a log.

Click <Process> under the operation column of [Industrial Protocol Whitelist Alarm] display list, display the
[Industrial Protocol Whitelist Alarm] processing page (as shown in Fig.5-103):

Probe > Logs Management > Whitelist Alarm > Process

Alarm Time 2019-10-31 13:55:52

Sre. IP 169.254.92.32
Src. Port 49187
Dst IP 169.254.91.133
Dst. Port 9600
Src. MAC
Dst. MAC
Transport Protocol TCP
Application Layer Protocol FINS
Description: Violate S7 whitelist rule alarm , start CPU
Alarm Level: Emergency
Probe: Probe160824084
Probe IP: 192.168.4.98
Processing Status: Unproce: ¥

Processing Opinions:

Processing Time:

Fig.5-103 Industrial Protocol Whitelist Alarm Processing Page

5.5.2.2.1. Close the log.

Click the drop-down box of processing status, select "Close", fill in the relevant opinions in the processing
opinions field and click "Save" to complete the processing of alarm information. In this case, such a log will no
longer be seen in the [Industrial Protocol Whitelist Alarm Logs] list page by default.

Or do not select "Close" but fill in the processing opinions instead.
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5.5.2.2.2. Add a baseline.

For an industrial protocol whitelist reported mistakenly, click <Add a Baseline>, and add the alarm information
to the whitelist template to generate the alarm at one click. After adding the alarm to the whitelist with one click,

similar alarms will no longer be generated.

5.5.2.2.3. Export a message.

When checking to save the whitelist alarms of alarm message in the intelligent monitoring terminal
configuration, the whitelist alarm message generated by such an intelligent monitoring terminal will be downloaded.
Click <Export a Message> to automatically save the message to the computer executing the operation.

5.5.2.3.Retrieve a log.

In the [Industrial Protocol Whitelist Alarm] page, retrieve an alarm according to the conditions. (as shown in
Fig.5-104):

Fig.5-104 Retrieving a Whitelist Alarm

5.5.3.Industrial Protocol Detection Alarm

Industrial protocol detection alarms are generated by messages flowing through intelligent monitoring

terminals that violate industrial protocol protocols.

5.5.3.1.Log list

Click [Log Management/Industrial Protocol Detection Alarm] (as shown in Fig.5-105), enter the [Industrial
Protocol Detection Alarm] list page (as shown in Fig.5-106):
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@ User-Defined Alarm
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By ICS Protocol Logs

& Probe Run Logs

Fig.5-105 Industrial Protocol Detection Alarm Menu
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anagement > ICS Protocol Alarm

Application
Layer Alarm Level
Protocol

Alal T rt
"™ S P Sic Device Sic Port  DstIP  Dst Device DstPorl S MAC  Dst MAC  ooPe

n Processing
Time Protocol

No.
Status

Probe  ProbelP  Operation

Total D Page(s) / 0 Record(s),

Fig.5-106 Industrial Protocol Detection Alarm List Page
View all the log information on industrial protocol alarms here, with the meaning given below:

Tab.57 Instruction to Industrial Protocol Detection Alarm Display

Column Names Instructions

Alarm Time Time when an alarm occurs

Src. IP The IP address initiating a data request, in dotted decimal format

Src. device The system automatically generates a source device name according to the

source IP, supporting custom source device name

Src. port The port used by the machine initiating the data request
Dst. IP The destination IP requesting data, in dotted decimal format
Dst. Device The system automatically generates a destination device name according to

destination IP, supporting custom destination device name

Dst. Port The port used by the requested destination machine

Src. MAC The MAC address initiating a data request

Dst. MAC The destination MAC address requesting the data

Transport Protocol The protocol type of transport layer used by the message

Application Layer Specific application protocol types

Protocol

Alarm Level Warning of possible damage levels

Probe An intelligent monitoring terminal name that is generated by the system or

named by users, which is easy to remember

Probe IP The IP address assigned by the intelligent monitoring terminal, in dotted

decimal format

Operation Process Further processing of alarm information

In addition to displaying all unprocessed alarms, users can also view historical alarms that have been processed.
Check <Show Processed Logs> on the right side of the [Industrial Protocol Detection Alarm] to view the
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processed log. (As shown in Fig.5-107):

Probe > Logs Managemant > ICS Protocol Alarm

Alarm

No Src IP Src. Davica Src Port

Time

Tutal 0 Page(s) | 0 Recora(s),Current Paga 1 Pageis|

Dst Davice Dst Port Src. MAC Dst MAC

pEeitey Processin
Layer  Alarm Level P 9 Probe  ProbslP  Operation
Protocol s

Transport
Protocol

Fig.5-107 Displaying Processed Protocol Alarm List Page

5.5.3.2.Process a log.

Click <Process> under the operation column in the [Industrial Protocol Detection Alarm] display list, display

the [Industrial Protocol Detection Alarm] processing page (as shown in Fig.5-108):

Probe > Logs Management > Protocol Alarm Logs

Alarm Time

src. IP

Src. Port

Dst IP

Dst. Port

Src. MAC

Dst. MAC
Transport Protocol

Application Layer Protocol

Alarm Level
Probe
Probe IP

Processing Status

Processing Opinions

Processing Time

2018-10-31 14:16:48

00:03:1d:0¢:70:cc

00:1b:1b'ae28:e3

PROFINET DCP

Error
Probe160824021
92.168.15.194

Unproce ¥

Fig.5-108 Industrial Protocol Alarm Processing Page

Click the drop-down box of processing status, select "Close", fill in the relevant opinions in the processing

opinions field and click "Save" to complete the processing of alarm information. In this case, such a log will no

longer be seen in the [Industrial Protocol Detection Alarm] list page by default.
Or do not select "Close" but fill in the processing opinions instead.

5.5.3.3.Retrieve a log.

In the [Industrial Protocol Detection Alarm] list page, retrieve an alarm according to the conditions. (As shown

in Fig.5-109):
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@ Probe > Logs Management > ICS Protocol Alarm

)5l MAC Start Time 20191118 00.00.00 Enc 2019-11-18 235959

Fig.5-109 Retrieving an Industrial Protocol Detection Alarm

5.5.4 No Traffic Alarm

When from a certain moment that the traffic specified by some users is not generated, the intelligent monitoring
terminal shall give an no traffic alarm.

5.5.4.1.Log list

Click [Log Management/No Traffic Alarm] in the left navigation bar (as shown in Fig.5-110), enter the [No
Traffic Alarm] list page (as shown in Fig.5-111):

&  Network Connection

A  Abnormal Traffic

t

« Statistical Analysis
B Logs Management v
By Whitelist Alarm
By ICS Protocol Alarm
@ Critical Event Alarm
(@] Abnormal Traffic Logs
£ User-Defined Alarm
[B] Net Session Logs

By ICS Protocol Logs

¢ Probe Run Logs

Fig.5-110 No Traffic Alarm Menu

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
185



75 Management > No-Traffic Alarm

No Src. IP Dst 1P Dst Port Protocol Alarm Level Status. No-Traffic Start Time No-Traffic End Time Processing Status Probe Probe IP Operation
0P ming garming
:::::::

00000 2 TCF

Fig.5-111 No Traffic Alarm List Page
View all the log information on no traffic alarms here, with the meaning given below:
Tab.58 Instruction to No Traffic Alarm Log Display

Column Names Instructions

Src. IP The IP address initiating a data request, in dotted decimal format

Dst. IP The destination IP requesting data, in dotted decimal format

Dst. port The port used by the requested destination machine

Protocol The protocol type of transport layer used by the message

Alarm Level Warning of possible damage levels

No-Traffic Start Time From this moment, the specified rule has no traffic

No-Traffic End Time From this moment on, the specified rule restarts the traffic, which is

displayed as "-" when there is no end time

Probe An intelligent monitoring terminal name that is generated by the system or

named by users, which is easy to remember

Probe IP The IP address assigned by the intelligent monitoring terminal, in dotted

decimal format

Operation Process Further processing of alarm information

In addition to displaying all unprocessed alarms, users can also view historical alarms that have been processed.
Check <Show Processed Logs> on the right side of the [No Traffic Alarm] Whitelist Alarm List tab. (as shown
in Fig.5-112):

Logs Management > No-Traffic Alarm

No Src IP Dst IP Dst Port Protocol Alarm Level Status. No-Traffic Start Time No-Traffic End Time Processing Status Proba Probe IP Operation

ST
184111

Fig.5-112 Displaying Processed No Traffic Alarm List Page
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5.5.4.2.Process a log.

Click <Process> under the operation column in the [No Traffic Alarm] display list, display the [No Traffic

Alarm Information] processing page (as shown in Fig.5-113):

Probe > Logs Management > No-Traffic Alarm

Probe:

Probe IF:

Alarm Time:

Src. IP:

Dst. IP:

Transport Protocol:
Alarm Level:
No-Traffic Start Time :
No-Traffic End Time:

Processing Status:

Probe160824084
192168 4.98
2019-11-18 11:49:38
192.168.1.13/32
192168 4.78/32
uDpP

Waming

2019-11-18 11:49:18

Unproce *

Processing Time:

Processing Opinions:

Fig.5-113 No Traffic Alarm Processing Page
Click the drop-down box of processing status, select "Close", fill in the relevant opinions in the processing
opinions field and click "Save" to complete the processing of alarm information. In this case, such a log will no
longer be seen in the [No traffic Alarm] list page by default.
Or do not select "Close" but fill in the processing opinions instead.

5.5.4.3.Retrieve a log.

In the [No Traffic Alarm] list page, retrieve an alarm according to the conditions. (As shown in Fig.5-114):

Probe > Logs Management > No-Traffic Alarm

No-Traffic Alarm

Probe: |Please select v Probe: Dst. Port: Alarm Status: Al

Fig.5-114

5.5.5.Critical Event Alarm

When a critical event occurs, the traffic flowing through the intelligent monitoring terminal, the intelligent
monitoring terminal will generate an alarm.

Define the critical event in the system as follows:

1. Write operation of all industrial protocols:

2. Request download, start download, finish download, request upload, start upload, finish upload, CPU start,
CPU stop of the S7 protocol.
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5.5.5.1.Log list

Click [Log Management/Critical Event Alarm] in the left navigation bar (as shown in Fig.5-115), enter the
[Critical Event Alarm] list page (as shown in Fig.5-116):

@ Network Connection
A Abnormal Traffic
il  Statistical Analysis
B Logs Management v
By Whitelist Alarm
By ICS Protocol Alarm
A No-Traffic Alarm
(11 Abnormal Traffic Logs
@ User-Defined Alarm
[B] Net Session Logs
By ICS Protocol Logs

& Probe Run Logs

Fig.5-115 Critical Event Alarm Menu
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No.  Alarm Time

Sre. IP

Src
Dev

ce

gement > Critical Event Alarm

Dst
MAC

Transport
Protocal

Application
Layer Protocol

Dst IP Dst Alarm  Processing
Level Status

sic
MAC Devi =

ce

Src. Port

Description

Fig.5-116 Critical Event Alarm List Page

View all the log information on critical event alarms here, with the meaning given below:

Tab.59 Instruction to Critical Event Alarm Log Display

Column Names

Instructions

Alarm Time The time to generate an alarm

Src. IP The IP address initiating a data request, in dotted decimal format

Src. port The port initiating a data request

Src. device The system automatically generates a source device name according to the
source IP, supporting custom source device hame

Dst. IP The destination IP requesting data, in dotted decimal format

Dst. Device The system automatically generates a destination device name according to
destination IP, supporting custom destination device name

Dst. port The port used by the requested destination machine

Transport protocol

The protocol type of transport layer used by the message

Application Layer

The protocol used by the application layer

Protocol

Description Alarm description

Src. MAC The MAC address initiating a data request

Dst. MAC The destination MAC address requesting the data

Alarm Level Warning of possible damage levels

Probe An intelligent monitoring terminal name that is generated by the system or
named by users, which is easy to remember

Probe IP The IP address assigned by the intelligent monitoring terminal, in dotted
decimal format

Operation Processing | Further processing of alarm information
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In addition to displaying all unprocessed alarms, users can also view historical alarms that have been processed.

Check <Show Processed Logs> on the right side of the [Critical Event Alarm] critical event alarm list tab, view

the processed log. (As shown in Fig.5-117):

0gs Management > Critical Event Alarm

s
No. AamTme SciP ' S Port Dst. IP

rc
Device MAC Device

Protocol Layer Protocol Level Status

TcP

Transport Application Alarm  Processing

Description Probe  Probe P Operation

) Frobelste? 19215849
Notice Closed P 5 & Vi

Fig.5-117 Displaying the Processed Critical Event Alarm List Page

5.5.5.2.Process a log.

Click <Process> under the operation column of [Critical Event Alarm] display list, display the [Critical Event

Alarm Information] processing page (as shown in Fig.5-118):

Probe > Logs Management = Critical Event Alarm = Process

Logs Information Processing

Probe:

Probe IP;

Alarm Time:

Src. IP:

Dst. IP;

Src. MAC:

Dst. MAC:
Description:
Transport Protocol:
Application Layer Protocal:
Alarm Level:

Processing Status:

Processing Opinions:

Processing Time:

Probe160824084
192.168.4.98
2019-11-16 16:06:04
192.168.2.200

192.168.2.1

Violate S7 protocol critical event alarm | function code : PLC Stop
TCP

87

Notice

Closed

299

2019-11-17 17:01:18

Fig.5-118 Critical Event Alarm Processing Page

Click the drop-down box of processing status, select "Close", fill in the relevant opinions in the processing

opinions field and click "Save" to complete the processing of alarm information. In this case, such a log will no

longer be seen in the [Critical Event Alarm] list page by default.

Or do not select "Close" but fill in the processing opinions instead.

5.5.5.3.Retrieve a log.

In the [Critical Event Alarm] list page, retrieve an alarm according to the conditions. (As shown in Fig.5-119):
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@ Probe > Logs Management > Critical Event Alarm

tart Time: | 2016-06-05 00:00:00 EndTime: | 2019-11-18 235950 Appacation Layer Protocol: | ~Fleass seict-

Fig.5-119 Retrieving a Critical Event Alarm

5.5.6.User-Defined Alarm

User-defined alarms are generated by messages flowing through intelligent monitoring terminals in accordance
with user-configured rules.

5.5.6.1.Log list

Click [Log Management/User-defined Alarm] in the left navigation bar (as shown in Fig.5-120), enter the
[User-defined Alarm] list page (as shown in Fig.5-121):

P Network Connection

A Abnormal Traffic

il Statistical Analysis
Es Logs Management v

By Whitelist Alarm

By ICS Protocol Alarm

A No-Traffic Alarm

@ Critical Event Alarm

[@ Abnormal Traffic Logs
[B] MNet Session Logs
By ICS Protocol Logs

& Probe Run Logs

Fig.5-120 User-defined Menu

ogs Management > User-Defined Alarm

A Appication Lay
No. ’::: ST P SwcDevke S Port DstIP  DstDevice DstPot S MAC Ost MAC  Transport Protocol ffv";:o‘” o

Processing

Descripton ~ AJarm Level
s At status

Probe Prode 1P Operation

TP

Fig.5-121 User-defined Alarm List Page
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View all the log information on user-defined alarms here, with the meaning given below:

Tab. 60 Instruction to User-defined Alarm Log Display

Column Names

Instructions

Alarm Time Time when an alarm occurs

Src. IP The IP address initiating a data request, in dotted decimal format

Src. Port The port used by the machine initiating the data request

Src. Device The system automatically generates a source device name according to the
source IP, supporting custom source device hame

Dst. IP The destination IP requesting data, in dotted decimal format

Dst. Device The system automatically generates a destination device name according to
destination IP, supporting custom destination device name

Dst. Port The port used by the requested destination machine

Transport Protocol

The protocol type of transport layer used by the message

Application Layer

Specific application types

Protocol

Src.Mac The destination MAC address requesting the data

Dst. MAC The destination MAC address requesting the data

Alarm Level Warning of possible damage levels

Probe An intelligent monitoring terminal name that is generated by the system or
named by users, which is easy to remember

Probe IP The IP address assigned by the intelligent monitoring terminal, in dotted
decimal format

Operation Process Further processing of alarm information

In addition to displaying all unprocessed alarms, users can also view historical alarms that have been processed.
Check <Show Processed Logs> on the right side of the [User-defined Alarm] user-defined alarm list tab, view

the processed log. (As shown in Fig.5-122):

333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us

AVCOMM Technologies Inc.

192




plication Layer \ s
g escription jarm Level e
Protocol Status

Fig.5-122 Displaying Processed User-defined Alarm List Page

5.5.6.2.Process a log.

Click <Process> under the operation column of [User-defined Alarm] display list, display the [User-defined
Alarm Information] processing page (as shown in Fig.5-123):

Probe > Logs Management > User-Defined Alarm Logs
Alarm Time: 2019-10-31 12:32:36
Src. IP: 192.168.1.101
Src. Port: 6147
Dst. IP: 192.168.3.65
Dst. Port: 502
Sre. MAC:
Dst. MAC:
Transport Protocol: TCP
Application Layer Protocol: MODBUS
Alarm Level Caution
Probe
Probe IP 192.168.15.194

Processing Status Unproct v

Processing Opinions

Fig.5 -123 User-defined Alarm Processing Page

5.5.6.2.1. Close the log.

Click the drop-down box of processing status, select "Close", fill in the relevant opinions in the processing
opinions field and click "Save" to complete the processing of alarm information. In this case, such a log will no
longer be seen in the list of [User-defined Alarm Logs] page by default.

Or do not select "Close" but fill in the processing opinions instead.

5.5.6.2.2. Export a message.

When checking to save the user-defined alarms of alarm messages in the intelligent monitoring terminal
configuration, the user-defined alarm message generated by such an intelligent monitoring terminal can be

downloaded. Click <Export a Message> to automatically save the message to the computer executing the operation.
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5.5.6.3.Retrieve a log.

In the [User-defined Alarm] list page, retrieve an alarm according to the conditions. (As shown in Fig.5-124):

@ Probe > Logs Management > User-Defined Alarm

Probe: [Please select v Probe. src. IP: Dst IP
Src. MAC Dst. MAC Application Layer Protacol: | ~Please select-- M Start Time: | 2019-11-18 00:00-00

EndTime: | 2018-11-18 23:59:59

Fig.5 -124 Retrieving a User-defined Alarm.

5.5.7.Industrial Protocol Audit Log

All industrial protocols flowing through the intelligent monitoring terminal will generate an industrial protocol

audit log.

5.5.7.1.Log list

Click [Log Management/Industrial Protocol Audit Logs] in the left navigation bar (as shown in Fig.5-125),
enter the [Industrial Protocol Audit Logs] list page (as shown in Fig.5-126):

@ Network Connection

A Abnormal Traffic

il.  Statistical Analysis

B Logs Management v

By Whitelist Alarm

ICS Protocol Alarm

114

No-Traffic Alarm

Critical Event Alarm

® P

Abnormal Traffic Logs

=

User-Defined Alarm

gl

Net Session Logs

By ICS Protocol Logs

@ Probe Run Logs

@

Fig.5 -125 Industrial Protocol Audit Log Menu
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ICS Protocol Logs

Operation Probe Probe IP Operation

Fig.5 -126 Industrial Protocol Audit Log List Page

The industrial protocol audit logs can be divided into OPC, Modbus, S7, DNP3 and IEC104 protocols. OPC
will be taken as an example here, with other two protocols similar. View all the log information on OPC industrial

protocol audit logs, with the meaning given below:
Tab.61 Instruction to Industrial Protocol Audit Log Display

Column Names Instructions

Alarm Time The time to generate a log

Src. IP The IP address initiating a data request, in dotted decimal format

Src. port The port initiating a data request

Src. device The system automatically generates a source device name according to the
source IP, supporting custom source device name

Dst. IP The destination IP requesting data, in dotted decimal format

Dst. Device The system automatically generates a destination device name according to
destination IP, supporting custom destination device name

Dst. port The port used by the requested destination machine

Protocol The protocol type of transport layer used by the message

Interface The operation interface used by OPC

Operation The operation method used by OPC

Probe An intelligent monitoring terminal name that is generated by the system or
named by users, which is easy to remember

Probe IP The IP address assigned by the intelligent monitoring terminal, in dotted
decimal format
Filter Current Filter the logs, only display all logs on flows to which

Operation Flow the logs belong to
Export Logs Export a log to the local computer
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5.5.7.2.Retrieve a log.

In the [Industrial Protocol Audit Logs] list page, retrieve a log according to the conditions. (As shown in Fig.5-
127):

Src. Port Dst. Port Protocol Interface: | Please select

Filter DCOM: | No v Interface: | Please select v Start Time 2019-10-31 000000 End Tim

Fig.5 -127 Retrieving an Industrial Protocol Audit Log

5.5.8.Network Session Audit Log

All traffic flowing through the intelligent monitoring terminal will generate a network session audit log.

5.5.8.1.Log list

Click [Log management/Network Session Audit Logs] in the left navigation bar (as shown in Fig.5-128), enter
the [Network Session Audit Logs] list page (as shown in Fig.5-129):

% Network Connection

A Abnormal Traffic

=

Statistical Analysis
B Logs Management v
By Whitelist Alarm

ICS Protocol Alarm

Critical Event Alarm

B
A No-Traffic Alarm
®
@

Abnormal Traffic Logs
% User-Defined Alarm
[B] Net Session Logs
By ICS Protocol Logs

& Probe Run Logs

Fig.5 -128 Network Session Audit Log Menu
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1> Network Session Audit

S 1P Sic Device

Dst

Src Port DstIP  Ost Device DsiPorl Prolocol St Tme  End Time OutPackets nBackets OutByles InBytes Probe

MAC

Fig.5 -129 Network Session Audit Log List Page

View all the log information on network session audit logs, with the meaning given below:

Tab.62 Instruction to Industrial Protocol Audit Log Display

Column Names

Instructions

Src. MAC The MAC address initiating a data request, taking ":" as the delimiter

Src. IP The IP address initiating a data request, in dotted decimal format

Src. Device The system automatically generates a source device name according to the
source IP, supporting custom source device name

Src. Port The port initiating a data request

Dst. MAC The destination MAC address requesting data, taking ":" as the delimiter

Dst. IP The destination IP requesting data, in dotted decimal format

Dst. Device The system automatically generates a destination device name according to
destination IP, supporting custom destination device name

Dst. Port The port used by the requested destination machine

Protocol The protocol type of transport layer used by the message

Start Time The time starting to generate a network session

End Time The time ending a network session

OutPackets Number of messages transmitted from the client to the server

InPackets Number of messages transmitted from the server to the client

OutBytes Number of bytes transmitted from the client to the server

InBytes Number of bytes transmitted from the server to the client

Probe An intelligent monitoring terminal name that is generated by the system or
named by users, which is easy to remember

Probe IP The IP address assigned by the intelligent monitoring terminal, in dotted

decimal format
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Operation Export Logs Export a log to the local computer

5.5.8.2.Retrieve a log.

In the [Network Session Audit Logs] list page, retrieve a log according to the conditions. (As shown in Fig.5-
130):

nt > Network Session Audlt

Fig.5 -130 Retrieving a Network Session Audit Log

5.5.8.3.Original message download

In the [Network Session Audit Logs] list page, download messages that are retained at the intelligent terminal
and flow through it. (As shown in Fig.5-131):

ent > Network Session Audit

=== |
Fig.5 -131 Original Message Download Button

Click <Message Download> and enter the message download page, as shown in Fig.5-132. Click

<Download> to download the corresponding message to the local computer.

Probe > Logs Management > Network Session Audit > Original Message Download
Device IP: Start Time End Time
No. Name Operation

60824006 _20191010141315.pcap 3 Downioad

Fig.5 -132 Original Message Download Page

5.5.9.Intelligent Monitoring Terminal Run Log

The intelligent monitoring terminal run log is a log recording the running status of the intelligent monitoring

terminal.

5.5.9.1.Log list

Click [Log Management/Intelligent Monitoring Terminal Run Logs] in the left navigation bar (as shown in
Fig.5-133), enter the [Intelligent Monitoring Terminal Run Logs] list page (as shown in Fig.5-134):
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g Network Connection

A Abnormal Traffic

Statistical Analysis

it}

Logs Management v
By Whitelist Alarm
B ICS Protocol Alarm
A No-Traffic Alarm
@ Critical Event Alarm
[@ Abnormal Traffic Logs
%8 User-Defined Alarm

[E] Net Session Logs

B ICS Protocol Logs

& Probe Run Logs

Fig.5 -133 Intelligent Monitoring Terminal Run Log Menu

Probe > Logs Management > Probe Run Logs

Probe Run Logs List

Probe: |Please select v Log Type: | Please select v Start Time: | 2019-10-31 00:00:00 End Time: | 2019-10-31 23:59.59

No. Probe Probe SN Probe IP Content Operation Time

2019-10-31

Probe160824021 160824021 192.162.15.194. Engine configuration packet updating successiully PTEE

2019-10-31

2 Probe160824021 160824021 192.168.15.194 SMA Online T

Total 1 Page(s) / 2 Record(s),Current Page 1

Fig.5 -134 Intelligent Monitoring Terminal Run Log List Page
View the information on all intelligent monitoring terminal run logs, with the meanings given below:
Tab.63 Instruction to Intelligent Monitoring Terminal Run Log Display

Column Names Instructions

Probe An intelligent monitoring terminal name that is generated by the system or

named by users, which is easy to remember

Probe SN The intelligent monitoring terminal ID generated by the system

Probe IP The IP address assigned by the intelligent monitoring terminal, in dotted

decimal format

Content Detailed descriptive information on logs

Operation time Log generation time
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5.5.9.2.Retrieve a log.

In the [Intelligent Monitoring Terminal Run Logs] list page, retrieve a log according to the conditions. (As
shown in Fig.5-135):

@ Probe > Logs Management > Probe Run Logs

Probe: |Please select v Log Type: |Please select v Start Time 2019-10-31 00:00:00 End Time: | 2019-10-3123:59:59

Fig.5-135 Retrieving an Intelligent Monitoring Terminal Run Log

5.5.10. Abnormal Traffic Log

An abnormal traffic log will be generated whenever abnormal traffic occurs.

5.5.10.1. Log list

Click [Log Management/Abnormal Traffic Logs] (as shown in Fig.5-136) to open the abnormal traffic log page.

(As shown in Fig.5-137):

@ Network Connection

A Abnormal Traffic

=

Statistical Analysis
g Logs Management v
By Whitelist Alarm
By ICS Protocol Alarm
A No-Traffic Alarm
@® Critical Event Alarm
£ User-Defined Alarm
[B] Net Session Logs
By ICS Protocol Logs

& Probe Run Logs

Fig.5 -136 Abnormal Traffic Log Menu
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ient > Abnosmal Trafic Logs

Fig.5 -137 Abnormal Traffic Log Page
View all the log information on abnormal traffic alarms here, with the meaning given below:
Tab.64 Instruction to Whitelist Alarm Log Display

Column Names Instructions

Device Name The name of devices abnormal in traffic
Device IP The IP of devices abnormal in traffic
Abnormal Type The outflow or inflow traffic

Upstream Baseline Value | The amount of upstream traffic in the abnormal traffic baseline configuration

Upstream Actual Value | The amount of upstream traffic actually occurred to the device

Downstream Baseline The amount of downstream traffic in the abnormal traffic baseline
Value configuration

Downstream Actual The amount of downstream traffic actually occurred to the device

Value

Abnormal Time Period The time of generating abnormal traffic

Confirmed Confirm whether abnormal traffic has been processed

Operation Process Further process abnormal traffic

5.5.10.2. Process a log.

Click <Process> under the operation column in the [Abnormal Traffic] display list, display the [Abnormal
Traffic] processing page (as shown in Fig.5-138):
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Abnormal Traffic Processing
Device: OPS_s5_192.168.4.44
Device IP: 192.168.4.44
Abnormal Type: Qutflow
Upstream Baseline Value: 1
Upsiream Actual Value: 1095
Downstream Baseline Value: 1
Downstream Actual Value: 0
Abnormal Time Period: 2019-11-18 15:25:01 To 2019-11-13 15:30:01
Confirm: OYes
Processing Opinions: y
| save ]

Fig.5 -138 Processing Abnormal Traffic
Check to confirm the check box on the right, confirm the log operation. (As shown in Fig.5-139):

Abnormal Traffic Processing
Device: OP3_s5_192.168.4.44
Device IP: 192.168.4.44
Abnormal Type: Cutflow
Upstream Baseline Value: 1
Upstream Actual Value: 1095
Downstream Baseline Value: 1
Downstream Actual Value: 0
Abnormal Time Period: 2019-11-18 15:25:01 To 2019-11-18 15:30:01
Confirm: &ves
Processing Opinions: y
| save ]

Fig.5 -139 Confirming Abnormal Traffic
5.6. System Configuration

5.6.1.Alarm Level Settings

Log in the management platform, click [System Settings/Alarm Level Settings] (as shown in Fig.5-140) to
open the alarm level settings page. (As shown in Fig.5-141):
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Alarm type

Whitelist Alarm

ICS Protocol Alarm

No-Traffic Alarm

Critical Event Alarm

User-Defined Alarm

=! Policy Management

sa Probe Management

g Network Connection

A Abnormal Traffic

{# System Configuration

X Alarm Level

A4

Fig.5-140 Selecting Alarm Level Settings

Emergency Caution

Critical

Error

Warning

Fig.5-141 Selecting Alarm Level to be Set

5.6.2.Instruction to Alarm Levels

Tab.65 Alarm Level List

Notice

Information

Debugging

Sequence | Levels Instruction to Levels

number

1 Emergency | Having made the system inoperable

2 Warning Messages to which the administrator shall pay immediate attention
3 Critical Messages that may have affected the use of device functions
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4 Error Messages that may have caused the device functions unavailable, such as
failed illegal operation

5 Warning Messages that may affect the normal use of device functions normal

6 Notice Event messages normally generated by the device, including messages such
as configuration change as triggered by the administrator

7 Informatio | Common messages about system operations

n
8 Debugging | Detailed information used for system debugging

5.7. Network Connection

5.7.1.Introduction to Functions

Real-time and historical display of network traffic through the terminal device.

5.7.2.Network Connection Baseline Configuration

5.7.2.1.Introduction to functions

Network connection through the terminal device conform to the network connections baseline configuration

rules. The network connection diagram shall be drafted with green lines, otherwise with red lines if incompatible.

5.7.2.2.Rule configuration

Click [Network Connection/Network Connection Baseline Configuration] (as shown in Fig.5-142), open the

network connection baseline configuration page. (As shown in Fig.5-143):
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& Probe Management

Policy Management

& Network Connection v

& Connection Baseline

w4 Traffic Baseline

A Abnormal Traffic

£+ System Configuration

Fig.5-142 Network Connection Baseline Configuration Menu

@ Probe > Network Connection > Connection Baseline

No. Sre. IP Dst. IP Dst. Port Operation
bo00 0000 0
0000 0000 o
000 0000 0

pooo poo0 0

B 8 82 8 8

0000 0000 0

oo |
Fig.5-143 Network Connection Baseline Configuration Page
Enter the [Network Connection Baseline Configuration] page, click <Add> on the right (as shown in Fig.5-
144) to add a new line of rules automatically at the bottom of the list (as shown in Fig.5-145):
Fig.5-144 Rule Add Button
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Probe > Network Connection > Connection Baseline

No. Sre. IP Dst. IP Dst. Port Operation

B 8B B8 B8

i

Fig.5-145 Rule Add Page
Tab.66 Instruction to Rule Fields

Column Names Instructions
Src. IP The IP address initiating a data request, in dotted decimal format
Dst. IP The destination IP requesting data, in dotted decimal format
Dst. Port Destination port, ranging from 0 to 65535
Delete Delete the selected rule
Save all modification information to the database and make it come into
Save
effect

5.7.2.3.Learning Data

Enter the [Network Connection Baseline Configuration] page (as shown in Fig.5-146), click <Learning Data>
to skip to the learning data page. (As shown in Fig.5-147):

Probe > Network Connection > Connection Baseline

No. sre. IP Dst. IP Dst. Port Operation

5 8 8 8 8

]

Fig.5-146 Learning Data Button
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Learning Data

e
@ Probe > Network Connection > Learning Data
Learning Data Prompt: Entries added through learning data are automatically saved to the baseline list
ST Addtoneorkbasone
O No. Src. IP Dst IP Dst. Port
O 1 192.168.10.100 192.168.10.160 502
o 2 192.101.1.1 192.101.1.2 44313
o 3 192.115.11 192.1151.2 44313
-

Fig.5-147 Learning Data Page
Filter learning data by query criteria. (As shown in Fig.5-148):

Learning Data
& Probe > Network Connection > Learning Data

Learning Data Prompt: Entries added through leaming data are automatically saved to the baseline list

o [ ] N

Fig.5-148 Learning Data Search
After selecting the data, click <Add to Network Baseline> to add the learning data to the rule configuration
page. (As shown in Fig.5-149):

Learning Data

s [ I

& No Src IP Dst. IP Dst Port
Ef 1 192 168 10.100 192 168.10.160 502
Ef 2 19210111 19210112 44818
Ef 3 192 11511 192 11512 44818
Ef 4 192 10811 19210812 44818
Ef 5 192.168.15.111 239.255.255.250 1900

Fig.5-149 Adding the Learning Data
After selecting the data, click <Delete> to delete the learning data. (As shown in Fig.5-150):
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& No Src. IP Dst IP Dst Port

(| 1 192.168.10.100 192.168.10.160 502

W™ 2 192.101.1.1 192.101.1.2 44818
i) 3 19211511 192.115.1.2 44818
) 4 192.108.1.1 192.108.1.2 44818
W™ 5 192.168.15.11 239.255.255.250 1900

Fig.5-150 Deleting the Learning Data

5.7.3.Network Traffic Baseline Configuration

5.7.3.1.Introduction to functions

Network connection through the terminal device conform to the network connections baseline configuration

rules. The networking diagram shall be drafted with green lines, otherwise with red lines if incompatible.

5.7.3.2.Rule configuration

Click [Network Connection/Network Traffic Baseline Configuration] (as shown in Fig.5-151), open the

network traffic baseline configuration page. (As shown in Fig.5-152):

22 Probe Management

Palicy Management
@ Network Connection A4

& Connection Baseline

st Traffic Baseline

A Abnormal Traffic

£+ System Configuration

Fig.5-151 Network Traffic Baseline Configuration Menu
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Probe > Network Connection > Traffic Baseline

No. Sre. IP Dst. IP QutBytes InBytes Operation

0.0.0 0.0.0 o 0 o
Fig.5-152 Network Traffic Baseline Configuration Page
Enter the [Network Traffic Baseline Configuration] page, click <Add> on the right (as shown in Fig.5-153) to

add a new line of rules automatically at the bottom of the list (as shown in Fig.5-154):

Fig.5-153 Rule Add Button

Probe > Network Connection > Traffic Baseline

No. Src. IP Dst. IP OutBytes InBytes Operation

o

Fig.5-154 Rule Add Page
Table 67 Instruction to Rule Fields

Column Names Instructions
Src. IP The IP address initiating a data request, in dotted decimal format
Dst. IP The destination IP requesting data, in dotted decimal format
OutBytes The amount of upstream traffic through the terminal device.
InBytes The amount of downstream traffic through the terminal device.
Delete Delete the selected rule
Save all modification information to the database and make it come into
Save
effect

5.7.4 Network Connection Diagram

5.7.4.1.Introduction to functions

Draft all network connections through the terminal device in real time, with the data conforming to rule
configuration drafted with a green line, otherwise with a red line. Query the historical network connections, Based
on rules same to those for real time.

5.7.4.2.Real-Time network connection diagram

Click [Network Connection/Network Connection Diagram] (as shown in Fig.5-155), open the network
connection diagram page. (As shown in Fig.5-156):
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& Network Connection v

g Network Connections

A Abnormal Traffic

Statistical Analysis

B Logs Management

Fig.5-155 Network Connection Diagram Menu

2 Probe > Network Connection > Network Connections

Fig.5-156 Network Connection Diagram Page
When the start time and end time are blank, the network connection diagram drafted in this case is a real-time
one, which can be filtered and searched by other conditions. (As shown in Fig.5-157):

@ Probe > Network Connection > Network Connections

Prompt: After entering the time period, the static history view will be displayed

Start Time: End Time Src. IP: g 127.001 Dst IP: |eg 127001
Dst Port: [portrange 065535 Dst MAC: bg nmAEH [ searn |
' Display device IP address  (Double-ciick tne IP valug ta view the netwark connection details
Normal Connection Il Abnormal Cannection

Fig.5-157 Real Time Network Connection Diagram
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5.7.4.3. Historical network connection diagram

When the start and end time are not blank, the network connection diagram displayed is a historical one, which

can be filtered by other conditions. (As shown in Fig.5-158):

|§»-’ : End Time I src.IP Dst. IP

Fig.5-158 Historical Network Connection Diagram

5.8. Abnormal Traffic

5.8.1.Introduction to Functions

Graphically display whether the network traffic of all devices is normal, with three states in total: (as shown in
Fig.5-159)

1.Normal status: the traffic during the current inspection cycle is normal, with all abnormal traffic alarms
confirmed.

2.Flashing in red: the traffic during the current inspection cycle is abnormal, whether the abnormal traffic
alarm is confirmed or not.

3.Red box: the traffic during the current inspection cycle is normal, not with all abnormal traffic alarms
confirmed.

Probe = Abnormal Traffic = Abnormal Traffic

Fig.5-159 Three Graphical Displays
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5.8.2.Baseline Configuration

5.8.2.1.Introduction to functions

Configure the extent to which the traffic through the device goes beyond in 5 minutes as abnormal traffic.

5.8.2.2.Rule configuration

Click [Abnormal Traffic/Baseline Configuration] (as shown in Fig.5-160), open the baseline configuration
page. (As shown in Fig.5-161):

Probe Management

Policy Management
® Network Connection

A Abnormal Traffic v

& Baseline Configuration

[@ Abnormal Traffic

3 System Configuration

Fig.5-160 Baseline Configuration Menu

Probe > Abnormal Traffic > Baseline Configuration
No. Device Device IP Device MAC OutBytes InBytes Operation

Fig.5-161 Baseline Configuration Page
Enter the [Baseline Configuration] page, click < Add> on the right (as shown in Fig.5-162) to add a new line
of rules automatically at the bottom of the list (as shown in Fig.5-163):

HEEmE

Fig.5-162 Rule Add Button

Probe > Abnormal Traffic > Baseline Configuration

No. Device Device IP Device MAC OutBytes InBytes Operation
0 0 o Delete

o Delete

0 0 o

Fig.5-163 Rule Add Page
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Tab.68 Instruction to Rule Fields

Column Names Instructions
Device Automatically display the corresponding device name through the input
device IP
Device IP Device IP address
OutBytes The amount of upstream traffic through the terminal device
InBytes The amount of downstream traffic through the terminal device
Delete Delete the selected rule
Save all modification information to the database and make it come into
Save
effect

5.8.3.Abnormal Traffic Monitoring

5.8.3.1.Introduction to functions

The user can select the device to be displayed. The device dragged to the main interface displays the status
information. For devices not included in the main interface, traffic anomaly is not checked.

5.8.3.2. Traffic monitoring

Click [Abnormal Traffic/Abnormal Traffic Monitoring], as shown in Fig.5-164, open the abnormal traffic
monitoring page. (As shown in Fig.5-165):
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@ Network Connection

A Abnormal Traffic v

(7] Abnormal Traffic

il Statistical Analysis

B Logs Management

Fig.5-164 Abnormal Traffic Monitoring Menu

|
il

Fig.5-165 Abnormal Traffic Monitoring Page
Filter device lists by device name or IP address. (As shown in Fig.5-166):
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w Hiding and Searching

! Hide Ports

Device name or IP address

Device List (Drag point to canvas)

g mwe mwg w0 wd wad wa wO

[ i

Device15708639533781
Device15708640444952
YHL-test-EN
Device15708671139091
Device15708671139292
Device15708671139518
Device157086711396214
Device157086711397320

Device157086711398026

Fig.5-166 Filtering Function

Drag the device onto the canvas, start to monitor the device traffic. (As shown in Fig.5-167):

@ Probe > Abnormal Traffic > Abnormal Traffic

vice15708671139091
170.31.142

Open Port: 137,136, 61668,52563,54962
58754

Fig.5-167 Monitoring Page

w  Hiding and Searching

Hide Ports

Device List (Drag point to canvas)

¥ Device157086711397820

¥ Device157085711399926

B Devica157085711400132
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5.9. Statistical Analysis
5.9.1.Historical Statistics of Network Traffic Messages

5.9.1.1.Introduction to functions

Compare the network traffic and number of messages of the two devices by hour and day respectively.

5.9.1.2. Statistical query

Click [Statistical Analysis/Historical Statistics of Network Traffic Messages] (as shown in Fig.5-168), open
the historical statistics of network traffic messages page. (As shown in Fig.5-169):

Metwork Connection
A Abnormal Traffic

il Statistical Analysis v

B Traffic Compare

W Live Traffic

E] PacketTop N

fE Traffic Top M

[ PortTop N

& Alarm Event Statishics

2 Logs Management

Fig.5-168 Menu of Historical Statistics of Network Traffic Messages

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
216



Historical Traffic

Device IP: Contrast Device IP: Start Time: End Time:
Device: Contrast Device:
IP Statistics Based On Number Of Messages (Hours) = IP Statistics Based On Number Of Messages (Hours) =
Start Time:, End Time:, Device IP Start Time:, End Time:, Device IP

essages (number)

Fig.5-169 Page of Historical Statistics of Network Traffic Messages
Input the IP of the device and the compared device, click Search the Query Results, which refer to the statistical
data of that day based on hours (as shown in Fig.5-170), input the start time and the end time to make statistics of

the data during the selected time period by day. (As shown in Fig.5-171):

Probe > Statistical Analysis > Historical Traffic

Device IP Contrast Device IP Start Time End Time:

Fig.5-170 Data Statistics of that Day

Device Contrast Device

Contrast Device:
Dewiesst Device
Devieast Device
Device:

1P Statistics Based On Number OF Messages (Hours) 1P Statistics Based On Number Of Messages (Hours)

Start Time:, End Time:, Device IP: Start Time. €00 Time., Device P

Nurmber Of fessages

Traffic-based IP Statistics (Hours) Traffic-based IP Statistics (Hours)

Start Time:, End Time:, Davice IP: Stare Time:, Endl Time:, Device P

Number OF Taffic )

Fig.5-171 Data Statistics Based on days.

5.9.1.3. Export a statistical graph.

Click the Export == icon, export the current statistical graph (as shown in Fig. 5-172), click <Export All> to
export all statistical graphs in the page. (As shown in Fig.5-173):

Era e
Device: Contrast Device:

IP Statistics Based On Number Of Messages (Hours) . IP Statistics Based On Number Of Messages|(Hours) E‘

Start Time:, End Time:, Device IP Start Time:, End Time:, Device [P

Export PNG File
Export JPG Flle
Export SVG File
Export PDF File

=

=
E

Message Prompt (View logs management module for more warning loas)

Fig.5-172 Export to a Single Statistical Graph
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Probe > Statistical Analysis > Historical Traffic

Device IP: Contrast Device IP Start Time

Fig.5-173 Export All Statistical Graphs

5.9.2. Network Real-Time Traffic

5.9.2.1.Introduction to functions

Press 5 minutes, 2 hours, display the real-time traffic currently flowing through the system for a node every

day.
5.9.2.2.Real-time traffic

Click [Statistical Analysis/Network Real-time Traffic] (as shown in Fig.5-174), open the network real-time
traffic page. (As shown in Fig.5-175):
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& Metwork Connection
A Abnormal Traffic

th  Statistical Analysis W
B Historical Traffic
E Traffic Compare
& PacketTop N
Traffic Top N

¥ PortTopMN

& Alarm Event Statistics

B Logs Management

Fig.5-174 Network Real-time Traffic Menu

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
219



Live Traffic (minutes)

Live Traffic (hours)

Live Traffic (days)

400M

200M

Traffic(s)

Fig.5-175 Network Real-time Traffic Page

Enter the page, refresh the minute-based diagram every 5 minutes, the hour-based diagram every 2 hours and

the day-based diagram every 24 hours.

5.9.3.Statistics of Number of Messages

5.9.3.1.Introduction to functions
IP statistics corresponding to the number of messages passing through.

5.9.3.2.Query the number of messages.

Click [Statistical Analysis/Statistics of Number of Messages] (as shown in Fig.5-176), open the statistics of

number of messages page. (As shown in Fig.5-177):
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2  Network Connection

A Abnormal Traffic

il: Statistical Analysis W
B Historical Traffic
B Traffic Compare

#+ Live Traffic

@] Packet Top N

[ Traffic Top N
[« Port Top N

& Alarm Event Statistics

2 Logs Management

Fig.5-176 Menu of Statistics of Number of Messages

fical Analysis > Packet Top N

"

Fig.5-177 Page of Statistics of Number of Messages

Query the number of messages in a specified time by query conditions, which can be filtered by receiving and
sending. (As shown in Fig.5-178):
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Probe > Statistical Analysis > Packet Top N

Columns Number: | 10 Start Time: | 2019-10-30 EndTime: | 2019-10-30

Fig.5-178 Query the Number of Messages

5.9.3.3.Export a statistical graph.

Click the Export = icon, export the current statistical graph. (As shown in Fig.5-179):

Packet Top N

1P statistics based on the number of messages

Fig.5-179 Export a Statistical Graph

5.9.4. Traffic Statistics

5.9.4.1.Introduction to functions
The corresponding traffic based on IP statistics.

5.9.4.2.Query traffic

Click [Statistical Analysis/Traffic Statistics] (as shown in Fig.5-180), open the traffic statistics page. (As shown
in Fig.5-181):
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2 Network Connection

A Abnormal Traffic

Statistical Analysis v
B Historical Traffic
B Traffic Compare
4 Live Traffic
] PacketTop N
[« PortTop N

& Alarm Event Statistics

2 Logs Management

Fig.5-180 Traffic Statistics Menu

@ Probe > Statistical Analysis > Traffic Top N

Traffic Top N

Columns Number: [ 10 Start Time: [ 2019-10-30 EndTime: | 20181030 [ sean |

Al v

Fig.5-181 Traffic Statistics Page
Query the traffic in a specified time by query conditions, which can be filtered by receiving and sending. (As
shown in Fig.5-182):

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
223



Probe > Statistical Analysis > Traffic Top N

Traffic Top N
Columns Number 10 Start Time: 2019-10-30 End Time: 2019-10-30
Al v
Send Traffic-Based IP Statistics —
Receive =
Start Time 2019-10-30, End Time:2019-10-30All Traffic

Of Traffic (8

Fig.5-182 Query Traffic

5.9.4.3.Export a statistical graph.

Click the Export = icon, export the current statistical graph. (As shown in Fig.5-183):

Probe > Statistical Analysis > Traffic Top N

Traffic Top N
Columns Number: | 10 StartTime: | 2019-10-30 End Time: | 2019-10-30
A v

Traffic-Based IP Statistics [

Start Time:2019-10-30, End Time:2019-10-30All Traffic

nber Of Traffic 8)

Fig.5-183 Exporting the Current Statistical Graph

5.9.5.Port Statistics

5.9.5.1.Introduction to functions
The corresponding traffic based on IP statistics; the corresponding traffic based on port statistics.

5.9.5.2.Query port

Click [Statistical Analysis/Port Statistics] (as shown in Fig.5-184), open the port statistics page, as shown in
the figure below: (as shown in Fig.5-185):
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@

Metwork Connection

A  Abnormal Traffic

Statistical Analysis W
B Historical Traffic
E Traffic Compare
¢+ Live Traffic
& Packet Top N
Traffic Top M

‘A  Alarm Event Statistics
B Logs Management

Fig.5-184 Port Statistics Menu

@ Probe > Statistical Analyss > Port Top N

1P-Based Port Statistics

Fig.5-185 Port Statistics Page
Query the traffic in a specified time by query conditions, which can be filtered by receiving and sending. (As
shown in Fig.5-186):

robe > Statistical Analysss > Port Top N

1P-Based Port Statistics
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Port Top N

1P-Based Port Statistics

Fig.5-186 Query Traffic

5.9.5.3. Export a statistical graph.

Click the Export = icon, export the current statistical graph (as shown in Fig.5-187), click <Export All>
to export all statistical graphs in the page. (As shown in Fig.5-188):

Probe > Statistical Analysis > Port Top N

1P-Based Port Statistics

e, End Time All ports

Fig.5-187 Exporting a Statistical Graph

Probe > Statistical Analysis > Port Top N

IP-Based Port Statistics

Start Time:, End Time:All ports

Fig.5-188 Exporting All Statistical Graphs

5.9.6.Alarm Event Statistics

5.9.6.1.Introduction to functions

Generate direct-viewing images according to the number of alarm events, for the auditor to make an analysis.
(As shown in Fig.5-189):

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
226



A Abnormal Traffic b

th Statistical Analysis W

E Historical Traffic

Traffic Compare
4+ Live Traffic

Packet Top N

]

Traffic Top N

&
C]

Port Top N

Alarm Event Statistics

Fig.5-189 Menu

@ Probe > Statistical Analysis > Alarm Event Statistics

Alarm Event Statistics

Start Teme: | 2019-11-12 EndTme: | 2019-11-18 EE 3

Alarm Event Statistics
Sttt Toma 2018-11-12, End Time 2018-11-18

Fig.5-190 Statistics Page

5.9.6.2.Query data

Query the data in a specified time by query conditions. (As shown in Fig.5-191):

@ Probe > Statistical Analysis > Alarm Event Statistics

Alarm Event Statistics

ISIanT\me: 2019-11-12 End Time: [ 20191118 I Il ED I

Alarm Event Statistics

Alarm Event Statistics

Start Time:2018-11-12, End Time 2015-11-18 Stars Time:2018-11-12, End Time 20151118

Quanity E eyl

Fig.5-191 Query Data

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
227



5.9.6.3. Export a statistical graph.

Click the Export == icon, export the current statistical graph (as shown in Fig.5-192), click <Export All>
to export all statistical graphs in the page. (As shown in Fig.5-193):

sis > Alam Event Statistics

Fig.5-192 Exporting a Statistical Graph

ysis > Alarm Event Statistics

(=]

Alarm Event Statistics

aming o rossent watsan

Fig.5-193 Exporting All Statistical Graphs
6. System Configuration

6.1. System Overview

After successfully logging in the management platform as auditor, find [System Settings] in the above menu
bar, click the button, then find [System Overview/System Overview] in the left navigation bar, click Menu (as shown

in Fig.6-1), display the system operation log page on the right (as shown in Fig.6-2):
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¥, Topology Management

£+ System Operation Logs

M Hard Disk Capacity Logs

S System Reboot Logs

[2) Database Backup Logs

11 System Configuration

@ Unknown Device

i

SysLog Logs

Fig.6-1 System Overview Menu Bar

@ Management Platform > System Overview > System Overview

Firewall Client Probe

Offime 18 Online Offine 8 Online Offine 18 vl

Alarm Event Amount Trend Graph

Frewall Alsrn
Hoat Sacurty Guarding Al

Fig.6-2 System Overview Page
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6.1.1.System Overview Display

System overview can view the online status of industrial firewall, IEG client and monitoring audit terminal
device (as shown in Fig.6-3), as well as number of alarms (as shown in Fig.6-4) and alarm trendy (as shown in
Fig.6-5) in real time.

Offinatn 100.00% Gntomi1} 10000%

Number of Alarm Events Trend Graph

Fireuatt Narm

= Montor Audic Atz

Fig.6-3 Online Status of Device

Management Platform Performance Monitoring

CPU Usage Memory Usage Hard Disk Usage

3.1 60.57 89

Fig.6-4 Management Platform Performance Monitoring

Number of Alarm Events Trend Graph

[——p—

= Monitor Audit Alaves

2 S
Fig.6-5 Alarm Trend

6.2. System Operation Log

After successfully logging in the management platform as auditor, find [System Settings] in the above menu
bar, click the button, then find [System Operation Logs/System Operation Logs] in the left navigation bar, click
Menu (as shown in Fig.6-6), display the system operation log page on the right (as shown in Fig.6-7):
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% Topology Management

(® System Overview

{#+ System Operation Logs WV

#+ System Operation Logs

™ Hard Disk Capacity Logs

5 System Reboot Logs

=) Database Backup Logs
14 System Configuration

(=a)

@ Unknown Device
9 Syslog Logs
Fig.6-6 System Operation Log Menu Bar

@ Management Platform > System Operation Logs > System Operation Logs

Operation Log List

Operation IP User |Please select v Log Source |Please select v Operation Type | Please select v
No. Time User Log Source Operation Type Operation IP Content
1 2019-10-31 15:52:15 admin_zpf Management Platform Login 192.168.1.101 Login successfully
2 2019-10-31 15:32:34 audit_lzz Management Platform Login 192.168.1.205 Login successfully
3 2019-10-31 15:32:24 audit_lzz Management Platform Logout 192.168.1.205 Exit successfully
4 2019-10-31 15:32:14 audit_Izz Management Platform Login 192.168.1.205 Login successfully
5 2019-10-31 15:3201 audit_Izz Management Platform Logout 192.168.1.205 Exit successfully
6 2019-10-31 15:10:07 audit_Izz Management Platiorm Login 192.168.1.205 Login successfully
7 2019-10-31 15:09:58 audit_izz Management Platform Logout 192.168.1.205 Exit successfully
8 2019-10-31 15:09:47 audit_izz Management Platiorm Login 192.168.1.205 Login successfully
9 2019-10-31 15:09:38 admin_tzz \Management Flatiorm Logout 192.168.1.205 Exit successfully

Fig.6-7 System Operation Log Page

6.2.1.Retrieve a Log

In the [System Operation Logs] list page, retrieve a log according to the conditions. (As shown in Fig.6-8):
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@ Management Platform > System Operation Logs > System Operation Logs

Operation Log List

Operation IP User |Please select v Log Source |Please select v Operation Type |Please select v

Fig.6-8 Query Conditions

6.3. Hard Disk Utilization Logs

After successfully logging in the management platform as auditor, find [System Settings] in the above menu
bar, click the button, then find [Hard Disk Utilization Logs/Hard Disk Utilization Logs] in the left navigation bar,
click Menu (as shown in Fig.6-9), display the hard disk utilization logs page on the right (as shown in Fig.6-10):

¥ Topology Management
(% System Owerview
f+ System Operation Logs
® Hard Disk Utilization LogsV'
S System Reboot Logs
[#] Database Backup Logs
11 System Configuration
Unknown Device

Syslog Logs

Fig.6-9 Hard Disk Utilization Logs Menu Bar
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s » Hara Disk Utiization Logs

No Time Management Piatform 1P Description

Fig.6-10 Hard Disk Utilization Logs Page

6.3.1.Retrieve a Log

In the [Hard Disk Utilization Logs] list page, retrieve a log according to the conditions. (As shown in Fig.6-
11):

Hard Disk Utilization Logs

Start Time End Time Management Platform IP:

Fig.6-11 Retrieve Conditions

6.4. System Restart Log

After successfully logging in the management platform as auditor, find [System Settings] in the above menu
bar, click the button, then find [System Restart Logs/Hard Disk Utilization Logs] in the left navigation bar, click
Menu (as shown in Fig.6-12), display the system restart log page on the right (as shown in Fig.6-13):
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#* Topology Management
% Systemn Overview

{+ Systemn Operation Logs
® Hard Disk Utilization Logs

D System Reboot Logs A

# System Reboot Logs

[#] Database Backup Logs
System Configuration
Unknown Device

] Syslog Logs

Fig.6-12 System Restart Log Menu Bar
@ Management Platform > System Reboot Logs > System Reboot Logs

System Reboot Logs

No. Time Management Platform IP Description
1 2019-10-30 14:33:03 192.168.4.70 System reboot
2 2019-10-30 14:31:07 192.168.4.70 System reboot
3 2019-10-30 14:22:15 16.16.16.13 System reboot
4 2019-10-30 11:47:54 192.168.4.70 System reboot
5 2019-10-30 09:55:06 192.168.4.70 System reboot
6 2019-10-28 20:07:06 192.168.4.70 System reboot
7 2019-10-28 18:00:41 192.168.470 System reboot
8 2019-10-18 17:27:57 192.168.4.70 System reboot
9 20191018 16:41:14 192.168.4.70 System reboot
10 20191017 11:49:28 192.168.4.70 System reboot
11 5010 10 17 102248 102 182 470 uetam rahnnt

Fig.6-13 System Restart Log Page

6.4.1.Retrieve a Log

In the list page of system restart logs, the logs can be retrieved based on the conditions. (As shown in Fig.6-
14):

System Reboot Logs

Fig.6-14 Retrieve Conditions
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6.5. Database Backup Log

After successfully logging in the management platform as auditor, find [System Settings] in the above menu
bar, click the button, then find [Database Backup Logs/Database Backup Logs] in the left navigation bar, click Menu
(as shown in Fig.6-15), display the database backup log page on the right (as shown in Fig.6-16):

% Topology Management

B System Overview

{+ System Operation Logs
M Hard Disk Utilization Logs
S System Reboot Logs

[E Database Backup Logs W

[ Database Backup Logs

i System Configuration
Unknown Device
SysLog Logs

Fig.6-15 Database Backup Log Menu Bar
Management Platform > Database Backup Logs > Database Backup Logs

Database Backup Logs
Start Time: End Time

No. Backup Time Result Operation Time Number of Files Number of PCAP Files

Total 0 Page(s) / 0 Record(s).Current Page 1

Fig.6-16 Database Backup Log Page

6.5.1.Retrieve a Log

In the [Database Backup Logs] list page, retrieve the log according to the conditions. (As shown in Fig.6-17):

Database Backup Logs

Start Time: End Time:

Fig.6-17 Retrieve Conditions

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
235



6.6. System Configuration

6.6.1.Password Management

Log in as the configuration administrator, find [System Configuration/Password Management] in the left

¥ Topology Management

navigation bar (as shown in Fig.6-18):

tii System Configuration W

B, Password Management

Data Storage Configuration

ﬁb

F8 Protocol Parameter
Protocol Parsing Engine

£
@ License Management

<]

Device Management
B Trusted Hosts
£+ SysLog Configuration
& USM Upgrade

@ Unknown Device

Fig.6-18 Password Management Menu Bar
Log in as auditor, find [System Configuration/Password Management] in the left navigation bar (as shown in
Fig.6-19):
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* Topology Management

1t System Configuration WV

2, Password Management

& Data Storage Configuration
[g Protocol Parameter

i Protocol Parsing Engine

(]

License Management

(=]

Device Management

B Trusted Hosts

#+ SysLog Configuration

@

USM Upgrade
@ Unknown Device

Fig.6-19 Password Management Menu Bar
Log in as the system operator, find [System Configuration/Password Management] in the left navigation bar
(as shown in Fig.6-20):

11 System Configuration WV

i, Password Management

##* Data Storage Configuration
[@ Protocol Parameter

#+ Protocol Parsing Engine

@ License Management

B Device Management

R Trusted Hosts

#+ Syslog Configuration

y

& USM Upgrade

Fig.6-20 Password Management Menu Bar

Click Menu to see the password management page on the right (as shown in Fig.6-22):
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Management Platform > System Configuration > Password Management

User Name: admin_lzz
Current Password:
New Password:

Confirm New Password:

Fig.6-22 Password Management Page

6.6.1.1.Reset a password.

Reset the password for the user having currently logged in, fill in the password and click <Save>.

6.6.1.2. Modify the PIN

Modifying the PIN code allows the user to modify the PIN code of the USBKey already associated with the
user. This feature is only available to users who have correctly installed the USBKey plug-in and are associated
with the USBKey.

To modify the PIN code, download and install the USBKey plug-in. See Fig.6-23 for the download link url:

Management Platform > System Configuration > Password Management

User Name: y2
Current Password:
New Password

Confirm New Password:

First bind USBkey to user and download the plug-in to use the following functionalify,USBKey Dovmload Link!

Please enter the current PIN:
» Please enter the new PIN:

Please enter the new PIN again:

Fig.6-23 Modify a PIN Code Page
To modify the PIN code, please enter the correct old PIN code. The new PIN code and the repeated new PIN
code must be the same. The PIN code must meet the following conditions: the password must contain upper- and
lower-case letters, numbers and special characters, with a length of less than 8 characters and up to 16 characters.
Click <Modify a PIN Code> to complete the operation of modifying a PIN code.

6.6.2.User Management

The management platform supports decentralized and hierarchical management, currently supporting users of
four levels: system operator, configuration administrator and audit administrator. The system operator can create
different users and assign different roles. The configuration administrator can manage configurations, and auditor

can view all logs.
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6.6.2.1. Information view

System operator logs in, click system configuration/user management in the left navigation bar (as shown in

Fig.6-24), and enter the page of user management (as shown in Fig.6-25):

111 System Configuration WV

B, Password Management

& User Management

BB USBKey Management

Fig.6-24 user administration menu

User IManagement

Download the USBKey plug-in firstto use the function of PIN code, Downipad ik

No. User Name Authorty Type UsBKey Information Remarks Creation Time Operation

Fig.6-25 user managed list page

6.6.2.2. Add user.

Log in as the system operator, click <Add> on the right side of the [System Configuration/User Management]
user list tab (as shown in Fig.6-26) to pop up the user add page (as shown in Fig. 6-27):

@ Management Platform > System Configuration > User Management

User Management Download the USBKey plug-in first to use the function of PIN code, Download link!

Fig.6-26 User Add Button
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Unifiedsecurity managementplatform > System Configuration > User Management
Add user
User Name * Only Chinese characters, numbers, letters and underscores are allowed for the us
User Password * The password must be the combination of capital and lower-case letters, numbers

Confirm Password:

User Authority Configure Administratc v

Remarks

Fig.6-27 User Add Page
Table 64 Instruction to User Add Information

Column Names Instructions

Username Define a meaningful name for the user that is easy to understand and
remember

User Password The user login password must be upper and lower case letters, numbers and

special characters (#@! ~%"&*), with a length not less than 8 characters and

up to 16 characters

Confirm Password Enter the user's login password again
User Authority User access level; choose between the configuration administrator and
auditor
Remarks Optional, additional explanatory information
Save Submit all information and go back to the user list display
page
Operation
Back Ignore all modifications and go back to the user list display
page

6.6.2.3. Modify a password.

Log in as the system operator, click <Modify a Password> under the operation column in the [User
Management| user list, open the [User Management] user basic information modify page, modify the basic
information on the user (as shown in Fig.6-28):
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Unified Security Management Platform > System Configuration > User Management

Modify User Basic Information

User Name audit_lzz
User New Password * The password must be the combination of capital and lower-case letters, numbers
Confirm Password
User Authority Audit Administrator

Fig.6-28 Modify a Password Page

6.6.2.4.Modify a remark.

Log in as the system operator, click <Modify a Remark> under the operation column in the [User Management]
user list, open the [User Management] user basic information modify page, modify the basic information on the

user (as shown in Fig.6-29):

Unified Security Management Platform > System Configuration > User Management

Modify User Basic Information

User Name: admin
User Autharity : Configure Administrator
Remarks:

Fig.6-29 Modify a Remark Page

6.6.2.5.Delete a user.

Log in as the system operator, click <Delete> under the operation column in the [User Management] user list,

click <Save> to delete the user that is no longer in use.

6.6.2.6.Bind a USBKey

To bind the USBKey, please download and properly install the USBKey plug-in first, and insert the USBKey
to be bound before it can be used properly.

Log in as the system operator, click <Bind a USBKey> under the operation list to be bound with the USBKey
under [User Management] (as shown in Fig.6-30), enter the bind a USBKey page (as shown in Fig.6-31):
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Fig.6-30 Bind a USBKey Button

Unified Security Management Platform > System Configuration > User Management

Modify User Basic Information Download the USBKey plug-in first to use the function of this page, Download link!
User Name: audit_lzz
User Authority : Audit Administrator
USBKey List: Please sslect v

Fig.6-31 Bind a USBKey Page
Select the USBKey to be bound in the drop-down USBKey list, click <Save> to successfully associate the
selected USBKey with the user. The user needs to insert the associated USBKey and enter the correct PIN code to
log in the USM again.
After selecting a USBKey in the USBKey list, click <Change an Alias> to enter the USBKey alias modification
page, (as shown in Fig.6-32):

Modify USBKey Alias
Unified Security Management Platform > System Configuration > User Management

Modify USBKey Alias

New alias:

Fig.6-32 USBKey Alias Modification Page
Enter the new alias, click <Save> and make it come into effect, go back to the bind a USBKey page; click
<Back> and go back to the bind a USBKey page.

6.6.2.7.Unbind a USBKey

To unbind a USBKey, only operate for a user bound with a USBKey.
Log in as the system operator, click <Unbind a USBKey> under the user operation list with the USBKey to be
unbound under [User Management] (as shown in Fig.6-33):

] audt_lzz Audit Administrator AA05553A9400355C 2019-10-30 09:42:05 a c‘a'c‘;; Pass 4 :‘1"/(?51 & L”;_‘:”‘ use [ ?efdi PINC Y pele

Fig.6-33 Unbind a USBKey Button
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Click <Confirm> to unbind the USBKey. Click <Cancel> to cancel the operation, (as shown in Fig.6-34):

Prompt

Are you sure individualized USBKey?

Fig.6-34 Unbind a USBKey Confirm Page

6.6.2.8.Reset a PIN code.

To reset a PIN code, please download and properly install the USBKey plug-in first. Insert the USBKey with

the user to be reset before it can be used properly.
Log in as the system operator, click <Reset a PIN Code> under the user operation list with the PIN code to be

unbound under [User Management] (as shown in Fig.6-35):
71 audit 12z Audit Administrator AADS553A0400255C 2019-10-20 09:42:05 {84 Change Pass [ ;‘1":5" 5] L"E:d UsB{[ZRese

PIN c fffy Dele
word te

Fig.6-35 Reset a PIN Code Button
Click to display the page as shown in Fig.6-36, click <Confirm>, reset the PIN code of the user's USBKey to

the initial password, click <Cancel> to cancel the operation.

Prompt

Sure to reset the USBKey PIN?

Fig.6-36 Unbind a USBKey Confirm Page

6.6.3.USBKey Management

The operation page is used to change an alias and reset a PIN code for USBKey. To use the functions,
download and professionally install the USBKey plug-in. Log in as the system operator, click [System
Configuration/USBKey Management] in the left navigation bar (as shown in Fig.6-37), enter the [USBKey
Management] page (as shown in Fig.6-38):
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i System Configuration WV

B, Password Management

an User Management

EE USBKey Management

Fig.6-37 USBKey Management Navigation

@ Unified Security Management Platform > System Configuration > USBKey Management

JSBKey Management Download the USBKey plug-in first fo use the function of this page ownload Link!

USBKey List Please select

Fig.6-38 USBKey Management Page

6.6.3.1.Change an alias.

After selecting a USBKey in the USBKey list, click <Change an Alias>, enter the USBKey alias modification
page, (as shown in Fig.6-39):

Modify USBKey Alias

& Unified Security Management Platform > System Configuration > User Management
Modify USBKey Alias

New alias:

Fig.6-39 USBKey Alias Modification Page
Enter the new alias, click <Save> and make it come into effect, go back to the USBKey management page;
click <Back> and go back to the USBKey management page.

6.6.3.2.Reset a PIN code.

After selecting a USBKey in the USBKey list, click <Reset a PIN Code>, click <Reset a PIN Code> to pop up

the reset PIN code confirmation box, (as shown in Fig.6-40):
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Prompt

Please select the USBKey and reset
the PIN code

Fig.6-40 Reset a PIN Code Confirmation Box
Click <Confirm>, reset the PIN code of the user's USBKey to the initial password, click <Cancel> to
abandon the operation.

6.6.4.Database Storage Cycle Configuration

It is used to configure the management platform database storage and backup cycle. Log in as the configuration
administrator, click [System Configuration/Database Storage Cycle Configuration] in the left navigation bar (as
shown in Fig.6-41), enter the [Database Storage Cycle Configuration] page (as shown in Fig.6-42):

¥ Topology Management
tii System Configuration WV

8, Password Management

#* Data Storage Configuration
[g Protocol Parameter

£+ Protocol Parsing Engine

@ License Management

B Device Management

R Trusted Hosts

£+ SysLog Configuration

& USM Upgrade

@ Unknown Device

Fig.6-41 Database Storage Cycle Configuration
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@ Management Platform > System Configuration > Data Storage Configuration
Data Storage Configuration

Server disk space threshold 85 % When the server disk space reaches the set value (50%~90%), data of the earliest day will be deleted
Server disk occupied ~ 89%
Retained maximum value of 10 [Ten million
single-table data When the single-table data reaches the set value (1~50), the data of the earliest day will be deleted

Audit multicast and broadcast | Enable v
messages

Audit host security guarding | Disable v
messages

& Enable storage time ~ When it is enabled, a delete operation will be performed if either of the space and storage time conditions is met
threshold

Server stores only the last 200 day(s) data
O Enable data timing

backup  When it is enabled, the data will be regularly backed up to FTP server. When it is not enabled, redundant data will be deleted by default

Fig.6-42 Database Storage Cycle Configuration Page

6.6.4.1.Save

Fill in the information according to the prompts. Click <Modify> first, then click <Save> to distribute the
configuration. (As shown in Fig.6-43):

Data Storage Configuration

Server disk space threshold 85 % When the server disk space reaches the set value (50%~90%), data of the earliest day will be deleted
Server disk occupied  89%
Retained maximum value of 10 [Ten million
single-table data When the single-table data reaches the set value (1~50), the data of the earliest day will be deleted

Audit multicast and broadcast ~ Enable ¥
messages

Audit host security guarding Disable ¥
messages

# Enable storage time ~ When it is enabled, a delete operation will be performed if either of the space and storage time conditions is met
threshold

Server stores only the last 200 day(s) data

O Enable data timing
backup When it is enabled, the data will be regularly backed up to FTP server. When it is not enabled, redundant data will be deleted by default

Fig.6-43 save the configuration.

6.6.5.Protocol Parameter Configuration

6.6.5.1.Introduction to functions

The whitelist configuration template often needs to use custom function codes and other addable fields. At
present, the CIP drop-down menu can add such fields through custom items, but only support adding. In the
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industrial firewall learning process, new custom fields used by users may be learnt. In this case, it is necessary to
re-modify the field description and delete user-defined fields. To this end, the industrial firewall, through a dedicated
protocol parameter configuration page, facilitates users to manage the specific features of some industrial protocols.

6.6.5.2. Protocol parameter configuration

Log in as the configuration administrator, click [Whitelist Management/Protocol Parameter Configuration] in
the left navigation bar (as shown in Fig.6-44), enter the [Protocol Parameter Configuration] page (as shown in
Fig.6-45):

¥, Topology Management

1 System Configuration WV

g, Password Management

o Data Storage Configuration

Protocol Parameter

£+ Protocol Parsing Engine

@ License Management

Device Management

o]

Trusted Hosts

"

SysLog Configuration

0}

oy

USM Upgrade

]

77 Unknown Device

Fig.6-44 Selecting Protocol Parameter Configuration
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Management Platform > System Configuration > Protocol Parameter

No. Object Number Description Operation

No. Object Number Description Operation

Fig.6-45 Protocol Parameter Configuration Page
Users can configure the following three parameters in view of the CIP protocol here:
»  Object configuration
»  Service configuration
» PCCC configuration
The meaning of each field of these three configurations is stated below.
Tab.65 Instruction to CIP Protocol Object Configuration Fields

Column Names Instructions

The object number Standard objects defined under the CIP protocol and user-defined objects in

the industrial field are displayed in hexadecimal values

Description The specific meaning of the object

Operation Modify Modify the descriptive information on the user-defined object,
but the descriptive information on the CIP standard object

cannot be modified

Delete Delete the user-defined object, unable to delete the CIP standard

objects

Tab.66 Instruction to CIP Protocol Service Configuration Fields

Column Names Instructions

Service no. The standard services provided under the CIP Protocol and custom services

in the industrial field are displayed in hexadecimal values

Description Specific meaning of service

Operation Modify Modify the descriptive information on user-defined CIP service,
unable to modify the descriptive information on CIP standard

service
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Delete Delete user-defined CIP service, unable to delete CIP standard

service

Tab.67 Instruction to CIP Protocol PCCCC Configuration Fields

Column Names Instructions

CMD The CMD number in a PCCC message embedded in the CIP protocol,

displayed in hexadecimal values

FNC The FNC number in a PCCC message embedded in the CIP protocol,

displayed in hexadecimal values

Description The method description uniquely determined by the CMD and FNC

combination in PCCC

Operation Modify Redefine the method uniquely determined by the CMD and FNC
combination, unable to modify the standard method defined by

PCCC

Delete Delete the user-defined method uniquely determined by the

CMD and FNC combination, unable to delete the standard

method defined by PCCC

6.6.5.3. CIP configuration addition

Click <Add> on the right of each configuration list, <Add> in object configuration of (as shown in Fig.6-46),
open the object configuration addition page (as shown in Fig.6-47):

Management Platform > System Configuration > Protocol Parameter

No. Object Number Description Operation

age Router Object

Fig.6-46 CIP Protocol Object Configuration Addition Button
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Edit

Protocol Parameter Configuration > Edit CIP object

Object Number: |ACH

Description:  |Vendor Specific

Fig.6-47 CIP Protocol Object Configuration Addition Page
Please refer to 6.6.5.2 Protocol Parameter Configuration for the meaning of object number and description.
Click <Save> to save the added custom object to the backstage, and then skip to the protocol parameter
configuration page.

Click <Back> to go back to the protocol parameter configuration page without saving the edited custom object.
6.6.5.4. CIP Configuration modification

Please refer to the modification instructions under 6.6.5.2 Protocol Parameter Configuration Operation Column.

6.6.5.5. CIP Configuration deletion

Please refer to the modification instructions under 6.6.5.2 Protocol Parameter Configuration Operation Column.

6.6.5.6. CIP EPATH Configuration addition

Click the tab and skip to the CIP EPATH configuration page (as shown in Fig.6-48), click <Add> to add a rule.

Management Platform > System Configuration > Protocol Parameter

No. Dst.Ip Dst.Mask Encoding Format Operation

Fig.6-48 CIP EPATH Configuration Page
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6.6.5.7.CIP EPATH Configuration deletion

Click <Delete> to delete a rule (Fig.6-49).

Management Platform > System Configuration > Protocol Parameter

No. Dst.Ip Dst.Mask Encoding Format Operation

0000 0 padded v | ]

Fig.6-49 CIP EPATH Deletion Operation

6.6.5.8. CIP EPATH Configuration saving

Click <Save> to save all rules and distribute them to the device (as shown in Fig.6-50):

Management Platform > System Configuration > Protocol Parameter

No. Dst.Ip Dst.Mask Encoding Format Operation

0000 o padded v o Delate

-1

Fig.6-50 CIP EPATH Saving operation.

6.6.5.9.IEC104 Configuration

Click the tab and skip to the IEC104 configuration page (Fig.6-51):

Management Platform > System Configuration > Protocol Parameter
ClP CIP EPATH EC104

Prompt: This is a global configuration that affects all industrial firewalls and audit

Transmission Reason Length: |2 v Public Address Length: |2 v Message Body Address Length: |3 v

Fig.6-51 IEC104 Configuration Page

6.6.5.10. IEC104 Configuration saving

Click <Save> to save and distribute the page configuration (as shown in Fig.6-52):

Management Platform > System Configuration > Protocol Parameter

Clp CIP EPATH EC104
Prompt: This is a global configuration that affects all industrial firewalls and audit
Transmission Reason Length 2 v Public Address Length 2 v Message Body Address Length 3 v

Fig.6-52 IEC104 Saving
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6.6.6.Decoding Engine Configuration

The configuration of the decoding engine allows users to conveniently and quickly define the supported private
protocols, realize in-depth protocol resolving by uploading the engine configuration files, automatically generate
the rule configuration interface and give an alarm.

Click [System Configuration/Decoding Engine Configuration] in the left navigation bar (as shown in Fig.6-
53), enter the [Decoding Engine Configuration] page (as shown in Fig.6-54):

¥, Topology Management

1 System Configuration WV

.

g, Password Management

g2 Data Storage Configuration

I3 Protocol Parameter

Protocol Parsing Engine

License Management

o]

Device Management

Trusted Hosts

)

#+ SysLog Configuration
& USM Upgrade

@ Unknown Device

Fig.6-53 Decoding Engine Configuration Menu
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Management Platform > System Configuration > Protocol Parsing Engine

No, Protocol ID Protocol Name Version Number Upload Time Status
201 BACNET 502 20191012 17.5724 Activated
202 SWIEE_TCP 502 2019-10-12 17.57.24 Activated
203 SWIEE_UDP 602

2018-10-12 17.57.24 Activated

Fig.6-54 Decoding Engine Configuration Page
6.6.6.1. Upload a decoding engine configuration file.

Click "Select a File" to select the preset decoding engine configuration file, click "Upload" to complete the
configuration of private protocol (as shown in Fig.6-55):

Management Platform > System Configuration > Protocol Parsing Engine

No. Protocol ID Protocol Name Version Number Upload Time Status

2m BACNET 802 20191012 17:57:24 Activated

2 20 SWIEE_TCFP 602 2019-10-12 17.57:24 Activated

3 203 SWIEE_UDP 502 2019-10-12 175724

Fig.6-55 Protocol Decoding Engine Upload Configuration File
6.6.6.2. Protocol parsing information display.

After successful resolving, the management platform displays the resolved private protocol information (as shown
in Fig.6-56). Display fields, including protocol ID, protocol name, version number, upload time and usage status.

Management Platform > System Configuration > Protocol Parsing Engine

No. Protocol ID Protocol Name Version Number

Upload Time Status
0 BACNET 802 2019-10-12 17,5724
.02 SWIEE_TCP 502 2191012 175724
3 203 SWIEE_UDP 602

2018-10-12 176724

Fig.6-56 Protocol Resolving Information Display
6.6.7.Authorization Management

To authorize functions such as [Industrial Firewall], [Host Reinforcement] and [Monitoring Audit], click
[System Configuration/Authorization Management] in the left navigation bar (as shown in Fig.6-57), enter the
[Authorization Management] page (as shown in Fig.6- 58):

AVCOMM Technologies Inc.
333 West Loop North, Suite 460 Houston, TX 77024, USA | info@avcomm.us | www.avcomm.us
253



¥, Topology Management

t1i System Configuration WV

i, Password Management
g® Data Storage Configuration
3 Protocol Parameter

Protocol Parsing Engine

102
License Management

B Device Management
B Trusted Hosts
£+ SysLog Configuration

& USM Upgrade

@ Unknown Device

Fig.6-57 Authorization Management Menu Bar
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Management Platform > System Configuration > License Management

License Items:

License ltems Status Expiry Date
& Industry Firewall Licensed Permanent
E Host Security Guarding Licensed Permanent
B Host System Reinforce Licensed Permanent
@ Network Monitor and Audit Licensed Permanent

Fig.6-58 Authorization Management Page

6.6.7.1.Start upload.

Click <Please Select an Authorization File>, select the authorization file, click <Start Uploading> and execute
the authorization.

6.6.8.Device Management

Device management is one of the important functions of the management platform, which provides a friendly
interface to help users manage devices.

Log in as the configuration administrator, click [System Configuration/Device Management] in the left
navigation bar (as shown in Fig.6-59), enter the [Device Management] page (as shown in Fig.6-60):

¥ Topology Management

i System Configuration WV
&, Password Management
#* Data Storage Configuration
[2 Protocol Parameter
# Protocol Parsing Engine
B License Management
R Trusted Hosts
#+ SysLog Configuration
& USM Upgrade

Unknown Device

Fig.6-59 Device Management Menu
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Management Platform > System Configuration > Device Management

No. Device Name IP Address MAC Address CPU(%) Memory(%) Traffic Device Type Operation

m
®

LRI
REE

momom
o]

Y @ G

mo@m @ m
o

=

]
ssessssssssss

mom
g

o

Fig.6-60 Device Management Page
View all the device information in the system here, with the following meanings given:

Tab.68 Instruction to Device List Display

Column Names Instructions

Device name A device name that is easy to remember

IP address The IP address assigned by the device, in dotted decimal format.

MAC address The MAC address assigned by the device

CPU (%) The SNMP protocol obtains the device CPU utilization ratio information on
Memory (%) the current IP address

traffic The SNMP protocol obtains the device memory utilization ratio information

on the current IP address
The SNMP protocol obtains the total traffic generated by the device in view

of the current IP address

Device type The purpose classification of the device, such as workstation and controller,
etc.

SNMP configuration configures the SNMP protocol information

View View more detailed information on the device
Operation Modify Modify and set the device information
Delete Delete a device

6.6.8.1. SNMP Configuration

Click <SNMP Configuration> under the operation column in the [Device Management], display the detailed
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information on SNMP configuration as shown in the following figure. (As shown in Fig.6-61):

Device Name:
SNMP Version:
Group Nama:
Security Level:
Certification Type:
Certification Key:
Encryption Type:
Encryption Key:

Security User Name:

cPU
Memory:

Traffic:

6.6.8.2.Check a device.

Click <View> under the operation column of [device management] display list, display the detailed information

Na certification and no encryption

MDS

DES

v

Fig.6-61 SNMP Configuration

on the device as shown in the following figure. (As shown in Fig.6-62):

Management Platform = System Configuration = Device Configuration

(=]

evice Basic Information

Device Name:

Device15708671238759998

IP Address: 100.199.53.145
MAC Address: c4:ba:a3:00:09:b1
Device Type: Unclassified
Physical Location:
Responsible:
Department:
Purchase Date: 2019-10-12

Remarks:
Login Address:
Request type:

User Name:

Fig.6-62 Device Information View Page
Click <Back> and go back to the [Device Management] page.

6.6.8.3.Add a device.

Click <Add> on the right side of the [Device Management] device list tab to pop up the device add page. (As
shown in Fig.6-63):
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tem Configuration > Device Management

Request fype:

Jser Name:

Fig.6-63 Device Add Page

Tab.69 Instruction to Device Add Information

Column Names

Instructions

Device name

A device name that is easy to remember

IP address The IP address assigned by the device, in dotted decimal format
Device type The purpose classification of the device, such as workstation and controller, etc.
Remarks Optional, additional explanatory information

6.6.8.4.Modify a device.

Click <Modify> under the operation column in the [Device Management] device list, open the [Device Basic

Information] to modify the basic information on the device (as shown in Fig.6-64):

Management Platform > System Configuration > Device Management

Device Name:

IP Address

MAC Address:
Device Type:
Physical Location:
Responsible:
Department:

Purchase Date:

Remarks:

Monitor Online

Login Address
Request type:
User Name:

Password:

Device15708671238759998

100.199.03.145

cd:baa3:00:09:b1

Unclassified v
R019-10-12
i
Please fill in the correct login address and path (directly accessible by the browser with hitp(s})
POST v

Fig.6-64 Device Basic Information Modification Page
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6.6.8.5.Delete a device.

Click <Delete> under the [Device Management] device list operation column, delete devices that are no longer

in use.

6.6.8.6.Retrieve a device.

In the [Device Management] device display list page, retrieve a device according to the conditions. (As shown
in Fig.6-65):

Management Platform > System Configuration > Device Management

Fig.6-65 Retrieve a Device

6.6.9.Trusted Host

The host accessing to the management platform is limited. In the initial case, any machine can access to the
management platform only if it can be connected to the management platform server. Once a trusted host is
configured, only machines that are added to the trusted host can access the management platform. The host where

the management platform server is located can access to the management platform in any case.

6.6.9.1. Information view

Log in as the configuration administrator, click [System Configuration/Trusted Host] in the left navigation
bar (as shown in Fig.6-66), enter the [Trusted Host] page (as shown in Fig.6-67):
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¥, Topology Management
11 System Configuration WV

i, Password Management

Data Storage Configuration

ﬁﬁ

Protocol Parameter

ol

Protocol Parsing Engine

License Management

B =

o]

Device Management

Trusted Hosts

£+ SysLog Configuration

& USM Upgrade

@ Unknown Device

Fig.6-66 Trusted Host Menu

@ Management Platform > System Configuration > Trusted Hosts

Add Trusted Hosts List

Hosts Name: IP Address m

No. Hosts Name IP Address

Fig.6-67 Trusted Host List Page

Operation

View all the trusted host information of the system here, with the following meanings given:

Table 70 Instruction to Trusted Host List Display

Column Names Instructions
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The host name A name that is defined by users and easy to remember when being added
IP address The IP address of a trusted host, in dotted decimal format

View View more detailed information on the trusted host
Operation Modify Modify or reset the trusted host information

Delete Delete a trusted host

Click <View> under the operation column in this page, display the detailed information on the trusted host
details as shown in the figure below. (As shown in Fig.6-68):

Management Platform > System Configuration > Trusted Hosts

Basic information of Trusted hosts
Hosts Name: DESKTOP-511G0DQ
IP Address: 192 168.1.205
MAC Address:

Creation Date: 2019-10-31 17:49:12

Remarks:

Fig.6-68 Trusted Host Information View Page
Click <Back> and go back to the [Trusted Host] page.

6.6.9.2. Add a host.

Click <Add> on the right side of [System Settings/Trusted Host] trusted host list tab (as shown in Fig.6-69) to
pop up the trusted host add page (as shown in Fig.6-70):

nfiguration > Trusted Hosts

Fig.6-69 Trusted Host Add Button

Management Platform > System Configuration > Trusted Hosts
Add Trusted hosts
Hosts Name:

IP Address:

MAC Address: O (Verify MAC address; separate MACs with ")

Remarks

Fig.6-70 Trusted Host Add Page
Tab.71 Instruction to Trusted Host Add Information

Column Names Instructions
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The host name Define a meaningful trusted host name that is easy to understand and
remember
IP address The IP address assigned by the trusted host, in dotted decimal format
Remarks Optional, additional explanatory information
Save Save all modification information to the database and make
it come into effect, and go back to the trusted host list display
Operation page
Back Ignore all modifications and go back to the trusted host list
display page

6.6.9.3. Modify trusted host information.

Click <Modify> under the operation column in the [Trusted Host] trusted host list, open the [Trusted Host
Basic Information] to modify the basic information on the trusted host (as shown in Fig.6-71):

Management Platform > System Configuration > Trusted Hosts

Hosts Name DESKTOP-511G0DQ
IP Address: 192.168.1.205
MAC Address: (Verify MAC address, separate MACs with )

Creation Date: 2019-10-31 17:49.12

Remarks:

Fig.6-71 Trusted Host Basic Information Modification Page

6.6.9.4.Delete a host.

Click <Delete> under the operation column of [Trusted Host] trusted host list to delete the trusted host that is

no longer in use.

6.6.9.5.Retrieve a host.

In the [Trusted Host] trusted host list page, retrieve a trusted host according to the conditions. (As shown in
Fig.6-72):

Add Trusted Hosts List

Hosts Name: IP Address:

Fig.6-72 Retrieving a Trusted Host
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6.6.10. Syslog Configuration

6.6.10.1. Introduction to functions

Configure the IP address and port of syslog server, send the firewall alarm log and the whitelist alarm log that
are generated by the industrial firewall device to the syslog server, which are divided into a common type and a grid

type.
6.6.10.2. Save and enable the syslog service configuration.

Log in as the configuration administrator, click [System Configuration/syslog Configuration] (as shown in

Fig.6-73), enter the syslog configuration page. (As shown in Fig.6-74):

¥, Topology Management
tii System Configuration WV

B, Password Management

Data Storage Configuration

™

[g Protocol Parameter
#+ Protocol Parsing Engine
@& License Management

B Device Management

R Trusted Hosts

$# SysLog Configuration

& USM Upgrade

Unknown Device

Fig.6-73 Menu
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Server IP Address: 127.0.01
Server Port: 514

Syslog Type: Common type

Fig.6-74 syslog Configuration Page
Fill in the IP address and port number, click <Save> to save and enable the syslog service. (As shown in Fig.6-
75):

Management Platform > System Configuration > SysLog Configuration

Server IP Address: 127.00.1
Server Port: 514

Fig.6-75 Saving the syslog Configuration.

6.6.10.3. Save and enable the grid type syslog service configuration.

Select the grid type through syslog type, which requires a specified elect network card, select the network card
and click <Save> to save and enable the syslog service. (As shown in Fig.6-76):

Management Platform > System Configuration > SysLog Configuration

SysLog Configuration

Server IP Address: 127.0.01
Server Port: 514
Syslog Type: Power Grid Type v
Network card name and IP: Please select v

Fig.6-76 Grid Type

6.6.11. Management Platform Upgrade

The management platform upgrades to a new version of management platform functions, skip to the upgrade
server for upgrade operation.

6.6.11.1. Management platform upgrade

Log in as the configuration administrator, click [System Configuration/Management Platform Configuration]
(as shown in Fig.6-77), enter the management platform upgrade page. (As shown in Fig.6-78):
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% Topology Management

i System Configuration WV

B, Password Management

Data Storage Configuration

ﬂlﬂ

Protocol Parameter

ol

Protocol Parsing Engine

B =

License Management

o]

Device Management

B Trusted Hosts

##+ SysLog Configuration

USM Upgrade

(@ Unknown Device

Fig.6-77 Management Platform Upgrade Menu Bar

please choose file

start upload
T

Fig.6-88 Management Platform Upgrade Page

6.6.11.2. Start upgrade.

After selecting the upgrade file, click <Start Upload>, check the progress of the progress bar. After successful
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upgrade, access to the management platform.
(As shown in Fig.6-89):

1
(== |
N

Fig.6-89 Start Upgrade

6.7. Topology Management

6.7.1.Introduction to Functions

Network topology management is a basis for the security management of the target system. To clarify the
network topology of the customer system can not only find the existing security problems and hidden dangers of
the customer system, but also have a very positive and important significance for subsequent security protection.

The management platform provides more professional device management tools and network topology
management tools, which can help customers to carry out digital management of the existing device, and also allow
customers to create and modify the current network topology of the system very easily.

6.7.2.Topology

The management platform provides a network topology management tool, which can easily form network
topology diagram according to the current situation of the user system. Log in as the configuration administrator,
display the network topology of the user system by default, click [Topology Management/Topology Management]

in the left navigation bar (as shown in Fig.6-90), enter the [Topology Management] page (as shown in Fig.6-91):

¥ Topology Management WV

Topology Management

1 System Configuration

Unknown Device

Fig.6-90 Device Management Menu
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@ Management Platform > Topology Management > Topology Management

| Full Screen| |  Start Connecting | |Zoom Out] | ZoomIn | [J Mouse Zoom [Bave Topological Grapl] | Export | |SelectFild | Import

Pay attention to “start connecting”; Click on the source device and the target device to connect them

I @ Quadric Line

I Straight Line

| o pelytine

Curve
Probe160824621-Cnline
Firewall190520083-0Ffline
—
Device15708671238149857 !

testl

Fig.6-91 Device Management Page
Log in as auditor, display the network topology of the user system by default, click [Topology
Management/Topology Management] in the left navigation bar (as shown in Fig.6-92), enter the [Topology

Management] page (as shown in Fig.6-93):

%, Topology Management W

L]

Topology Management

tii System Configuration

71 Unknown Device

Fig.6-92 Device Management Menu
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Management Platform > Topology Management > Topology Management

Drag point to canvas

testl

Fig.6-93 Device Management Page

6.7.2.1. Composition of network topology

The network topology of the management platform is mainly composed of devices and lines, with the devices
including the following:
® Industrial firewall
Intelligent monitoring terminal
Workstation (including IEG)
Controller
Network device
Server
Unclassified
(As shown in Fig.6-94):
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Please enter IP or device namel

Drag point to canvas

Industry Firewall

Probe

Unclassified

Workstation

Controller

Metwork Device

Server

Fig.6-94 Topology Device List

6.7.2.2.Network topology device query

Query the device that meets the requirements according to the conditions, click <Search All> to execute the
query (as shown in Fig.6-95):
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192.168.1.11

Drag point to canvas

Industry Firewa

Workstation v
I testl

Controller

MNetwork Device

Server

Fig.6-95 Query Results

6.7.2.3.Edit a network topology.

It is very convenient to edit the topology.
»  For the device

The user only needs to find the device to be added into the topology on the right device tree, click the small
icon on the left of the device and drag it into the canvas to complete the addition of the device.
>  For the connector

The user first selects the type of lines. Currently, there are the following types of connection lines:
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Pay attention to "start connecting”; Click on the source device and the target device to connect them
I #) Quadric Line
I Straight Line
I Paly Line

Curve

Select the type of connecting wire, click < Start Connection> above the topology as shown in:

, then move to the canvas, click the mouse successively on the two devices to be wired
to complete the addition of the line.
The topology also supports zoom in and zoom out, not only support zoom by clicking, as shown in:

D Mouse foom
, but also supports zoom by mouse wheel:

After editing the topology, the user clicks <Save Topology>, as shown: to complete the

saving of the topology. The topology information can be normally viewed when logging in next time.

6.7.2.4. Topology linkage

Topology management can not only view the network topology of the user system, but also view the number
of alarms currently generated on the industrial firewall. Right-click and select View in the pop-up menu to view the
detailed information on the device.

Right click on any device in the topology and click <Delete> in the pop-up menu to delete the device from the
topology, with the corresponding connecting line deleted at the same time. Or right click on the connecting line,
select <Delete> to delete the corresponding connecting line.

6.8. Unknown Device Detection

6.8.1.Unknown Device Detection Configuration

Log in as the configuration administrator, click [Unknown Device Detection/Unknown Device Detection
Configuration] in the left navigation bar (as shown in Fig.6-96), enter the [Unknown Device Configuration] page
(as shown in Fig.6-97):
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% Topology Management

111 System Configuration
@ Unknown Device v

>} Unknown Devices

Fig.6-96 Unknown Device Detection Configuration Menu Bar
@ Management Platform > Unknown Device > Unknown Devices

Unknown Devices

Enable® Disable: Working Mode: | Leamning v

No. IP Address MAC Address Creation Time
1 166.181.111.14 2afca234dc4l 2019-10-17 11:28:57
2 66.26.167.78 47:cd.0e:48:16:04 2019-10-17 11:28:57
3 211195714 83856 Teal 74 2019-10-17 11:28:57
4 6.242.40.162 612:07:e0:92:05 2019-10-17 11:28:57
5 174.55.236.239 99:31:58:dd. 7472 2019-10-17 11:28:57
6 174.171.59.97 2422151012 2019-10-17 112857
7 27.477.2621 :15:50:39:e0:€3 2019-10-17 11:28:57
[ 12.35121.96 75:9¢:50:41:6316 20191017 11:28:57
9 66.132.3.252 0e19:47:70:57:0d 2019-10-17 112857
10 2925128.15 926525 :73e3 2019-10-17 11:28:57

Fig.6-97 Unknown Device Detection Configuration Page

6.8.1.1. Distribute the configuration.

Unknown device detection can be enabled or disabled. The working status must be selected after being enabled,
which includes Learning, Detecting.

When selecting Learning, click <Distribute the Configuration> to generate the learning data, click <Refresh a
List> to view the learned learning data. (As shown in Fig.6-98):
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Management Platform > Unknown Device > Unknown Devices

Unknown Devices

Enable® Disable Working Mode :

Learning
No. IP Address Detecting MAC Address Creation Time
1 166.181.111.14. 2afc42:34:dea 2019-10-17 11:28:57
2 66.26.167.78 47:cd:0e:48:16:04 2019-10-17 11:28:57
3 211.1957.14 83egbe7ear 74 2019-10-17 11:28:57
4 6.242.40.162 6M.12:07:eb:92:05 2019-10-17 11:28:57
5 174.55.236.239 99:31:58:dd.71.72 2019-10-17 11:28:57
6 174.171.59.97 24:21c2:1510:fa 2019-10-17 11:28:57
7 27.177.26.21 :15:50:39:e0:€3 2019-10-17 11:28:57
8 12.35121.96 75:9c:50:d1:83:16 2019-10-17 11:28:57

Fig.6-98 Learning

Switch Learning to Detecting, click <Distribute the Configuration>, add the learnt data to the rule table. (As
shown in Fig.6-99):

Management Platform > Unknown Device > Unknown Devices

Unknown Devices

Enable® Disable! Working Mode: | Learning v I:l

No. IP Address MAC Address Creation Time

Fig.6-99 Detecting
Rule Edit
Click <Edit a Rule> and skip to the rule edit page. (As shown in Fig.6-100):

Management Platform > Unknown Device > Unknown Devices

Unknown Devices

Enable® Disable! Working Mode: | Leaming v l:l

Fig.6-100 Rule Editing
Edit the rules in the rule page, click <Save> to save the edited results. (As shown in Fig.6-101):

Edit Rule
No. IP Address MAC Address Operation
1 192.168.1.1 30:9C:23:C6:3B:3B WDelete
fiiDelete
MDelete
WDelete

Fig.6-101 Saving a Rule
Unknown device detection log
Log in as auditor, click [Unknown Device Detection/Unknown Device Detection Logs] in the left navigation
bar (as shown in Fig.6-102), enter the [Unknown Device Detection Logs] page (as shown in Fig.6-103):
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¥ Topology Management

(0 System Overview

{#+ System Operation Logs

M Hard Disk Capacity Logs

9 System Reboot Logs

=| Database Backup Logs

System Configuration

@ Unknown Device v

[ Unknown Devices Logs

B9 SyslLog Logs

Fig.6-102 Unknown Device Detection Log Menu Bar

@ Management Platform > Unknown Device > Unknown Devices Logs

Unknown Devices Log List Show processed logs O
IP Address: MAC Address : Start Time: | 2019-10-31 00:00:00 End Time 2019-10-31 23:59:59
No. Access Time Invalid IP MAC Alarm Information Processing Status Operation
Total 0 Page(s) / 0 Record(s) Current Page 1 First Prev Next Last

Fig.6-103 Unknown Device Detection Log Page
Log list
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View all the log information on unknown device detection alarms here, with the meaning given below:
Tab.72 Instruction to Industrial Protocol Detection Alarm Display

Column Names Instructions

IP The IP address of the device generating an alarm
MAC The MAC address of the device generating an alarm
Alarm information Alarm details

Processing status Whether to process an alarm

Illegal access time Log generation time

Operation Processing | Further processing of alarm information

In addition to displaying all unprocessed alarms, users can also view historical alarms that have been processed.
Check <Show Processed Logs> on the right side of the [Unknown Device Detection Logs] protocol detection
alarm list tab, view the processed log. (As shown in Fig.6-104):

Management Platform > Unknown Device > Unknown Devices Logs

Unknown Devices Log List Show processed logs O
IP Address: MAC Address: Start Time: 2019-10-31 00:00:00 End Time 2019-10-31 23:59:59
No. Access Time Invalid IP MAC Alarm Information Processing Status Operation

Total 0 Page(s) / 0 Record(s), Current Page 1

Fig.6-104 Show Processed Unknown Device Detection Log List Page

6.8.1.2. Process a log.

Click <Process> under the operation column in the [Unknown Device Detection Logs] display list, display (as

shown in Fig.6-105) the [Unknown Device Detection Logs] processing page:

Unknown devices log information

IP: 192.168.1.200
MAC: 30:9¢:23:32:29:56
Alarm Time: 2019-11-18 15:42:08
Alarm Information: unknown device access
Processing Status: Unprocessed M

Processing opinions:

Processing time:

Fig.6-105 Unknown Device Detection Log Processing Page
Click the drop-down box of processing status, select "Close", fill in the relevant opinions in the processing
opinions and click "Save" to complete the processing of alarm information. In this case, such a log will no longer
be seen in the list of the [Unknown Device Detection Logs] page by default.
Or do not select "Close" but fill in the processing opinions instead.
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6.8.1.3.Retrieve a log.

On the [Unknown Device Detection Logs] list page, retrieve an alarm based on the conditions. (As shown in
Fig.6-106):
Unknown Devices Log List Show processed logs O

IP Address: MAC Address: Start Time: 2019-10-3100:00:00 End Time : 2019-10-31 23:59:59

Fig.6-106 Retrieving an Unknown Device Detection Log

6.9. Syslog Log

Receive the syslog logs reported from other devices, click [Syslog Logs/Syslog Logs] in the left navigation bar (as

shown in Fig.6-107), enter the [Syslog Logs] page (as shown in Fig.6-108):

% Topology Management

(® System Overview

¢+ System Operation Logs

M Hard Disk Capacity Logs

S System Reboot Logs

[21 Database Backup Logs

111 System Configuration

@ Unknown Device

B9 SysLog Logs v

Syslog Logs

Fig.6-107 syslog Log Menu
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Management Platform > SysLog Logs > SysLog Logs

Device Name: | Device Device IP: | Device Start Time: | 2019-10-31 00:00:00 End Time : | 2019-10-31 23:59:59
Log Content

Fig.6-108 syslog Log

6.9.1.Retrieve a Log

In the [Syslog Logs] list page, retrieve the log according to the conditions. (As shown in Fig.6-109):

Device Name: | Device Device IP: | Device Start Time: | 2019-10-31 00:00:00 End Time : | 2019-10-31 23:59:59
Log Content:

Fig.6-109 Log Query
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